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NEW QUESTION # 31
What is a key distinction between Azure Firewall and FortiGate VM in terns of their primary functions?

e A. Azre Firewall is designed exclusively for application layer filtering, while FortiGate VM is suitable for both on-premises
and cloud environments.
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¢ B. Azure Firewall is a cloud-native network security service, while FortiGate VM is a network virtual appliance (NVA) that
provides comprehensive security functions.

¢ C. Aare Firewall and FortiGate VM have identical primary functions, and no features differentiation.

¢ D. Azure Firewall focuses on network traffic inspection, while FortiGate VM is primarily a web application firewall.

Answer: B

Explanation:

Azire Firewallis acloud-native, fully managednetwork security servicedesigned to control and log network traffic using Azure
policies. In contrast, theFortiGate VMis anetwork virtual appliance (NVA)that delivers comprehensive security features, including
firewalling, IPS, antivirus, VPN, and application control, suitable forboth on-premises and cloud deployments.

NEW QUESTION # 32

Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vVCPUs and memory assigned to this resource.

‘Which cloud model could meet this requirement?

A. Infrastructure-as-a-Service (IaaS)
B. Platfornras-a-Service (PaaS)
C. Software-as-a-Service (SaaS)
D. Function-as-a-Service (FaaS)

Answer: A

Explanation:

Infrastructure-as-a-Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over
vCPU and memory allocation. This model provides fulll flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.

NEW QUESTION # 33
After ntegrating a FortiGate VM with Azure Route Server, you detect that routes are not propagating successfully.
What mitial step could you perform to diagnose the root cause?

e A Verify that the FortiGate VM is running the latest firmware version

¢ B. Examine the Azure Microsoft Entra ID permissions associated with the FortiGate VM to ensure that correct authentication
is being used for BGP peering

e C. Verify the BGP peering status on both the FortiGate VM and Azure Route Server

¢ D. Monitor the network latency between the FortiGate VM and Azure Route Server to identify potential commumication
delays affecting route propagation

Answer: C

Explanation:

Thefirst and most direct diagnostic stepis toverify the BGP peering statuson both theFortiGate VM and Azure Route Server. If BGP
peering is not established or is in an idle or down state, route propagation will fail. This check confirms whether the two systens are
communicating and exchanging routes as expected.

NEW QUESTION # 34
In the context of Azure Route Server, what is a primary finction of the route server subnet?

A. Acting as a dedicated subnet to host network virtual appliances (NVAs) with routing propagation capabilities
B. Serving as the hub for the exchange of routing information

C. Providing DNS resolution for on-premises networks

D. Hosting virtual machines for routing propagation purposes

Answer: B

Explanation:



Theroute server subnetin Azure is adedicated subnetthat hosts theAzire Route Server, which functions as thehub for dynamic routing
information exchangebetween Azure virtual networks and BGP-enabled network virtual appliances (NVAs) or on-premises routers.
It enables seamless and centralized route propagation.

NEW QUESTION # 35
Refer to the exhibit.

The exhibit shows some of the properties of a virtual NIC that is used by a FortiGate VM deployed in Azure.

The virtual NIC shown is connected to a subnet (10.0.1.0/26) with several VM that will be accessing the internet through the
FortiGate VM.

Which statement is true for this scenario?

A. The VMs in the 10.0.1.0/26 subnet can access the internet through FortiGate.

B. The parameters of the virtual NIC are not configured correctly.

C. The NIC in the exhibit needs to be assigned a public IP address.

D. You must change the default gateway on the VM in the Internal Subnet for this to work.

Answer: D

Explanation:

For VM in the10.0.1.0/26subrnet to access the internetthrough the FortiGate VM, theirdefault gateway must be changedto the
mternal IP address of the FortiGate's NIC in that subnet (e.g,LABI-FGT-A-Nic2).

This ensures traffic is routedthrough FortiGate for inspection and NAT, rather than directly using Azure's default system routes.

NEW QUESTION # 36
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