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Three versions for MS-102 exam cram are available, and you can choose the most suitable one according to your own needs. MS-
102 Online test engine supports all web browsers, and you can also have offline practice. One of the most outstanding features of
MS-102 Online test engine is that it has testing history and performance review, and you can have a general review of what you have
learnt through this version. MS-102 Soft test engine supports MS operating system as well as stimulates real exam environment,
therefore it can build up your confidence. MS-102 PDF version is printable, and you can study anytime.

Microsoft MS-102 Exam Syllabus Topics:

Topic Details

Topic 1

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Topic 2
Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 3
Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

Topic 4
Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Microsoft 365 Administrator Sample Questions (Q128-Q133):
NEW QUESTION # 128 
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
You need to configure an incident email notification rule that will be triggered when an alert occurs only on a Windows 10 device.
The solution must minimize administrative effort.
What should you do first?

A. From the Microsoft 365 Defender portal, create a device group.
B. From the Azure Active Directory admin center, create a dynamic device group.
C. From the Microsoft 365 admin center, create a mail-enabled security group.
D. From the Microsoft Endpoint Manager admin center, create a device category.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=o365- worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?
view=o365-worldwide

NEW QUESTION # 129 
You have a Microsoft 365 subscription that contains the users shown in the following table.
You have the named locations shown in the following table.
You create a conditional access policy that has the following configurations:
* Users or workload identities:
o Include: Group1
o Exclude: Group2
* Cloud apps or actions: Include all cloud apps
* Conditions:
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o Include: Any location
o Exclude: Montreal
* Access control: Grant access, Require multi-factor authentication
User1 is on the multi-factor authentication (MFA) blocked users list.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 130 
Your network contains an on-premises Active Directory domain that is synced to Azure AD as shown in the following exhibit.
An on-premises Active Directory user account named Allan You is synchronized to Azure AD. You view Allan's account from
Microsoft 365 and notice that his username is set to Allan @>ddatum.onmicrosoft.com.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 131 
You have a Microsoft 365 E5 subscription that contains two security groups named Group1 and Group2.
You need to enable multi-factor authentication (MFA) for the members of Group1 and Group2. The solution must meet the
following requirements:
* The Group1 members must be prompted for MFA only when authenticating to Microsoft Entra ID from Android devices.
* The Group2 members must be prompted for MFA only when accessing Microsoft Exchange Online from outside the corporate
network.
* Administrative effort must be minimized.
What should you configure for each group? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 132 
You need to configure the compliance settings to meet the technical requirements.
What should you do in the Microsoft Endpoint Manager admin center?

A. From Retire Noncompliant Devices, select Clear All Devices Retire State.
B. Modify the Compliance policy settings.
C. From Compliance policies, modify the Notifications settings.
D. From Locations, create a new location for noncompliant devices.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
Topic 4, FabrikamOverview
Fabrikam, Inc. is an electronics company that produces consumer products. Fabrikam has 10,000 employees worldwide.
Fabrikam has a main office in London and branch offices in major cities in Europe, Asia, and the United States.



Existing Environment
Active Directory Environment
The network contains an Active Directory forest named fabrikam.com. The forest contains all the identities used for user and
computer authentication. Each department is represented by a top-level organizational unit (OU) that contains several child OUs for
user accounts and computer accounts.
All users authenticate to on-premises applications by signing in to their device by using a UPN format of username@fabrikam.com.
Fabrikam does NOT plan to implement identity federation.
Network Infrastructure
Each office has a high-speed connection to the Internet.
Each office contains two domain controllers. All domain controllers are configured as DNS servers.
The public zone for fabrikam.com is managed by an external DNS server.
All users connect to an on-premises Microsoft Exchange Server 2016 organization. The users access their email by using Outlook
Anywhere, Outlook on the web, or the Microsoft Outlook app for iOS. All the Exchange servers have the latest cumulative updates
installed.
All shared company documents are stored on a Microsoft SharePoint Server farm.
Requirements
Planned Changes
Fabrikam plans to implement a Microsoft 365 Enterprise subscription and move all email and shared documents to the subscription.
Fabrikam plans to implement two pilot projects:
Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.
Project2: After the successful completion of Project1, Microsoft Teams will be enabled in Microsoft 365 for the sales department
users.
Fabrikam plans to create a group named UserLicenses that will manage the allocation of all Microsoft
365 bulk licenses.
Technical Requirements
Fabrikam identifies the following technical requirements:
All users must be able to exchange email messages successfully during Project1 by using their current email address.
Users must be able to authenticate to cloud services if Active Directory becomes unavailable.
A user named User1 must be able to view all DLP reports from the Microsoft Purview compliance portal.
Microsoft 365 Apps for enterprise applications must be installed from a network share only.
Disruptions to email access must be minimized.
Application Requirements
Fabrikam identifies the following application requirements:
An on-premises web application named App1 must allow users to complete their expense reports online.
App1 must be available to users from the My Apps portal.
The installation of feature updates for Microsoft 365 Apps for enterprise must be minimized.
Security Requirements
Fabrikam identifies the following security requirements:
After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using
their UPN.
The membership of the UserLicenses group must be validated monthly. Unused user accounts must be removed from the group
automatically.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.
The principle of least privilege must be used.

NEW QUESTION # 133
......
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