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Fortinet FCP_FWB_AD-7.4 Prüfungsplan:

Thema Einzelheiten

Thema 1

Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system
settings. Candidates are expected to set up server pools, security policies, and protected hostnames to
ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high
availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.
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Thema 2

Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement
advanced threat mitigation strategies using FortiWeb. Candidates must configure the system to block
known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisms to secure
web-based interactions from potential threats.

Thema 3

Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithms to detect anomalies, mitigate bot-based threats, and secure APIs through AI-driven analysis.
Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

Thema 4

Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security
Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisms.
Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systems. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.
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Fortinet FCP - FortiWeb 7.4 Administrator FCP_FWB_AD-7.4
Prüfungsfragen mit Lösungen (Q40-Q45):
40. Frage 
An e-commerce web app is used by small businesses. Clients often access it from offices behind a router, where clients are on an
IPv4 private network LAN. You need to protect the web application from denial of service attacks that use request floods.
What FortiWeb feature should you configure?

A. Configure FortiWeb to use ''X-Forwarded-For:'' headers to find each client's private network IP, and to block attacks
using that.
B. Enable ''Shared IP'' and configure the separate rate limits for requests from NATted source IPs.
C. Configure a server policy that matches requests from shared Internet connections.
D. Enable SYN cookies.

Antwort: D

41. Frage 
When integrating FortiWeb and FortiAnalyzer, why is the selection for FortiWeb Version critical?
(Choose two)

A. Defines Log file format
B. Defines Log storage location
C. Defines Database Schema
D. Defines communication protocol

Antwort: A,B
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42. Frage 
What capability can FortiWeb add to your Web App that your Web App may or may not already have?

A. SSL Inspection
B. Automatic backup and recovery
C. HTTP/HTML Form Authentication
D. High Availability

Antwort: C

43. Frage 
Review the following configuration:

Which result would you expect from this configuration setting?

A. When ML is in its running phase, FortiWeb will accept an unlimited number of samples from the same source IP address.
B. When ML is in its collecting phase, FortiWeb will not accept any samples from any IP addresses.
C. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same source
IP address.
D. When ML is in its collecting phase, FortiWeb will accept an unlimited number of samples from the same source IP
address.

Antwort: A

Begründung:
In the configuration, the command set sample-limit-by-ip 0 disables the sample limit for any specific IP address. This means that
during the machine learning (ML) running phase, FortiWeb will not limit the number of samples it accepts from the same IP address.
Setting this to 0 effectively removes any restrictions on the number of samples from a given IP address.

44. Frage 
Refer to the exhibit.

Attack ID 20000010 is brute force logins.
Which statement is accurate about the potential attack?

A. The attacker has successfully retrieved the credentials to www.example.com.
B. 192.168.1.11 is sending suspicious traffic to FortiWeb.
C. The attack has happened 10 times.
D. www.example.com is running attacks against the client 192.168.1.11.

Antwort: B



Begründung:
The Attack ID of 20000010 refers to a brute force login attempt, which typically indicates that the client IP (192.168.1.11) is
sending suspicious or malicious traffic to the FortiWeb. FortiWeb detected and blocked this suspicious activity, which is why the
page is shown as blocked.

45. Frage
......
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