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Which two techniques are commonly used to achieve persistence on a compromised Linux system?
(Choose two)
Response:

A. Disabling SELinux
B. Modifying the crontab
C. Using registry keys
D. SSH key injection

Answer: B,D

NEW QUESTION # 92 
In the context of C2 frameworks, what is 'jitter' used for?
Response:

A. To encrypt the data being exfiltrated
B. To increase the speed of data transfer to the C2 server
C. To randomize the timing of network communications and evade detection
D. To generate random domain names for the C2 infrastructure

Answer: C

NEW QUESTION # 93 
Which two factors are critical to the success of gaining access during red team operations?
(Choose two)
Response:

A. Crafting a stealthy payload
B. Disabling security software
C. Conducting comprehensive reconnaissance
D. Exploiting zero-day vulnerabilities

Answer: A,C

NEW QUESTION # 94 
Which of the following actions constitutes a stealthy exfiltration method?
Response:

A. Announcing system maintenance which includes data transfers
B. Using ICMP tunneling to slowly leak data
C. Quickly uploading large files during business hours
D. Encrypting all data on the network to secure it from external threats

Answer: B

NEW QUESTION # 95 
What are two advantages of using cloud services for attack infrastructure?
(Choose two)
Response:

A. Cost-effectiveness
B. Guaranteed anonymity
C. High availability and scalability
D. Easier to conceal malicious activity

Answer: A,C
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