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physical servers, and containers. Trend Micro Certified Professional for Deep Security certification exam covers various topics,
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Trend Micro's Deep Security solution. Trend Micro Certified Professional for Deep Security certification is intended for security
professionals who want to demonstrate their expertise in securing virtual and cloud environments. Deep-Security-Professional exam
tests the candidate's ability to configure, manage, and troubleshoot Trend Micro's Deep Security solution, as well as their knowledge
of virtualization and cloud computing security.
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Trend Micro Certified Professional for Deep Security Sample Questions
(Q45-Q50):
NEW QUESTION # 45 
Your organization would like to implement a mechanism to alert administrators when files on a protected servers are modified or
tampered with. Which Deep Security Protection Module should you enable to provide this functionality?

A. The Integrity Monitoring Protection Module
B. The Intrusion Prevention Protection Module
C. Deep Security can not provide this type of functionality
D. The File Inspection Protection Module

Answer: A

Explanation:
The Integrity Monitoring module is specifically designed to detect and alert when files, directories, or system configurations on a
protected computer are changed, modified, or tampered with. This is exactly the functionality described in the question.
From the official documentation:
"Integrity Monitoring detects and reports changes to files, directories, and system settings in real time, providing the capability to alert
administrators about unauthorized modifications." Option A is correct.
Option B is incorrect; there is no File Inspection Module.
Option C is incorrect because Deep Security does provide this capability.
Option D is incorrect; Intrusion Prevention detects exploits, not file changes.
References:
Trend Micro Deep Security 20 LTS Administrator's Guide: Integrity Monitoring Trend Micro Deep Security Online Help: What is
Integrity Monitoring?

NEW QUESTION # 46 
What is the purpose of the Deep Security Relay?

A. Deep Security Relays distribute load to the Deep Security Manager nodes in a high-availability implementation.
B. Deep Security Relays forward policy details to Deep Security Agents and Virtual Appliances immediately after changes to
the policy are applied.
C. Deep Security Relays are responsible for retrieving security and software updates and distributing them to Deep Security
Manager, Agents and Virtual Appliances.
D. Deep Security Relays maintain the caches of policies applied to Deep Security Agents on protected computers to improve
performance.

Answer: C

Explanation:
Deep Security Relays download security and software updates from Trend Micro's servers (or a local update source) and distribute
those updates to Agents, Virtual Appliances, and Managers. This reduces bandwidth and centralizes update management.
From the official documentation:
"Relays are responsible for retrieving security and software updates and distributing them to Deep Security Manager, Agents, and
Virtual Appliances." References:
Trend Micro Deep Security Help: What are Relays?
Deep Security Administrator's Guide: Relay Overview

NEW QUESTION # 47 
Which of the following is not an operation that is performed when network traffic is intercepted by the network driver on the Deep
Security Agent?

A. Verify the packet is not part of a reconnaissance scan used to discover weaknesses on the Deep Security Agent host
computer.
B. Verify the integrity of the packet to insure the packet is suitable for analysis.
C. Analyze the packet within the context of traffic history and connection state.
D. Compare the data in the packet against the Anti-Malware Scan Configuration to verify whether any of the data related to



files and folders on the Exclusion list.

Answer: D

Explanation:
When the Deep Security Agent's network driver intercepts traffic, its primary network operations include stateful inspection (context
of traffic and connection), verification of packet integrity for suitability, and detection of certain types of attacks, including
reconnaissance scans.
However, anti-malware scan configuration and exclusion lists pertain to file system operations (not network packet inspection).
Packets are not compared against anti-malware exclusion lists at the network driver level.
From the official documentation:
"The network driver intercepts packets and examines them for threats. This includes analyzing packets in context, verifying integrity,
and checking for reconnaissance or suspicious activity. Anti-malware exclusions are applied at the file system level, not at the
network packet analysis stage." Option B is correct (not performed at this network layer).
Options A, C, and D all describe valid operations at the network driver level.
References:
Trend Micro Deep Security 20 LTS Administration Guide - Deep Security Agent Network Driver Trend Micro Deep Security
Online Help - Module Operation

NEW QUESTION # 48 
As the administrator in a multi-tenant environment, you would like to monitor the usage of security services by tenants? Which of the
following are valid methods for monitoring the usage of the system by the tenants?

A. All the choices listed here are valid.
B. Use the Representational State Transfer (REST) API to collect usage data from the tenants.
C. Monitor usage by the tenants from the Statistics tab in the tenant Properties window.
D. Generate a Chargeback report in Deep Security manager Web console.

Answer: A

Explanation:
Deep Security offers several ways to monitor tenant usage in a multi-tenant environment:
Chargeback reports in the Manager Web console provide detailed usage breakdowns per tenant.
The REST API enables automated, programmatic collection of usage data.
The Statistics tab within tenant properties displays real-time and historical usage information.
From the official documentation:
"Administrators can monitor usage with built-in Chargeback reports, by querying the Statistics tab in tenant properties, or by using
the REST API for automated data collection and reporting." References:
Trend Micro Deep Security Administrator's Guide: Multi-Tenancy Reporting Deep Security REST API Reference: Usage and
Reporting

NEW QUESTION # 49 
In the policy displayed in the exhibit, the state of the Web Reputation Protection Module is set to "Inherited (On)", while the state for
the other Protection Module is set to "On". Why is the Web Reputation Protection Module displayed differently than the other
Protection Modules.

A. In this example, the state for the Web Reputation Protection Module is listed as "In-herited (On)" as it was inherited from
the default setting in the Base Policy.
B. In this example, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other
Protection Modules were turned on specifically in this child policy.
C. In this example, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other
Protection Modules were turned on at the computer level.
D. The state for a Protection Module is always displayed as "Inherited (On)" until the module components are installed on the
Deep Security Agent.

Answer: B
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