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HPE Campus Access Switching Expert Written Exam Sample Questions
(Q49-Q54):

NEW QUESTION # 49
You are configuring an SSID which is using 802.1X as a security mechanism
‘What should be considered when deploying Wi-Fi 6E (6GHz) but maintaining compatibility with Wi-Fi 6 (5 GHz) networks?

A. WPA3-Enterprise (GCM-256) is mandatory
B. WPA2-Enterprise is mandatory

C. WPA3-Enterprise (CNSA) is mandatory

D. WPA3-Enterprise (CCM-128) is mandatory

Answer: D

Explanation:

For Wi-Fi 6E (6 GHz) deployments using 802.1X, WPA3-Enterprise with at least CCM- 128 encryption is mandatory, as WPA2 is
not permitted in the 6 GHz band. This ensures compliance with Wi-Fi Alliance security requirements while maintaining compatibility
with existing Wi-Fi 6 (5 GHz) networks, where WP A2-Enterprise may still be supported.

NEW QUESTION # 50
What is the maximum number of interfaces that can be active in the same LACP Iink on AOS-CX access layer switches?

A0
B. 1
C.2
D.3

Answer: B

Explanation:
On AOS-CX switches, an LACP (802.3ad) link aggregation group can include up to 16 active member interfaces. This allows
higher bandwidth aggregation and redundancy at the access layer.

NEW QUESTION # 51

An OSPF router has learned a path to an external network by both an E1 and E2 advertisement, both routes having the same path
cost.

Which path will the router prefer?

A. Both routes will be suppressed until the path conflict has been resolved.
B. The router will prefer the E1 path.

C. The router will prefer the E2 path.

D. The router will use both paths equally my means of ECMP.

Answer: B

Explanation:

‘When both OSPF El (External Type 1) and E2 (External Type 2) routes exist to the same destination with equal cost, the router
always prefers the E1 path. This is because El routes include both the external cost and the internal OSPF cost to reach the ASBR,
making them more accurate for path selection.

NEW QUESTION # 52
Which is a best practice for configuringGBP?

e A, Use downloadable user roles (DUR) to configure GBP.
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¢ B. Use static user roles (SUR) to configure GBP
¢ C. Configure GBP classes to have a destination role that is the same as the associated user rote.
¢ D. Configure GBP classes to have a destination role that is different from theassociated user role.

Answer: A

Explanation:

The question asks for a best practice when configuring Group-Based Policy (GBP). GBP sinplifies policy management by assigning
users/devices to roles and defining policies between these roles, often leveraging dynamic assignment from an authentication server.
* GBP Concepts:Policies are typically defined based on source and destination roles. Roles can be assigned statically on the switch
or dynamically via an authentication server like ClearPass.

* Analysis of Options:

* A & C: Policies define interactionsbetweenroles (source role to destination role). These roles can be the same (intra-role policy) or
different (inter-role policy). Neither option represents a singular

"best practice" for all configurations.

* B: Using Static User Roles (SUR) is possible but less flexible and scalable than dynamic assignment for large or complex
environments.

* D: Using Downloadable User Roles (DUR) is generally considered a best practice. DUR allows roles and associated policies
(including GBP attributes like GPID) to be centrally defined on an authentication server (e.g., ClearPass) and dynamically assigned
to users/devices uponsuccessful authentication. This provides scalability, consistency, and easier management.

* ConclusionLeveraging Downloadable User Roles (DUR) from a central authentication server like ClearPass is a best practice for
implementing scalable and manageable Group-Based Policies.

References:Aruba Dynamic Segmentation concepts, Group-Based Policy (GBP) documentation, Aruba ClearPass integration
guides. This relates to "Security" (10%) and "Authentication/Authorization" (9%) objectives.

NEW QUESTION # 53
Drag and Drop Question
Identify the required configuration steps to enable DHCP Endpoint Profiling with HPE Aruba Networking ClearPass. (Not all will be
used) 7 7
Create a pre-authentication role and associate a VLAN e S
FIRST
|Associate a policy to the role above allowing only UDP port 67
SECOND
lAssociate a policy to the role above allowing only UDP port 68
Configure the pre-authentication role on the client-facing interface ‘ THRQ
Configure ClearPass as an additional IP helper for the profiling VLAN SVI LAST

Configure ClearPass as an additional IP helper for the client VLAN SVI

Answer:
Explanation:
ANSWET ATEd
FIRST Create a pre-autheptigation role and associate a VLAN ‘
SECOND [AsSpciate aT)oIsty to the role above allowing only UDP port 67 |
Benhfiurehd pre-authentication role on the client-facing interface THIRD Associate a policy to the role above allowing only UDP port 68. |

LAST Configure ClearPass as an additional IP helper for the profiling VLAN SVI |

[Configure ClearPass as an additional IP helper for the cliefil VEAN.SVI

NEW QUESTION # 54
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