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¢ Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It

=x 1 covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,

dependency management with Dependabot, and implementing security response plans. It also explores

authentication tokens, app security policies, and enterprise managed users.

¢ Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of

GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
FH 2 Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.

e Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

M3 configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

e Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ from releases. It

A 4 mvolves accessing, writing, and sharing packages across teans while ensuring integration into CI

¢ CD pipelines.

e Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,

FH 5 SCIM, and team synchronization. Candidates need to understand identity providers, user membership

implications, authorization models, and enforcing security measures such as two-factor authentication.

e Manage access and permissions based on membership: This section of the exam measures skills of

DevOps Engineers and reviews how to manage organizations, teans, and repository permissions. It
= 6 includes default permission settings, team synchronization through AD, scripting across muiltiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

%| 4l GitHub Administrator GH-100 F 2 M E 2 Al (Q41-Q46):

AE #41
What is the new capability of GitHub's billing dashboard?

A. Offers real-time Slack alerts for billing

B. Enables tracking of GitHub Copilot usage by user
C. Automatically removes unused users from billing
D. Allows self-service plan upgrades

HE: B

MY

The revamped Billing&Licensing dashboard now includes a dedicated"Copilot" tab that shows per-user seat assignments, usage
counts, and estimated costs for your organization's GitHub Copilot licenses, enabling you to track Copilot consumption by individual
users.

AE#42
You have subscribed to GitHub Premium Support, and you need to submit a support ticket. GitHub Premium Support can help you
with:

e A writing scripts.



e B. setting up hardware.
¢ C. installing GitHub Enterprise Server.
¢ D. integrating with third-party applications.

He: C

Y.
GitHub Premium Support includes assistance with installing and using GitHub Enterprise Server, ensuring your deployment is
configured correctly and any installation issues are resolved.

HEE #43
‘Which product's usage is not included in GitHub Enterprise Cloud's monthly metered billing report?

A. GitHub Discussions engagement
B. GitHub Actions minutes

C. GitHub Packages storage

D. Git LFS bandwidth

Heg: A

3.
GitHubDiscussions engagement isn't a metered product and doesn't appear in the "Product billing” list, so its usage isn't included in
the monthly metered billing report.

AE #44
Which of'the following is a key benefit of setting default read permissions across organizations?

A. Enhances security by minimizing unintended modifications.

B. Improves collaboration by allowing users to modify content directly.
C. Suits environments where all users need write access.

D. Increases efficiency in content creation and updates.

HE. A

=R
Enforcing a default of Read for organization members ensures they can view content without the ability to push changes, reducing the
risk of accidental or unauthorized modifications.

AE #45
‘When comparing fine-grained Personal Access Tokens (PATs) with classic PATs, which of the following statements is accurate?

A. Classic PATs can be restricted to specific organizations, but fine-graned PATs cannot.
B. Fine-grained PATSs automatically renew while classic PATSs require manual renewal.

C. Classic PATs offer more permission controls than fine-grained PATS.

D. Fine-grained PATs permissions can be scoped to specific repositories.

He:. D

=R
Fine-grained personal access tokens let you scope permissions down to individual repositories, whereas classic PATs grant access
across every repo the user can reach.

EE #46
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