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HH #236
To optimize Rule Base efficiency, the most hit rules should be where?
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A. Towards the middle of the Rule Base.
B. Removed from the Rule Base.

C. Towards the top of the Rule Base.

D. Towards the bottom of the Rule Base.

Ef: C

R -

To optimize Rule Base efficiency, the most hit rules should be towards the top of the Rule Base. This is because the Rule Base is
processed from top to bottom, and the first rule that matches the traffic is applied. Therefore, placing the most hit rules at the top
reduces the number of rules that need to be checked and improves the performance of the firewall. Reference: R81 Security
Management Administration Guide, page 97.

H #237
‘What destination versions are supported for a Multi- Version Cluster Upgrade?

A. R77.30 and later
B. R70 and Later

C. R76 and later

D. R80.10 and Later

Ef#: D

fEE -

The correct answer is B. R80.10 and later.

According to the Check Point documentationl, the Multi-Version Cluster Upgrade (MVC) is a new feature in R80.40 and higher
that replaces the Connectivity Upgrade (CU) method. MVC allows you to upgrade a cluster to a newer version without a loss in
connectivity and test the new version on some of the cluster members before you decide to upgrade the rest of the cluster members.
The MVC feature supports the following destination versions2:

* R80.10

*R80.20

*R80.30

* R80.40

* R81

*R81.20

The other options are incorrect because they are either not supported by MVC or they are older than the source version (R80.40).
References:

Multi- Version Cluster (MVC) replaces Connectivity Upgrade (CU) in R80.401 ClusterXL upgrade methods and paths2

R #238
When gathering information about a gateway using CPINFO, what information is included or excluded when using the "-x"
parameter?

A. Includes the registry

B. Does not resolve network addresses

C. Gets information about the specified Virtual System
D. Output excludes connection table

IEf: C

AR :

Explanation

The cpinfo command is a tool that collects diagnostic data froma Check Point gateway or management server. The data includes
configuration files, logs, status reports, and more. The cpinfo output can be used for troubleshooting or sent to Check Point support
for analysis. The -x parameter is used to get information about the specified Virtual Systemon a VSX gateway. A Virtual System is
a virtualized firewall instance that runs on a VSX gateway and has its own security policy and objects. References: Check Point
Security Expert R81 Course, cpinfo Utility, VSX Admmistration Guide



R #239
What is the Implicit Clean-up Rule?

A. A setting is defined in the Global Properties for all policies.
B. Automatically created when the Clean-up Rule is defined.
C. A setting that is configured per Policy Layer.

D. Another name for the Clean-up Rule.

F
=

: D

R #240
The admin lost access to the Gaia Web Management Interface but he was able to connect via ssh. How can you check if the web
service is enabled, running and which port is used?

¢ A Indish run >show web ssk-port to see if the web daemon is enabled and which port is in use. In expert mode run #netstat -
anp | grep httpd2 to see if the httpd2 is up

¢ B. In expert mode run #netstat -tulnp | grep httpd2 to see if httpd2 is up and to get the port number. In dish run >show web
daemon-enable to see if the web daemon is enabled.

e C. In expert mode run #netstat -tulnp | grep httpd to see if httpd is up and to get the port number. In dish run >show web
daemon-enable to see if the web daemon is enabled.

¢ D. Indish run >show web ssk-port to see if the web daemon is enabled and which port is in use. In expert mode run #netstat -

anp | grep httpd to see if the httpd is up
EfE: A

fEEL:

Explanation

The correct way to check if the web service is enabled, running and which port is used is to use option C. In dish, run show web ssl-
port to see if the web daemon is enabled and which port is in use. In expert mode, run netstat -anp | grep httpd2 to see if the httpd2
is upl. The httpd2 service is responsible for the Gaia Web Management Interface?. If the web daemon is disabled, you can enable it
by running set web daemon-enable on in dish3. If the httpd2 service is down, you can start it by running service httpd? start in expert
mode4.

References: Gaia WebUI and CLI - Check Point CheckMates, Gaia R81.20 Administration Guide - Check Point Software, Gaia
R81 Administration Guide - Check Point Software, How to restart Gaia Portal (WebUI) process - Check Point Software
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