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100 learning guide. Also, it will display how many questions of the SC-100 exam questions you do correctly and mistakenly. In a
word, you can compensate for your weakness and change a correct review plan of the study materials.

Microsoft SC-100 exam is part of the Microsoft Certified: Security, Conmpliance, and Identity Fundamentals certification path.
Microsoft Cybersecurity Architect certification path is designed for individuals who want to start a career in cybersecurity or
enhance their existing cybersecurity skills. Microsoft Cybersecurity Architect certification path includes three exans, and the
Microsoft SC-100 Exam s the first step towards earning this certification.
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‘We have strong technical and research capabilities on this career for the reason that we have a professional and specialized expert
team devoting themselves on the compiling the latest and most precise SC-100 exam materials. All questions and answers of SC-
100 learning guide are tested by professionals who have passed the SC-100 Exam. All the experts we hired have been engaged in
professional qualification exans for many years. The hit rate for SC-100 exam torrent is as high as 99%. You will pass the SC-100
exam for sure with our SC-100 exam questions.

Microsoft SC-100 certification exam, also known as the Microsoft Cybersecurity Architect Certification Exam, is designed for
professionals who want to demonstrate their skills in securing Microsoft technologies. Microsoft Cybersecurity Architect certification
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exam is suitable for individuals who have experience in cybersecurity and want to specialize n Microsoft technologies. The SC-100
Certification Exam s a great way to demonstrate your knowledge and skills in Microsoft cybersecurity to potential employers.

Microsoft Cybersecurity Architect Sample Questions (Q255-Q260):

NEW QUESTION # 255

You need to design a strategy for securing the SharePoint Online and Exchange Online data. The solution must meet the application
security requirenments.

Which two services should you leverage in the strategy? Each correct answer presents part of the solution.

NOTE; Each correct selection is worth one point.

A. access reviews in Azure AD

B. Microsoft Defender for Cloud Apps
C. Microsoft Defender for Cloud

D. Azure AD Conditional Access

E. Microsoft Defender for Endpoint

Answer: B,C

Explanation:

https://docs.microsoft.comven-us/azure/active-directory/conditional-access/concept-conditional-access- session#conditional-access-
application-control

https://docs.microsoft.comven-us/azure/active-directory/app-proxy/application-proxy-integrate-with-microsoft- cloud-application-
security

NEW QUESTION # 256

Your on-premises network contains an e-commerce web app that was developed in Angular and Node.js. The web app uses a
MongoDB database You plan to migrate the web app to Azure. The solution architecture team proposes the following architecture
as an Azure landing zone.
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You need to provide recommendations to secure the connection between the web app and the database. The solution must follow
the Zero Trust model

Solution: You recommend implementing Azure Application Gateway with Azure Web Application Firewall (WAF).

Does this meet the goal?

e A Yes
e B.No

Answer: B
Explanation:

When using Azire-provided PaaS services (e.g., Azure Storage, Azire Cosmos DB, or Azure Web App, use the PrivateLink
connectivity option to ensure all data exchanges are over the private IP space and the traffic never leaves the Microsoft network.

NEW QUESTION # 257
You have the Azure subscriptions shown in the following table.
Name Linked Microsoft Entra tenant _ Description
- Cog 'IE'I'HS an Azure Backup vault named
Sub1 contoso.com
e - —— —— -———— —— _— \UralllT] - ———— _ ———
Sub?Z gulfjl’_.l:'i rity.com L.l:'IlUI1H1-|£r_' secur t resources IV b

The tenants contain the groups shown in the following table.
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Merfibers

Tenant

contoso.com Administratars whe manage Azure Backup for Sub1
contososecurity.com ' |/Administrators who manage security for Sub1 and Sub2

You perform the following actions:

* Configure multi-user authorization (MUA) for Vault] by using a resource guard deployed to Sub2.

* Enable all available MUA controls for Vault1.

* In contoso.com, create a Privileged Identity Management (PIM) assignment named Assignment1.

* Configure Assignment] to enable Group! to activate the Contributor role for Vault1.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is
worth one point.

T EeMicrosoft AL

To enable MUA for Vault1, a resource guard must be deployed to,Sub1.

A user in Group2 must approve changesmade by a user in Group1 to the backup policies of ) QO
Vault1.

A user in Group1 that activates Assignment1 can disable soft delete for the backups of
Vault1, without the approval of a user in Group2

Answer:
Explanation:
Answer Area
Statements Yes No
To enable MUA for Vault1, a resource guard must be deployed.to Sub1. O !_: i,
: . g
1 I\/kl"ﬁr F@@@f%prove changes.made by a user in Group1 to the backup policies of O
_ aultl, k-
A user in Group that activates Assignment] can disable soft delete for the backups of L 'o
Vault1, without the approval of a user in Group2 =
Explanation:

Answer Area
Statements

moaviicrosofy

To enable MUA for Vault1, a resource guard must be depleyed to Sub1

A user in Group2 must approve changes made y/a user in Group1 to the backup policies of
Vault1,

A user in Group1 that activates Assigmsnent] can disable soft delete for the backups of
Vault1, without the approvaligfadser in Group2

NEW QUESTION # 258

You are designing the security architecture for a cloud-only environment.

You are reviewing the integration point between Microsoft 365 Defender and other Microsoft cloud services based on Microsoft
Cybersecurity Reference Architectures (MCRA).

You need to recommend which Microsoft cloud services integrate directly with Microsoft 365 Defender and meet the following
requirements:

* Enforce data loss prevention (DLP) policies that can be managed directly from the Microsoft 365 Defender portal

* Detect and respond to security threats based on User and Entity Behavior Analytics (UEBA) with unified alerting,

‘What should you include in the recommendation for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

DLP: ' Microsoft Purview | ',I

Azure Data Catalog ‘
| Azure Data Explorer

Microsoft Purview

UEBA:

Azure AD Identlty acti
| Microsoft Defenderfar |(lHIllIt\j
| Microsoft Entra Verified 1D

Answer:
Explanation:
Answer Area ]
Microsoft o meirg= =
| Azure Ratd Talalog
| Azur&Bata Explorer
UEBA:
Azure AD ldenmy Protect:on
| Microsoft Defender for Identity
Microsoft Entra Verified 1D
Explanation:
Answer Area J‘-MI-CI’OSOft
DLP: = Microsoft Purview gl
UEBA:  Azure AD Identity Protection Y
NEW QUESTION # 259

Your on-premises network contains an e-commerce web app that was developed in Angular and Node.js. The web app uses a
MongoDB database. You plan to migrate the web app to Azure. The solution architecture team proposes the following architecture
as an Azure landing zone.

VIicrosoff

& — O

Azure Cosmos DB

You need to provide recommendations to secure the connection between the web app and the database. The solution must follow
the Zero Trust model. Solution: You recommend implementing Azure Front Door with Azire Web Application Firewall (WAF).
Does this meet the goal?

e A Yes
e B.No

Answer: A

NEW QUESTION # 260
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