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B #65

Exhibit 1.
em global
-route-change disable

setl [
set

F-"H\“,‘Q

set gateway 10.200.2.
set priority 10

set device "port2“
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Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal
network.

An admmnistrator would like to lest session failover between the two service provider connections.

Which two changes must the administrator make to force this existing session to immediately start using the other interface? (Choose
two.)

A. Configure unset snat-route-change to return it to the default setting,
B. Configure set snat-route-change enable.

C. Change the priority of the port] static route to 11.

D. Change the priority of the port2 static route to 5.

Ef#: B. C

fEL:
* FortiOS Admin Guide: Static Routing, SNAT Route Change Feature

B # 66
Refer to the exhibit, which shows the portl interface configuration on FortiGate and partial session information for ICMP traffic.

e eas 11 1T TS 1

‘What happens to the session information if a routing change occurs that affects this session?

A. Sessions mvolving port7 or port19 will not have their routing information flushed.

B. Only the interface and gateway information for dev=7 will be removed.

C. The session will be flagged as dirty but no route lookups will be performed.

D. The session information will not change unless the current route has been removed from the routing table.

IEf@E: D

R #67
Refer to the exhibit.



Diagnose output

Fi:RTINE]
The output of the command diagnose vpn tunnels liar is shown.
Which two statements accurately describe the status of the tunnel? (Choose two.)

e A Phase 1 is down.

e B. There is currently no traffic traversing the tunnel

e (. Phase 2 is down

¢ D. Both Phase 1 and Phase 2 were negotiated successfully.

Ef#: B. C

R :

Based on the Fortinet FCSS - Network Security 7.6 documents and the analysis of the VPN tunnel exhibit, here is the verified
answer.

Questions no: 91

Verified Answer: A, C

Comprehensive and Detailed Explanation with all FCSS - Network Security 7.6 documents:

To determine the status of the VPN tunnel, we must examine the specific counters and fields in the diagnose vpn tunnel list output
provided in the exhibit.

* Analyze Phase 2 Status (Option A):

* The output displays child nun0.

* In IKEv2 (and IKEv1 implementations in FortiOS), "Child SAs" refer to the Phase 2 (IPsec) Security Associations that carry the
actual data traffic.

* A value of 0 indicates that no Phase 2 tunnels are established. If Phase 2 were up, child num would be at least 1.

* Additionally, under the proxyid section, the field sa=0 confirns there is no active Security Association for that traffic selector.

* Analyze Traffic Status (Option C):

* The stat line shows: rxp=0 txp=0 rxb=0 txb=0.

* rxp (Received Packets) and txp (Transmitted Packets) are both zero. This definitively confirms that no traffic is traversing the
tunnel currently. This is expected since Phase 2 is down.

* Analyze Phase 1 Status (Why B is incorrect):

* The tunnel entry exists in the list with a valid tun_id, and NAT-Traversal is active (natt:

mode=keepalive).

* The presence of the tunnel in this command output, along with active Keepalive mechanisns, typically indicates that Phase 1 (IKE
SA) is established and the peers are communicating on port 4500 (NAT-T), even though the data tunnels (Phase 2) failed to
negotiate. If Phase 1 were down, the tunnel would often not appear in this "list" view or would show different status flags indicating a
complete connection failure.

Conclusion: The exhibit shows a scenario where the Phase 1 control channel is likely up (evidenced by the entry existence and
NATT keepalives), but the Phase 2 data channel is down (child_nmun0), resulting in zero traffic flow (rxp=0/txp=0).

B #68
Refer to the exhibit.



The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a SAML connection.
«sas SP Login Dump “"(lasac:LcFi : i HTInET
xmlns:lasse"h:tp:waww.ent:cuvert.afﬁ/nhmespaces/1asac/0.0"
xmlns:samlp="urn:casis:names:ctc:SAML:2.0:protocol”
xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assexrcion”
LoginDumpVersion="2"><lassn:Request><samlp:AuthnRequesc
ID=" EEC71SA47FB37B472B205B111S3ED409" Version="2/0" Issuelnstant="2024-02-
21T00:58:442" LCestinaction="hccps://10.1.10.2/saml=1dp/nst/login/"
SignType="0" SignMethod="0" ForcelAuthn="false” TsPassive="false"
ProtocolBinding="urn:ocasis:names:tc:SAML:2.0:bindings:HITE-POST"
AssertionConsumerServiceURL="https://10.1.10.254:1003/xemote/saml/logan/"><sa
ml:Issuer>hceps://10.1.10.254:1003/remote/sam)l /mecadacta/</saml:Issuar><samlip:
NameIDPolicy Formac="urn:casis:names:cc:SAML:l.l:nameid-formac:unspecified”
AllowCreace="grue"/></samlp:AuthnRequesct></lasso:Requesc><lasso:RemoteProvide
rID>hcep://10.1.10.2/samlidp/nst/mecadata/</lasso:RemoteProviderID><lassc:Msg
Url>hceps://10.1.10.2/sanl-
1dp/nst/login/?SAMLRequest=1ZJfTeIwFMWE2FytL30W5sAZtBWhhEEtCFOAdfTNOUOGRXr22%2
Fnn29vGWIwUeJLk97eX22Ba5p01Q1FXDJI63dgxWetIDNe 62 rhbwTGIHWKK4FSuRK1IDecFnwouVnys
Hd4¥7TVha?IGXKZEIhgrNSKeltsRISmst4</lasso:HttpRequestMethod><lasso:RequescID>
_EEC71SA47FB37B472B205B11153ED409</1ass0:RequestID></lasso:login>

Based on this output, what can you conclude?

A. The IdP IP address is 10.1.10.2.

B. The authentication request is for an SSL. VPN connection.
C. The IdP IP address is 10.1.10.254.

D. Active Directory is used for authentication.

Ef: A

B #69
In which two slates is a given session categorized as ephemeral? (Choose two.)

A. A UDP session with only one packet received
B. A UOP session with packets sent and received
C. A TCP session waiting for the SYN ACK

D. A TCP session waiting for FIN ACK

Ef#: AL C

B #70
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