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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q47-Q52):

NEW QUESTION # 47

A remote worker requests access to an SSH server inside the network. You deployed a ZTNA Rule to their FortiClient. You need
to follow the security requirements to inspect this traffic.

Which two statements are true regarding the requirements? (Choose two.)

A. FortiGate can perform SSH access proxy host-key validation.

B. SSH traffic is tunneled between the client and the access proxy over HTTPS

C. Youneed to configure a FortiClient SSL-VPN tunnel to inspect the SSH traffic.
D. Traffic is discarded as ZTNA does not support SSH connection rules

Answer: A,B

Explanation:


https://drive.google.com/open?id=1IYf-pr5oP98QBvFtJQl0eeqMeLqfj4k-
https://www.testkingpass.com/NSE8_812-testking-dumps.html
https://www.prep4sures.top/NSE8_812-exam-dumps-torrent.html
https://www.trainingdumps.com/NSE8_812_exam-valid-dumps.html
https://www.testkingpass.com/NSE8_812-testking-dumps.html

ZTNA supports SSH connection rules that allow remote workers to access SSH servers inside the network through an HTTPS
tunnel between the client and the access proxy (FortiGate). The access proxy acts as an SSH client to connect to the real SSH
server on behalf of the user, and perforns host-key validation to verify the identity of the server. The user can use any SSH client
that supports HTTPS proxy settings, such as PUTTY or OpenSSH.

References:https://docs. fortinet.com/document/fortigate/7.0.0/ztna-deployment/899992

/configuring-ztna-rules-to-control-access

httpsz/docs.fortinet.com/document/fortigate/7.4. 1 /administration-guide/2992 7/ztna- ssh-access-proxy-exaniple

NEW QUESTION # 48

A customer would like to improve the performance of a FortiGate VM running in an Azure D4s_v3 instance, but they already
purchased a BYOL VM04 license.

Which two actions will improve performance the most without making a FortiGate license change? (Choose two.)

A. Migrate the FortiGate to an Azure F4s_v2.

B. Migrate the FortiGate to an Azure D8s_v3.

C. Enable SR-IOV on the FortiGate.

D. Enable "Accelerated networking” on the Azure network interfaces.

Answer: A,D

NEW QUESTION # 49
Refer to the exhibit.

Youare deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new hardware module
providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this higher-speed port.
You must ensure that the nitial FortiGate interface connected to the switch does not affect any other port when the new module is
installed and the new port speed is defined.

How should the mitial connection be made?

A. Connect the switch on any interface between ports 1 to 4
B. Connect the switch on any interface between ports 21 to 24
C. Comnect the switch on any interface between ports 5 to 8.
D. Connect the switch on any interface between ports 25 to 28

Answer: D

NEW QUESTION # 50
Refer to the exhibit, which shows the high availability configuration for the FortiAuthenticator (FACT).

Based on this information, which statement is true about the next FortiAuthenticator (FAC2) member that will join an HA cluster
with this FortiAuthenticator (FAC1)?

A. FAC2 can only process requests when FAC1 fails.

B. FSSO sessions from FAC1 will be synchronized to FAC2.

C. The FortiToken license will need to be installed on the FAC2.

D. FAC2 can have its HA interface on a different network than FAC1.

Answer: B

Explanation:

When FortiAuthenticator operates in cluster mode, it provides active-passive failover and synchronization of all configuration and
data, including FSSO sessions, between the cluster members. Therefore, if FAC1 is the active unit and FAC2 is the standby unt,
any FSSO sessions from FAC1 will be synchronized to FAC2. IfFACI fails, FAC2 will take over the active role and continue to
process the FSSO sessions. References: httpsz//docs. fortinet.conydocument/fortiauthenticator/6. 1.2/admmistration-
guide/122076/high-availability

NEW QUESTION # 51



Refer to the exhibit.

A customer wants FortiClient EMS configured to deploy to 1500 endpoints. The deployment will be integrated with FortiOS and
there is an Active Directory server.
Given the configuration shown in the exhibit, which two statements about the installation are correct? (Choose two.)

¢ A. You can only deploy initial installations to Windows clients.

¢ B. You must use Standard or Enterprise SQL Server rather than the included SQL Server Express

¢ C. A client can be eligble for multiple enabled configurations on the EMS server, and one will be chosen based on first
priority

¢ D. The Windows clients only require "File and Printer Sharing0 allowed and the rest is handled by Active Directory group
policy

¢ E. Ifno client update time is specified on EMS, the user will be able to choose the time of installation if they wish to delay.

Answer: A,C

Explanation:

B is correct because a client can be eligible for multiple enabled configurations on the EMS server, and one will be chosen based on
first priority. This is explained in the FortiClient EMS Administration Guide under Deployment & Installers > Manage Deployment >
Managing deployment configuration priority levels. C is correct because you can only deploy initial installations to Windows clients
using FortiClient EMS. This is also explained in the FortiClient EMS Admmistration Guide under Deployment & Installers >
Deploying FortiClient software to endpomts. Reference: https://docs.fortinet.convdocument/forticlient/7.0.7/ens-administration-
guide/278884/deployment-installers https/docs. fortinet.com/document/forticlient/7.0.7/ems-administration-
guide/374506/deploying-forticlient-software-to-endpoints

NEW QUESTION # 52

We are never satisfied with the present situation and expand and update the NSES 812 exam practice guide by all means. We focus
on the innovation and organize our expert team to compile new knowledge points and update the test bank. We treat our clients as
our god and treat their supports to our NSE8 812 Study Materials as our driving forces to march forward. So the clients can enjoy
the results of the latest innovation on NSE8 812 exam questions and achieve more learning resources. The credits belong to our
diligent and dedicated professional innovation team and our experts.
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