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A 270
¢ System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
FH 1 Furthermore, it delves into configuring various operation modes for an HA cluster.
e VPN: Implementing [Psec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
FH 2 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.
=X 3 ¢ Central management: The topic of Central management covers implementing central management.

¢ Routing; It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
=M 4 route enterprise traffic.
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o Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
=X 5 delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.
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EAE #50
Exhibit.

Refer to the exhibit, which contains a partial VPN configuration.
‘What can you conclude from this configurationl ?

A. The VPN should use the dynamic routing protocol to exchange routing information Through the tunnels.
B. The routing table shows a single IPSec virtual interface.

C. FortiGate creates separate virtual interfaces for each dial up client.

D. Dead peer detection s disabled.

He: D

Y.

The configuration line "set dpd on-idle" indicates that dead peer detection (DPD) is set to trigger only when the tunnel is idle, not
actively disabled1. References: FortiGate IPSec VPN User Guide - Fortinet Document Library From the given VPN configuration,
dead peer detection (DPD) is set to 'on-idle', indicating that DPD is enabled and will be used to detect if the other end of the VPN
tunnel is still alive when no traffic is detected.

Hence, option C is incorrect. The configuration shows the tunnel set to type 'dynamic', which does not create separate virtual
interfaces for each dial-up client (A), and it is not specified that dynamic routing will be used (B). Since this is a phase 1 configuration
snippet, the routing table aspect (D) cannot be concluded from this alone.

HE #51
Which statement about network processor (NP) offloading is true?

A. The NP provides IPS signature matching

B. For TCP traffic FortiGate CPU offloads the first packets of SYN/ACK and ACK of'the three-way handshake to NP
C. The NP checks the session key or [IPSec SA

D. You can disable the NP for each firewall policy using the command np-acceleration st to loose.
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HE: B

Y.

Option A is correct because the FortiGate CPU offloads the first packets of TCP sessions to the NP for faster connection
establishment and reduced CPU load|. This feature is called TCP offloading and it is enabled by default on FortiGate models with
NP6 or higher2.

Option B is incorrect because the NP does not provide IPS signature matching. The NP only handles the packet forwarding and
encryption/decryption functions, while the IPS signature matching is performed by the content processor (CP) or the CPU3.
Option C is incorrect because the command to disable the NP for each firewall policy is set np-acceleration disable, not set np-
acceleration st to loose4. This command can be used to prevent certain traffic types from being offloaded to the NP, such as
multicast, broadcast, or non-IP packets5.

Option D is incorrect because the NP does not check the session key or [PSec SA. The NP only offloads the IPSec
encryption/decryption and tunneling finctions, while the session key and IPSec SA are managed by the CPU. Reference: =

1: TCP offloading

2: Network processors (NP6, NP6 XLite, NP6Lite, and NP4)

3: Content processors (CP9, CP9XLite, CP9Lite)

4: Disabling NP offloading for firewall policies

5: NP hardware acceleration alters packet flow

6: IPSec VPN concepts

AR #52
Refer to the exhibit, which shows a network diagram.

192.168.1.0/24

Remote Site 1

192.168.2.0/24 L\.\“:“:’ i 192.168.1.0/24
- VPN connection

Which IPsec phase 2 configuration should you impalement so that only one remote site is connected at any time?

A. Set single-source to enable

B. Set route-overlap to allow.

C. Set net-device to enable

D. Set route-overlap to either use-new or use-old

4

o
m

: D

=EF

To ensure that only one remote site is connected at any given time in an IPsec VPN scenario, you should use route-overlap with the
option to either use-new or use-old. This setting dictates which routes are preferred and how overlaps in routes are handled,
allowing for one connection to take precedence over the other (C).

HEE#53
Winch two statements about ADVPN are true? (Choose two)

A. Routing is configured by enabling add-advpn-route

B. Spoke to-spoke traffic never goes through the hub

C. It supports NAI for on-demand tunnels

D. auto-discovery receiver must be set to enable on the Spokes.

Y. CD

Y.

ADVPN (Auto Discovery VPN) is a feature that allows to dynamically establish direct tunnels (called shortcuts) between the spokes
of a traditional Hub and Spoke architecture. The auto-discovery receiver must be set to enable on the spokes to allow them to
receive NHRP messages fiom the hub and other spokes.



NHRP (Next Hop Resolution Protocol) is used for on-demand tunnels, which are established when there is traffic between spokes.
Routing is configured by enabling add-nhrp-route, not add-advpn-route. References :
= ADVPN | FortiGate / FortiOS 7.2.0 | Fortinet Document Library, Technical Tip: Fortinet Auto Discovery VPN (ADVPN)

EE#M
Exhibit.

) 8. 8.8

ad, Helil W ER D,

L neighbor count is 2

Refer to the exhibit, which shows information about an OSPF interlace
‘What two conclusions can you draw from this command output? (Choose two.)

A. The port3 network has more man one OSPF router

B. The nterfaces of the OSPF routers match the MTU value that is configured as 1500.
C. The OSPF routers are in the area ID of 0.0.0.1.

D. NGFW-1 is the designated router

HH: AB

Y.

From the OSPF interface command output, we can conclude that the port3 network has more than one OSPF router because the
Neighbor Count is 2, indicating the presence of another OSPF router besides NGFW-1.

Additionally, we can deduce that the interfaces of the OSPF routers match the MTU value configured as

1500, which is necessary for OSPF neighbors to form adjacencies. The MTU mismatch would prevent OSPF from forming a
neighbor relationship.
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