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You want to use OSPF to advertise a only .\16 summary route for the SVisbelow to a neighbor In the same area (area 0).
‘Which configuration will achieve this?

e A
e B
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The goal is to configure OSPF on a router so that it advertisesonlya 10.1.0.0/16 summary route for the specific SVIs (VLAN 11,
12, 13, assumed to be within the 10.1.x.x range) to its OSPF neighborswithin the same area (Area 0).

* OSPF Intra- Area Behavior:A fundamental principle of OSPF (link-state protocols) is that all routers within the same area must
have an identical Link State Database (LSDB) for that area. This means all routers learn about all the specific networks (Type- 1
Router LSAs, Type-2 Network LSAs) within their area. OSPFv2 doesnotsupport summarizing routes in a way that hides specific
network LSAs from other routerswithin the same area. Summarization occurs only at area boundaries (by ABRs using Type-

3 Summary LSAs via the area range command) or for external routes redistributed into OSPF (by ASBRs using Type-5 External
LSAs via the summary-address command).

* Analysis of Options:

* A) area 0 range 10.1.0.0/16:This command is used on an Area Border Router (ABR) to summarize routes originatingfromArea 0
when advertising theminto another area(e.g., the backbone). It does not affect LSA floodingwithinArea 0. It also includes
redistribute connected, which is unrelated here.

* B) summary-address 10.1.0.0/16:This command is used on an Autonomous System Boundary Router (ASBR) to
summarizeexternalroutes being redistributed nto OSPF. It is not used for summarizing internal OSPF routes like SVIs defined within
an OSPF area.

* C) & D) summary-address 10.1.0.0/16:Same issue as B; incorrect command for summarizing internal OSPF routes.

* E) area 0 range 10.1.0.0/16:Similar to A, this uses the area range command. It correctly shows the SVIs configured for OSPF
Area 0 first. However, like A, this command performs mter-area summarization on an ABR and does not suppress the specific
LSAswithinArea 0.

* ConclusionThe question asks for something that OSPFv2 cannot do: advertiseonlya summary route within the same area while
suppressing specifics. Therefore, none of the configurations will achieve the exactstated outcome. However, if the question is flawed
and intends to ask which configuration uses the correct command structure for summarizinginternalOSPF routes (even if only
effective between areas), then the area range command is the relevant one. Both A and E use this command. Option E is slightly
better structured as it shows the interfaces being added to OSPF Area O first. Assuming this is the intended direction despite the
impossibility of the specific request, E is the most plausible choice among the given options.

References:RFC 2328 (OSPFv2), OSPF Configuration Guides for AOS-CX (explaining area range for ABRs and summary-
address for ASBRs). This relates to the "Routing” (16%) objective.
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An HPE Aruba networking ClearPass server needs to be added in the configuration where Downloadable User Roles (DUR) are
used.

What are the prerequisites for the AOS-CX Switch for DUR? (Choose two.)

A. Empty role names need to be present on the switch

B. A valid server certificate is required for the AOS-CX Switch.
C. The ClearPass server needs to be added as FQDN

D. The ClearPass server can be added as IP or FQDN.

E. A valid root certificate is required for the AOS-CX switch.
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For Downloadable User Roles (DUR), the AOS-CX switch must trust ClearPass, which requires a valid root certificate installed on
the switch. The ClearPass server can be configured either by IP address or FQDN, allowing the switch to establish secure
communication for DUR downloads. A server certificate on the switch itself or empty roles are not required.

PR #53
What is the most secure way to configure HPE Aruba Networking access points for employee/guest access?

e A Configure VLANS to segregate employee and guest traffic but use the same default password for all VLANS.
e B. Use separate SSIDs for employee and guest access and configure an HPE Aruba Networking ClearPass Policy Manager
for guest authentication.



e (. Use WPA2 Enterprise encryption with a RADIUS server but use a weak pre-shared key (PSK) for the RADIUS server.
¢ D. Use a single SSID for employee and guest access and configure a captive portal for guest access.
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Separate SSIDs ensure traffic segregation between employees and guests.

Employees can use 802.1X with WPA2/WPA3-Enterprise for secure authentication via RADIUS.
Guests can be directed to ClearPass Guest Captive Portal for secure onboarding and controlled access.
This provides the highest level of security and policy enforcement compared to the other options.

i /8 #54
Refer to thefour numbered steps in theexhibit.

Which action is the first step in applying a role-to-role ACL on thetraffic from mobile device M1 to role H2?

¢ A The edge switch acts as the intermediate node and transfers theGroup Policy ID over static VXLAN to dynamic VXLAN
tunnel and forwards the packet to switch Al.

¢ B. The AP forwards the pocket from M1 to gateway 1.

e C. Gateway 1 forwards the traffic over the static VXLAN tunnel to the edge switch, this packet carries the Group Policy ID
corresponding to the role of M1.

e D. Switch Al determmnes the destination role based on destination MAC or destination IP and enforces role-to-role ACLs.
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The question asks for the first step in applying a role-to-role ACL (Access Control List) on traffic froma mobile device (M1) to a
role (H2) in a network using Dynamic Segmentation with VXLAN and role-based policies.

* Analysis of Options:

* Option A:Describes an intermediate step where the edge switch transfers the Group Policy ID over VXLAN, which occurs later in
the process.

* Option B:Correct. The first step is the AP forwarding the packet from the mobile device (M1) to the gateway, which initiates the
traffic flow in a tunneled Dynamic Segmentation setup.

* Option C:Describes a later step where the destination switch (A1) enforces the role-to-role ACL, after the packet has traversed
the network.

* Option D:Describes a step where the gateway forwards traffic over a VXLAN tunnel, which occurs after the AP forwards the
packet.

* Why Option B is Correct:In HPE Aruba Networking's Dynamic Segmentation architecture, wireless clients (e.g., M1) connect to
an AP, which tunnels traffic to a gateway (e.g., in tunneled mode). The first step in the traffic flow is the AP forwarding the client's
packet to the gateway, which then processes the packet for role assignment and policy enforcement. This aligns with the role-to-role
ACL application process, where the gateway applies policies based on the source (M1's role) and destination (H2's role) using
Group Policy IDs over VXLAN.

* Relevance to Certification Objectives:

* Security (10%):Involves designing and troubleshooting role-based security policies in customer networks.

* WLAN (9%):Includes implementing and troubleshooting wireless traffic flows in Dynamic Segmentation.

* Switching (19%):Covers Layer 2/3 interconnection technologies like VXLAN for policy enforcement.

References:

HPE Aruba Networking AOS-10 Configuration Guide: Dynamic Segmentation and VXLAN, detailing traffic flow.

HPE7- A06Study Guide: Covers role-based ACLs and Dynamic Segmentation workflows.

HPE Aruba Networking Technical Documentation: Tunneled Node and Role-Based Policy Enforcement.

i RE #55
You are implementing a network using Zero-Touch Provisioning (ZTP) to deploy the gateways.

What are two requirements for the connection to the switchport? (Choose two.)

A. You must use port GE 0/0/1 on the gateway

B. The gateway needs to be provided an IP address through DHCP

C. The switchport needs to be untagged with Internet access

D. The switchport needs to be configured with IP address 172.16.0.254
E. Jumbo frames must be enabled
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For Zero-Touch Provisioning (ZTP), the gateway must connect to a switchport with untagged Internet access so it can reach Aruba
Central or the provisioning server. Additionally, the gateway requires an IP address via DHCP, which provides the necessary
network configuration (IP, DNS, default gateway, and optionally ZTP server URL). No specific physical port, static IP, or jumbo
frame configuration is required.
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