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R #191
Which of the following plans is documented and organized for emergency response, backup operations, and

recovery maintained by an activity as part of its security program that will ensure the availability of critical
resources and facilitates the continuity of operations in an emergency situation?

¢ A Business Continuity Plan
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¢ B. Continuity Of Operations Plan
¢ C. Contingency Plan
¢ D. Disaster Recovery Plan

ER: C

R -

Contingency plan is prepared and documented for emergency response, backup operations, and recovery
maintained by an activity as the element of its security program that will ensure the availability of critical
resources and facilitates the continuity of operations in an emergency situation.

A contingency plan is a plan devised for a specific situation when things could go wrong. Contingency plans are
often devised by governments or businesses who want to be prepared for anything that could happen.
Contingency plans include specific strategies and actions to deal with

specific variances to assumptions resulting in a particular problem, emergency, or state of affairs. They also
include a monitoring process and "triggers" for initiating planned actions. They are required to help
governments, businesses, or individuals to recover from serious incidents in

the minimum time with minimum cost and disruption.

Answer option B is incorrect. A disaster recovery plan should contain data, hardware, and software that can be
critical for a business. It should also include the plan for sudden loss such as hard disc crash. The business
should use backup and data recovery utilities to limit the loss of data.

Answer option D is incorrect. The Continuity Of Operation Plan (COOP) refers to the preparations and
stitutions maintained by the United States government, providing survival of federal government operations in
the case of catastrophic events. It provides procedures and capabilities to sustain an organization's essential.
COOP is the procedure documented to ensure persistent critical operations throughout any period where
normal operations are unattainable.

Answer option C is incorrect. Business Continuity Plarming (BCP) is the creation and validation of a practiced
logistical plan for how an organization will recover and restore partially or completely nterrupted critical (urgent)
functions within a predetermined time after a disaster or extended disruption. The logistical plan is called a
business continuity plan.

R #192
In Public Key Infrastructure (PKI), which authority is responsible for issuing and verifying the certificates?

A. Digital Certificate authority
B. Certificate authority

C. Digital signature authority
D. Regjstration authority

E%: B
I8 #193

Physical access controls help organizations monitor, record, and control access to the information assets and facility. Identify the
category of physical security controls which includes security labels and warning signs.

A. Administrative control
B. Technical control

C. Environmental control
D. Physical control

ZE: D
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Physical controls are security measures that are designed to deny unauthorized access to facilities, equipment, and resources, and to
protect personnel and property from damage or harm. Security labels and warning signs fall under this category as they are part of
the physical measures taken to alert individuals about security protocols and to deter unauthorized access. These controls are a
critical aspect of an organization's overall security strategy, ensuring that sensitive information and assets are physically secured
against unauthorized access or alterations.



PR #194

‘Which of'the following steps of the OPSEC process examines each aspect of the planned operation to identify OPSEC indicators
that could reveal critical information and then compare those indicators with the adversary's intelligence collection capabilities
identified in the previous action?

A. Application of Appropriate OPSEC Measures
B. Assessment of Risk

C. Identification of Critical Information

D. Analysis of Vulnerabilities

E. Analysis of Threats

ZX: D
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OPSEC is a 5-step process that helps in developing protection mechanisms in order to safeguard sensitive information and preserve
essential secrecy. The OPSEC process has five steps, which are as follows: 1.1dentification of Critical Information: This step includes
identifying information vitally needed by an adversary, which focuses the remainder of the OPSEC process on protecting vital
information, rather than attempting to protect all classified or sensitive unclassified information. 2. Analysis of Threats: This step
includes the research and analysis of intelligence, counterintelligence, and open source information to identify likely adversaries to a
planned operation. 3.Analysis of Vulnerabilities: It includes examining each aspect of the planned operation to identify OPSEC
indicators that could reveal critical information and then comparing those indicators with the adversary's intelligence collection
capabilities identified in the previous action. 4. Assessment of Risk: Firstly, planners analyze the vulnerabilities identified in the
previous action and identify possible OPSEC measures for each vulnerability. Secondly, specific OPSEC measures are selected for
execution based upon a risk assessment done by the commander and staff. 5. Application of Appropriate OPSEC Measures: The
command implements the OPSEC measures selected in the assessment of risk action or, in the case of planned future operations and
activities, includes the measures in specific OPSEC plans.

F 8 #195
‘Which bionetric technique authenticates people by analyzing the layer of blood vessels at the back of their eyes?

A. Tris Scanning
B. Vein Structure Recognition
C. Retina Scanning

D. Fingerprinting
ER: C

LR

The biometric technique that authenticates individuals by analyzing the layer of blood vessels at the back of their eyes is Retina
Scanning, This method uses the unique patterns of the retinal blood vessels for identification, which are stable and distinctive to each
person. Retina scanning involves shining a low-intensity light source through an optical coupler to scan the retina's unique
patterns123.
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