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A 270
¢ Given a scenario, configure shares, buckets, and
e or Volume Groups
FA 1 ¢ Troubleshoot a failed upgrade for Files
¢ Objects
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¢ Troubleshoot issues related to Nutanix Files
FH 2 ¢ Explain Data Management processes for Files and Objects

o Utilize File Analytics for data security
=A 3 e Troubleshoot Nutanix Unified Storage
¢ Configure Nutanix Volumes

¢ Configure Nutanix Objects

=™ 4 Describe how to monitor performance and usage

Deploy and Upgrade Nutanix Unified Storage
Perform upgrades

maintenance for Files

Objects implementations

FH 5

Identify the steps to deploy Nutanix Files
FH 6 ¢ Given a scenario, determine product and sizing parameters

¢ Troubleshoot issues related to Nutanix Objects
A7 ¢ Troubleshoot issues related to Nutanix Volumes

¢ Analyze and Monitor Nutanix Unified Storage
=M 8 e Describe the use of Data Lens for data security
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A2 #14
An administrator needs to improve the performance for Volume Group storage connected to a group of VMs with intensive 1/0.
Which vg.update vg name command parameter should be used to distribute the I/0O across multiple CVMs?

A. load balance vm attachments=true
B. load balance vm attachments—enable
C. flash mode=enable

D. flash mode=true

HE: A

dY:

Nutanix Volumes, part of Nutanix Unified Storage (NUS), provides block storage via iSCSI to VMs and external hosts. A Volume
Group (VG) in Nutanix Volurmes is a collection of volumes that can be attached to VMs. For VMs with intensive 1/0, performance
can be improved by distributing the 1/O load across muiltiple Controller VMs (CVMs) in the Nutanix cluster. The vg.update
command in the Nutanix CLI (e.g., ncli) is used to modify Volume Group settings, including parameters that affect /0 distribution.
Analysis of Options:

* Option A (flash_mode=enable): Incorrect. The flash mode parameter enables flash mode for a Volume Group, which prioritizes
SSDs for I/O operations to improve performance. While this can help with intensive I/O, it does not distribute I/O across multiple
CVMs-it focuses on storage tiering, not load balancing.

* Option B (load_balance vm _attachments=true): Correct. The load balance vm attachments=true parameter enables load
balancing of VM attachments for a Volume Group. When enabled, this setting distributes the iSCSI connections from VMs to
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multiple CVMs in the cluster, balancing the I/O load across CVMs. This improves performance for VMs with intensive I/O by
ensuring that no single CVM becomes a bottleneck.

* Option C (load_balance vm attachments—=enable): Incorrect. While this option is close to the correct parameter, the syntax is
incorrect. The load balance vm attachments parameter uses true or false as its value, not enable. The correct syntax is

load balance vm attachments=true (option B).

* Option D (flash_mode=true): Incorrect. Similar to option A, flash mode=true enables flash mode for the Volume Group,
prioritizing SSDs for I/O. This does not distribute I/O across multiple CVMs, as it addresses storage tiering rather than load
balancing,

‘Why Option B?

The load balance vm attachments—true parameter in the vg.update command enables load balancing for VM attachments to a
Volume Group, distributing iSCSI connections across mutltiple CVMs. This ensures that the I

/O load from VMs with intensive I/O is balanced across the cluster's CVMs, improving performance by preventing any single CVM
from becoming a bottleneck. This directly addresses the requirement to distribute I/O for better performance.

Exact Extract from Nutanix Documentation:

From the Nutanix Volumes Administration Guide (available on the Nutanix Portal):

"To improve performance for Volume Groups with intensive 1/O, use the vg.update command to enable load balancing with the
parameter load balance vm attachments=true. This setting distributes iISCSI connections from VMs across multiple CVMs in the
cluster, balancing the 1/0 load and preventing bottlenecks."

Nutanix Volumes Administration Guide, Version 6.0, Section: "Optimizing Performance for Volume Groups" (Nutanix Portal).
Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Volumes Performance Tuning'.

HE #15
An administrator has received an alert AI303551 - VolumeGroupProtectionFailed details of alerts as follows:
‘Which error logs should the administrator be reviewing to determine why the relative service is down:

e A arithmos.ERROR
¢ B. solver.log

HE: A

MH.

The error log that the administrator should review to determine why the relative service is down is arithmos.ERROR. Arithmos is a
service that runs on each CVM and provides volume group protection functionality for Volumes. Volume group protection is a
feature that allows administrators to create protection policies for volume groups, which define how often snapshots are taken, how
long they are retained, and where they are replicated. If arithmos. ERROR log shows any errors or exceptions related to volume
group protection, it can indicate that the relative service is down or not finctioning properly. Reference: Nutanix Volumes
Administration Guide, page 29; Nutanix Volumes Troubleshooting Guide

A2 #16
Which ransonware prevention solution for Files is best when the list of malicious file signatures to block is greater than 300?

A. File Analytics

B. Third-party solution
C. Flow Security Central
D. Data Lens

He:. B

=R

Nutanix Files provides a built-in ransomware prevention feature that allows administrators to block malicious file signatures from
being written to the file system However, this feature has a limit of 300 signatures per share or export. Ifthe list of malicious file

signatures to block is greater than 300, a third-party solution is recommended2. Reference: Nutanix Files Administration Guide2

AE#17
‘Which confirmation is required for an Objects deployment?



A. Configure a dedicated storage container on Prism Element or Prism Cent
B. Configure NTP servers on both Prism Element and Prism Central.

C. Configure Domain Controllers on both Prism Element and Prism Central.
D. Configure VPC on both Prism Element and Prism Central.

He: B

Y.

The configuration that is required for an Objects deployment is to configure NTP servers on both Prism Element and Prism Central.
NTP (Network Time Protocol) is a protocol that synchronizes the clocks of devices on a network with a reliable time source. NTP
servers are devices that provide accurate time information to other devices on a network. Configuring NTP servers on both Prism
Element and Prism Central is required for an Objects deployment, because it ensures that the time settings are consistent and
accurate across the Nutanix cluster and the Objects cluster, which can prevent any synchronization issues or errors. Reference:
Nutanix Objects User Guide, page 9; Nutanix Objects Deployment Guide

AE #18

The Administrator needs to review the following graphs, as displayed in the exhibit.
* Storage Used

* Open Connections

* Nummber of Files

* Top Shares by Current Capacity

* Top Shares by current Connections

Where should the administrator complete this action?

A. Files Console Share View

B. Files Console Data Management View
C. Files Console Dashboard View

D. Files Console Monitoring View

HE. C

MH.

The Files Console Dashboard View provides an overview of the Files cluster performance and usage, including the following graphs:
* Storage Used: Shows the total storage used by the Files cluster, including data, metadata, and snapshots.

* Open Connections: Shows the number of active SMB and NFS connections to the Files cluster.

* Number of Files: Shows the number of files stored in the Files cluster, excluding snapshots.

* Top Shares by Current Capacity: Shows the top five shares by current capacity usage in the Files cluster.

* Top Shares by Current Connections: Shows the top five shares by current connection count in the Files cluster2. References:
Nutanix Files Administration Guide2
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