CIPTE L ENE & CIPTE LESE

AICPA definition of privacy - Correct Answer-The rights and
obligations of individuals and organizations with respect to
the collection, use, retention, disclosure, and disposal of
personal information

IAPP definition of Privacy - Correct Answer-The appropriate
use of personal information under the circumstances. What is
appropriate will depend on context, law, and the individuals
expectations; also, the right of an individual to control the
collection, use, and disclosure of personal information

Data Protection - Correct Answer-The management of
personal information. In the United States, "privacy” is the
term that is used in policies, laws and regulations, However, in
the EU and other countries, this term often identifies privacy
related laws and regulations.

Processes in an organization where privacy is important -
Correct Answer-Human resource management, Finance and
accounting, Procurement, Marketing, Sales, Customer
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i =8 #226
What is the main function of the Amnesic Incognito Live System or TAILS device?

A. Tt accesses systens with a credential that leaves no discernable tracks.
B. It causes a system to suspend its security protocols.

C. It allows the user to run a self-contained computer froma USB device.
D. It encrypts data stored on any computer on a network.

E&R:. C
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What is the main reason a company relies on implied consent instead of explicit consent firom a user to process her data?

A. An explicit consent model is more expensive to implement.

B. The implied consent model provides the user with more detailed data collection information.
C. Regulators prefer the implied consent model.

D. To secure explicit consent, a user's website browsing would be significantly disrupted.

ZX: B
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What is the key idea behind the "flow" component of Nissenbaum's contextual integrity model?

A. The movement of personal information within a particular context or domain.
B. The flow of mformation from one actor to another.

C. The integrity of mformation during each stage of the data lifecycle.

D. The mantenance of accuracy when personal information is transmitted.

ER: A

fE AR A -

The "flow" component of Nissenbaum's contextual integrity model refers to how personal information moves within a particular
context or domain. This model emphasizes that privacy is maintained when information flows according to norns appropriate to that
context. For example, health information shared between a patient and doctor should not be shared outside the medical context
without consent.

Reference:

IAPP CIPT Study Guide, "Privacy Frameworks and Models," which discusses Nissenbaum's contextual integrity model and its
components, including the flow of mformation within contexts.

R RE #229
Which is NOT a suitable action to apply to data when the retention period ends?

A. Deletion. ID.

B. Retagging.

C. De-identification.
D. Aggregation.

ZE: D

PR #230
In day to day interactions with technology, consurers are presented with privacy choices. Which of the following best represents the
Privacy by Design (PbD) methodology of letting the user choose a non-zero-sum choice?

e A Using images, words, and contexts to elicit positive feelings that result in proactive behavior, thus eliminating negativity and



biases.

¢ B. Providing plain-language design choices that elicit privacy-related responses, helping users avoid errors and minimize the
negative consequences of errors when they do occur.

¢ C. Displaying the percentage of users that chose a particular option, thus enabling the user to choose the most preferred
option.

¢ D. Using contexts, antecedent events, and other priming concepts to assist the user in making a better privacy choice.
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