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HP Aruba Certified Network Security Professional Exam Sample Questions
(Q127-Q132):

NEW QUESTION # 127

A conpany has HPE Aruba Networking APs, which authenticate users to HPE Aruba Networking ClearPass Policy Manager
(CPPM).

What does HPE Aruba Networking recommend as the preferred method for assigning clients to a role on the AOS firewall?

e A Create user rules on the APs to assign clients to roles based on a variety of criteria.
¢ B. Configure CPPM to assign the role using a RADIUS enforcement profile with an Aruba-User-Role VSA.
e (. OCreate server rules on the APs to assign clients to roles based on RADIUS IETF attributes returned by CPPM.
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¢ D. Configure CPPM to assign the role using a RADIUS enforcement profile with a RADIUS:IETF Usernane attribute.
Answer: B

Explanation:

The preferred method for assigning clients to a role on the AOS firewall is to configure HPE Aruba Networking ClearPass Policy
Manager (CPPM) to assign the role using a RADIUS enforcement profile with an Aruba-User-Role VSA (Vendor-Specific
Attribute). This method allows ClearPass to dynamically assign the appropriate user roles to clients during the authentication
process, ensuring that role-based access policies are consistently enforced across the network.

NEW QUESTION # 128

A company uses HPE Aruba Networking ClearPass Policy Manager (CPPM) as a TACACS+ server to authenticate managers on
its AOS-CX switches. You want to assign managers to groups on the AOS-CX switch by name.

How do you configure this setting n a CPPM TACACS+ enforcement profile?

A. Add the Shell service and set priv-Ivl to the group name.

B. Add the Aruba:Common service and set Aruba-Priv- Admin-User to the group name.
C. Add the Shell service and set autocmd to the group name.

D. Add the Aruba:Common service and set Aruba- Admin-Role to the group name.

Answer: D

Explanation:

To assign managers to groups on the AOS-CX switch by name using HPE Aruba Networking ClearPass Policy Manager (CPPM)
as a TACACS+ server, you should add the Aruba service to the TACACS+ enforcement profile and set the Aruba- Admin-Role to
the group name. This configuration ensures that the appropriate administrative roles are assigned to managers based on their group
membership, allowing for role-based access control on the AOS-CX switches.

Reference: ClearPass TACACS+ configuration guides and AOS-CX switch management documentation provide details on setting
up enforcement profiles and using the Aruba- Admin-Role attribute for role assignment.

NEW QUESTION # 129
Refer to the exhibit:

Enforcement Profiles
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The exhibit shows the TACACS+ enforcement profile that HPE Aruba Networking ClearPass Policy Manager (CPPM) assigns to
a manager. When this manager logs into an AOS-CX switch, what does the switch do?

A. Assigns the manager operator-level privileges

B. Rejects the manager with an error message

C. Assigns the manager auditor-level privileges

D. Assigns the manager administrator-level privileges

Answer: A

Explanation:

* TACACS+ Enforcement Profile:

* The profile specifies a Service Attribute under Aruba:Common with:
* Name: Aruba- Admin-Role



* Value: operators

* AOS-CX Role Mapping;

* On Aruba AOS-CX switches, the Aruba- Admin-Role attribute maps the authenticated user to predefined roles:

* operators: Operator-level privileges (read-only access, limited commands).

* administrators: Full administrator privileges.

* Other roles like auditors may exist based on configuration.

* Analysis:

* The value operators explicitly maps the user to operator-level privileges, granting read-only access to the AOS-CX switch.
* Since the Aruba- Admin-Role is correctly set and recognized, the switch assigns the appropriate role without errors.

* Option Breakdown:

* Option A: Correct. The switch assigns operator-level privileges based on the Aruba- Admin-Role value.

* Option B: Incorrect. Administrator-level privileges require the role value to be administrators.

* Option C: Incorrect. The manager is successfully authenticated and authorized; there is no error.

* Option D: Incorrect. There is no reference to an auditor role in the configuration shown.

Conclusion:

The operators value in the TACACS+ enforcement profile ensures that the manager is assigned operator-level privileges on the
AOS-CX switch.

NEW QUESTION # 130

A company has HPE Aruba Networking APs running AOS- 10 that connect to AOS-CX switches. The APs will:
* Authenticate as 802.1X supplicants to HPE Aruba Networking ClearPass Policy Manager (CPPM)

* Be assigned to the "APs" role on the switches

* Have therr traffic forwarded locally

What information do you need to help you determine the VLLAN settings for the "APs" role?

A. Whether the switches have established tunnels with an HPE Aruba Networking gateway.

B. Whether the APs have static or DHCP-assigned IP addresses.

C. Whether the switches are using local user-roles (LURSs) or downloadable user-roles (DURs).
D. Whether the APs bridge or tunnel traffic on their SSIDs.

Answer: D

Explanation:

* Traffic Forwarding for APs:

* In AOS-10, AP traffic forwarding can happen locally (bridged) or through tunnels to a gateway.

* The VLAN settings on the "APs" role depend on whether the APs bridge the SSID traffic locally or forward it through a tunnel.

* Option B: Correct. You need to know whether the traffic is bridged or tunneled to determine the VLLAN assignments.

* Option A: Incorrect. LURs/DURs affect role assignment but not VLAN settings for traffic forwarding.

* Option C: Incorrect. Establishing tunnels with gateways is relevant to centralized traffic forwarding, not VLLANS for bridged traffic.
* Option D: Incorrect. AP IP addressing (static or DHCP) does not impact the VLAN for forwarded SSID traffic.

NEW QUESTION # 131

A company has HPE Aruba Networking APs managed by HPE Aruba Networking Central. You have set up a WLAN to enforce
WPA3 with 802.1X authentication.

‘What happens if the client fails authentication?

A. The AP drops the client because authentication aborts.
B. The AP assigns the client to the WLAN ' s default role.
C. The AP assigns the client to the WLAN ' s critical role.
D. The AP assigns the client to the WLAN ' s initial role.

Answer: A

Explanation:

When WPA3 with 802.1X authentication is enforced on an HPE Aruba Networking WLAN, the authentication process strictly
adheres to security standards. Here's how the process works:

1. 802.1X Authentication Workflow in WPA3

The client nust provide valid credentials (such as certificates or username/password) to authenticate with the RADIUS server via
802.1X.



Ifthe client fails authentication (e.g., due to invalid credentials or lack of proper configuration), the 802.1X handshake fails, and the
AP termmnates the connection.

2. Role Assignment in WLANSs

Default Role: The role assigned to authenticated clients after a successful 802.1X authentication. It is not applied to unauthenticated
clients.

Critical Role: This is a fallback role applied when there are issues communicating with the RADIUS server, not when authentication
fails.

Initial Role: A temporary role assigned to clients before authentication completes. However, this role is removed once the
authentication process determines failure.

3. Behavior Upon Authentication Failure

In the case of an authentication failure, the client does not get assigned to any role (default, critical, or initial) because it does not
meet the conditions for network access.

The client is dropped immediately, and no further communication is allowed until reauthentication is attempted.

Explanation of Each Option

A). The AP assigns the client to the WLAN ' s default role:

Incorrect: The default role applies only after successfull authentication, not in case of authentication failure.

B). The AP drops the client because authentication aborts:

Correct: Ifthe client fails authentication, the AP terminates the connection without assigning any roles.

C). The AP assigns the client to the WLAN ' s critical role:

Incorrect: The critical role is used when the AP cannot reach the RADIUS server, not when authentication fails.

D). The AP assigns the client to the WLAN ' s initial role:

Incorrect: The mitial role is applied during the authentication process, but it is not retained after a failed authentication.

References
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Aruba AP Role Assignment Workflow Documentation.

NEW QUESTION # 132
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