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Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q16-
Q21):

NEW QUESTION # 16
Refer to the exhibit.

Edit Rule Exception » Define Schedule

February Msre b M

- mEneT
An administrator applies the rule exception shown in the exhibit.
How does this configuration impact the incident generation for that rule?

A. Incidents will be generated without triggering an email alert during the specified period.
B. Events will not be processed by the rule during the specified period.

C. Incidents will be generated only during the specified period.

D. Incidents will not be generated during the specified period.

Answer: D

Explanation:

From the exhibit, the rule exception is set for:

# Time Range: Starts at 00:00:00

# Duration: 2 days

# Recurrence Pattern: December 25th and December 26th

This means that during these two days (every year in December), the rule will not trigger incidents.
Rule exceptions temporarily suppress incident generation during the specified period.

Events are still processed, but no incidents are generated.

NEW QUESTION # 17
Refer to the exhibit.



Event Receive Time Event Type Source IP Destinat Raw Event Log

08:49:01 FortiGate-asl-vpn-logon- 203.0.113.4 192.0.2.10 10.0.1.99% <189>date~2018-02-02.
02/02/2018 failure

0B:49:24 FortiGate-ssl-vpn-logon- 199.51.100.4 192.0.%.30 10.0.2.10 © <189>date=2018-02-02_
02/02/72018 failure L3

08:50:31 FortiGate-ssl-vpn-logon- 203.0.113.50 1%2.0.2.10 10.2.2.55% <l8%>date=2018-02-02.
0270272018 failure

08:50:45% FortiGate-asl-vpn-logon- 198.51.100.4 352,0.5.30 10.0.2.10 c <l89%>date~2018-02-02.
02/02/7/201% failure (3

08:52:59 FortiGate-ssl-vpn-logen- 203.0.113.4 192.0.2.10 10.0.1.99% <189>date=2018-02-02_
02/02/2018 tailure

08:55:0% FortiGate-asl-vpn-logon- 198.51.0100. 4 192.0.5.30 10.0.2.10 © <189%>date~2018-02-02
02/02/201% fallure &

08:52:59 FortiGate-ssl-vpn-logon- 203.0.113.5 192.0.2.10 10.0.1.9% <189>date=2018-02-02_
02/02/2018 failure

08:52:59 FortiGate-ssl-vpn-logog=- 203.0.113.4 192.0.2.10 10.0.1.9% <l8%>date~2018-02-02
0270272018 failure

09:30:31 FortiGate-ssl-vpn-logon- 203.0.113.%0 192.0.2.10 10.2.2.5% <189>date=2018-02-02.
02/02/2018 fallure

An administrator runs an analytic search for all FortiGate SSL VPN logon failures. The results are grouped by source IP, reporting
IP, and user. The admmistrator wants to restrict the results to only those rows where the COUNT >= 3.
‘Which user would meet that condition?

e A. Sarah
e B. Jan

e C. Admn
e D. Tom

Answer: D

NEW QUESTION # 18
In the context of Clear Conditions and Remediation, which advantage does automation provide?

A. Changing user access permissions based on their job roles?

B. Introducing more complex incidents for training purposes?

C. Increasing the frequency of software updates?

D. Reducing response times to incidents and minimizing potential damage?

Answer: D

NEW QUESTION # 19
Refer to the exhibit.

Customer A

Customen (

Which deployment type is shown in the exhibit?

¢ A Service provider with collectors
e B. Hybrid deployment with and without collectors
e C. Enterprise cloud deployment



¢ D. Service provider without collectors
Answer: B

Explanation:

The exhibit shows a FortiSIEM cluster deployed in a multi-tenant service provider environment, serving multiple customers. The
architecture includes:

1. Customers with Collectors

Customer A and Customer B (AWS) have collectors deployed within their environments.

Collectors gather and forward logs to the FortiSIEM cluster for centralized analysis.

2. Customers Without Collectors

Customer C does not have a collector; instead, it sends logs directly to the FortiSIEM cluster.

3. Super Organization Managing Infrastructure

The service provider infrastructure devices (e.g., networking and security appliances) are managed directly by the FortiSIEM
cluster.

This mixed setup, where some customers use collectors while others send logs directly, represents a hybrid deployment with and
without collectors.

NEW QUESTION # 20
Which three processes are collector processes? (Choose three.)

A. phRuleMaster
B. phReportMaster
C. phMonitorAgent
D. phParser

E. phAgentManager

Answer: C,D,E

Explanation:

These three processes are essential for aFortiSIEM collector, as they handle event parsing, agent communication, and system
monitoring,

#phParseris responsible forparsing and processing collected logsbefore forwarding them.

#phAgentManagermanages agent communication, ensuring logs are received and forwarded correctly.
#phMonitorAgentmonitors the health of the collector itself, reporting system status to the FortiSIEM supervisor.
phReportMasterandphRuleMasterdo not run on collectors. They are supervisor/worker processes handling reporting and rule
evaluation, respectively.
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