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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q313-Q318):

NEW QUESTION # 313
PKI can be used to support security requirements in the change management process. Which of the following capabilities does PKI
provide for messages?

A. Confidentiality
B. Attestation

C. Non-repudiation
D. Delivery receipts

Answer: C

Explanation:
Non-repudiation ensures that a sender cannot deny having sent a message, achieved through digital signatures provided by PKI. This
aligns with CASP+ objective 3.2, emphasizing cryptographic assurance in communication.

NEW QUESTION # 314
A security analyst needs to recommend a remediation to the following threat:

Which of'the following actions should the security analyst propose to prevent this successful exploitation?

A. Patch the system

B. Install a host-based firewall.
C. Update the antivirus.

D. Enable TLS 1.2.

Answer: D

NEW QUESTION # 315
Which of'the following best describes a risk associated with using facial recognition to locally authenticate to a mobile device?

A. Data remanence

B. Deepfake

C. Biometric impersonation
D. Metadata scraping

Answer: C

NEW QUESTION # 316
A security engineer is reviewing metrics for a series of bug bounty reports. The engineer finds systematic cross-site scripting issues
and unresolved previous findings. Which of the following is the best solution to address the issue?

A. Ensuring fimctional checks are performed in the software development pipeline
B. Introducing secure coding training focused on common issues

C. Leveraging middleware to handle integrations in the application

D. Implementing a third-party APT management solution with input filtering

E. Configuring a software composition analysis tool to look for issues

Answer: B

Explanation:
Introducing secure coding training directly addresses the root cause of recurring cross-site scripting issues by educating developers
about secure practices. This aligns with CASP+ objective 1.5, which includes mitigating software vulnerabilities by fostering a secure
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development lifecycle and promoting best practices among development teamns.

NEW QUESTION # 317

After establishing coding standards and integrating software assurance tools into CI/CD pipelines, an architect continues to find too
many different coding styles throughout the team Which of the following additional measures can the architect take to help improve
consistency?

A. Require two-person integrity for code commits.

B. Create and proliferate framework code.

C. Enhance the monitoring of code coverage for unit testing,
D. Establish a chain of custody to govern code quality.

Answer: B

Explanation:

Framework codeprovides a standardized structure and set of conventions that all team members can follow, ensuring consistency in
coding styles across the development team

Option A (Chamn of custody): This relates to tracking and managing code changes for accountability, not standardizing coding styles.
Option C (Two-person integrity): Ensures review and approval for code changes but does not enforce uniform coding styles.
Option D (Code coverage for unit testing): Focuses on test quality rather than addressing inconsistent coding styles.

Reference:

CompTIA CASP+ Exam Objective 3.3: Apply software development security best practices.

CASP+ Study Guide, Sth Edition, Chapter 8, Secure Software Development.

NEW QUESTION # 318
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