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R #139
Assuming that the "without undue delay" provision is followed, what is the time limit for complying with a data access request?
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A. Within 40 days of receipt, which may be extended by up to 40 additional days

B. Within one month of receipt, which may be extended by up to an additional month
C. Within 40 days of receipt

D. Within one month of receipt, which may be extended by an additional two months

Ef#: D
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According to the GDPR, data controllers must respond to a data access request (also known as a subject access request or SAR)
without undue delay and in any event within one month of receipt of the request. This time limit can be extended by a further two
months if the request is complex or if the controller receives a number of requests from the same individual. However, the controller
must still inform the individual within one month of receipt of the request and explain why the extension is necessary. The time limit is
calculated from the day after the request is received (whether it is a working day or not) until the corresponding calendar date in the
next month. Ifthere is no corresponding calendar date, the deadline is the last day of the next month. If the deadline falls ona
weekend or public holiday, the response must be provided on the next working day. Reference:

GDPR, Atticle 12(3)

ICO, Right of access1

ICO, Time limits for responding to data protection rights requests2

R #140

SCENARIO

Please use the following to answer the next Question: 01

Louis, a long-time customer of Bedrock Insurance, was involved in a minor car accident a few months ago. Although no one was
hurt, Louis has been plagued by texts and calls from a company called Accidentable offering to help him recover compensation for
personal injury. Louis has heard about insurance companies selling customers' data to third parties, and he's convinced that
Accidentable must have gotten his information from Bedrock Insurance.

Louis has also been receiving an increased amount of marketing information from Bedrock, trying to sell him their full range of their
insurance policies.

Perturbed by this, Louis has started looking at price comparison sites on the internet and has been shocked to find that other insurers
offer much cheaper rates than Bedrock, even though he has been a loyal customer for many years. When his Bedrock policy comes
up for renewal, he decides to switch to Zantrum Insurance.

In order to activate his new insurance policy, Louis needs to supply Zantrum with information about his No Claims bonus, his vehicle
and his driving history. After researching his rights under the GDPR, he writes to ask Bedrock to transfer his information directly to
Zantrum. He also takes this opportunity to ask Bedrock to stop using his personal data for marketing purposes.

Bedrock supplies Louis with a PDF and XML (Extensible Markup Language) versions of his No Claims Certificate, but tells Louis it
cannot transfer his data directly to Zantrum as this is not technically feasible. Bedrock also explains that Louis's contract included a
provision whereby Louis agreed that his data could be used for marketing purposes; according to Bedrock, it is too late for Louis to
change his mind about this. It angers Louis when he recalls the wording of the contract, which was filled with legal jargon and very
conflsing,

In the meantime, Louis is still receiving unwanted calls from Accidentable Insurance. He writes to Accidentable to ask for the name
of the organization that supplied his details to them. He warns Accidentable that he plans to complain to the data protection
authority, because he thinks their company has been using his data unlawfully. His letter states that he does not want his data being
used by them in any way.

Accidentable's response letter confirms Louis's suspicions. Accidentable is Bedrock Insurance's wholly owned subsidiary, and they
received information about Louis's accident from Bedrock shortly after Louis submitted his accident claim Accidentable assures
Louis that there has been no breach of the GDPR, as Louis's contract included, a provision in which he agreed to share his
information with Bedrock's affiliates for business purposes.

Louis is disgusted by the way in which he has been treated by Bedrock, and writes to them insisting that all his information be erased
from their computer system.

Based on the GDPR's position on the use of personal data for direct marketing purposes, which of the following is true about Louis's
rights as a data subject?

e A. Louis has the right to object to the use of his data, unless his data is required by Bedrock for the purpose of exercising a
legal claim

e B. Louis has the right to object at any time to the use of his data and Bedrock must honor his request to cease use.

e C. Louis does not have the right to object to the use ofhis data because he previously consented to it.

e D. Louis does not have the right to object to the use ofhis data if Bedrock can demonstrate compelling legitimate grounds for
the processing.

IEf#: B
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SCENARIO

Please use the following to answer the next question:

Ben is a member of the fitness club STAYFIT. This company has branches in many EU memnber states, but for the purposes of the
GDPR maintains its primary establishment in France. Ben lives in Newry, Northern Ireland (part of the U.K.), and commutes across
the border to work in Dundalk, Ireland. Two years ago while on a business trip, Ben was photographed while working out at a
branch of STAYFIT in Frankfirt, Germany. At the time, Ben gave his consent to being included in the photograph, since he was told
that it would be used for promotional purposes only. Since then, the photograph has been used in the club's U.K. brochures, and it
features in the landing page of its U.K. website. However, the fitness club has recently fallen into disrepute due to widespread
mistreatment of members at various branches of the club in several EU member states. As a result, Ben no longer feels comfortable
with his photograph being publicly associated with the fitness club.

After numerous failed attempts to book an appointment with the manager of the local branch to discuss this matter, Ben sends a
letter to STAYFIT requesting that his image be removed from the website and all promotional materials. Months pass and Ben,
having received no acknowledgment of his request, becomes very anxious about this matter. After repeatedly failing to contact
STAYFIT through alternate channels, he decides to take action against the company.

Ben contacts the U.K. Information Commissioner's Office ('ICO' - the U.K.'s supervisory authority) to lodge a complaint about this
matter.

Assuming that multiple STAYFIT branches across several EU countries are acting as separate data controllers, and that each of
those branches were responsible for mishandling Ben's request, how may Ben proceed in order to seek compensation?

e A He will have to sue each STAYFIT branch so that each branch provides proportionate compensation commensurate with
its contribution to the damage or distress suffered by Ben.

¢ B. He will be able to sue any one of the relevant STAYFIT branches, as each one may be held liable for the entire damage.

e C. He will be able to apply to the European Data Protection Board in order to determine which particular STAYFIT branch
is liable for damages, based on the decision that was made by the board.

o D. He will have to sue the STAYFIT's head office in France, where STAYFIT has its main establishment.

Ef#: D
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Explanation/Reference:

R #142
Which of the following demonstrates compliance with the accountability principle found in Article 5, Section 2 of the GDPR?

A. Getting consent from the data subject for a cross border data transfer.
B. Encrypting data in transit and at rest using strong encryption algorithirs.
C. Conducting regular audits of the data protection program.

D. Anonymizing special categories of data.

EfE: C

R

The accountability principle found in Article 5, Section 2 of the GDPR requires data controllers to take responsibility for conplying
with the GDPR and to be able to demonstrate their compliance1. This means that data controllers must implement appropriate
technical and organisational measures to ensure and show that they process personal data in accordance with the GDPR2. One of
the measures that can demonstrate compliance with the accountability principle is conducting regular audits of the data protection
program. Audits are systematic and independent assessments of the data processing activities and the data protection policies and
procedures of an organisation3. They can help to identify and address any gaps or risks in the data protection program, as well as to
verify the effectiveness and efficiency of the data protection measures3. Audits can also provide evidence of compliance to the
supervisory authorities and the data subjects, as well as to enhance the trust and reputation of the organisation3. Therefore,
conducting regular audits of the data protection programis a way to demonstrate compliance with the accountability principle.
Reference: 1: CIPP/E study guide, page 15; Art. 5 GDPR; Accountability principle | ICO2: CIPP/E study guide, page 16; Art. 24
GDPR; [Guide to accountability and governance | ICO]3: CIPP/E study guide, page 91; [Auditing | ICO]; [GDPR Audits: What
You Need to Know - IT Governance Blog].
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Which of'the following was the first to implement national law for data protection in 19737

A. Sweden

B. France

C. United Kingdom
D. Germany

Ef#: A
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