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Nutanix NCP-CI-AWS Exam Syllabus Topics:

Topic Details

Topic 1
Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking
prerequisites.

Topic 2
Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
networking and security measures, as well as addressing connectivity issues.

Topic 3
Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
cluster management tasks, along with your ability to oversee cluster and cloud resource health.

Topic 4
Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
deployment, cloud provider network configuration, and your skills in addressing cluster deployment
challenges.

Nutanix Certified Professional - Cloud Integration - AWS Sample Questions
(Q32-Q37):
NEW QUESTION # 32 
An administrator planned to create a new NC2 cluster and chose the existing AWS VPC infrastructure in the workflow. The
administrator need two private subnets to complete the configuration.
What are these two private subnets used for..

A. For Prism Element and Prism Central management
B. For user VMs and cluster management
C. For DNS and NTP management
D. For private NAT and Elastic IP management

Answer: B

Explanation:
The requirement for two private subnets in the NC2 cluster configuration workflow serves the same purposes:
One subnet is designated for user VMs, ensuring user workloads are separated from management operations.
The other subnet is designated for cluster management, maintaining the integrity and security of management processes and internal
communications.
Reference:
Nutanix Clusters on AWS Deployment Guide
Nutanix Cloud Clusters on AWS Administration

NEW QUESTION # 33 
An administrator has been tasked with deploying a new production NC2 cluster on AWS and is studying the deployment..
AWS supports EC2 bare-metal instances in regions with at least how many partitions?

A. 0
B. 1
C. 2
D. 3

Answer: C

Explanation:
AWS supports EC2 bare-metal instances in regions with at least 3 partitions. Partitions in AWS provide high availability and fault
tolerance by distributing instances across different hardware to minimize the impact of hardware failures.
Reference:
AWS EC2 Bare Metal Instances Documentation
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AWS Regions and Availability Zones

NEW QUESTION # 34 
An administrator has been tasked with ensuring NC2 VMs are able to access AWS resources. The NC2 VM traffic must not
traverse the internet.
in which two ways would the administrator achieve this? (Choose two.)

A. By using a NAT Gateway.
B. By using an Interface Endpoint
C. By using a VPC Peer.
D. By using a Gateway Endpoint

Answer: B,C

Explanation:
To ensure that NC2 VMs can access AWS resources without traversing the internet, the administrator can use AWS VPC Peering
and Interface Endpoints. Both methods ensure that traffic stays within the AWS network, maintaining security and efficiency.
Interface Endpoint:
Interface Endpoints allow you to privately connect your VPC to supported AWS services. They use AWS PrivateLink to route
traffic directly to services within the AWS network, bypassing the public internet.
Steps:
Create an interface endpoint for the required service in the AWS VPC console.
Ensure the security groups and route tables are configured to allow traffic to the interface endpoint.
VPC Peering:
VPC Peering allows the routing of traffic between VPCs using private IP addresses, without the need for internet gateways, NAT
devices, or VPN connections.
Steps:
Create a VPC peering connection between the VPCs.
Update the route tables to direct traffic between the peered VPCs.
Ensure security group rules allow the necessary traffic between VPCs.
Reference:
AWS VPC Peering Documentation
AWS Interface Endpoint Documentation
Nutanix Cloud Clusters on AWS Administration Guide

NEW QUESTION # 35 
An administrator has created an NC2 cluster on AWS, but the NC2 console has issued this alert:

Which two scenarios could have resulted in the cluster creation failure? (Choose two.)

A. Bad Terraform (TF) state in provisioning
B. AWS Quota exceeded/instance limit exceeded
C. Insufficient permissions
D. No available AWS credits

Answer: B,C

Explanation:
The error message in the image indicates that the cluster creation failed due to reaching the maximum retries for provisioning cluster
nodes. Here are two possible scenarios that could lead to this issue:
Insufficient Permissions (Answer B):
If the AWS user or role used to create the cluster does not have sufficient permissions, it can result in failures during the provisioning
process. Proper IAM policies must be attached to ensure that the necessary actions can be performed, such as launching instances,
creating VPCs, or managing networking components.
AWS Quota Exceeded/Instance Limit Exceeded (Answer D):
AWS imposes quotas and limits on the number of instances and other resources that can be created within an account. If these
quotas are exceeded, new instances cannot be provisioned, causing the cluster creation to fail. This can be resolved by requesting a



quota increase from AWS.
Reference:
Nutanix Knowledge Base Article 9774
AWS Service Quotas
Nutanix NC2 on AWS Documentation

NEW QUESTION # 36 
An administrator seeks to ensure that the newly created NC2 organization named Finance can only deploy clusters into certain cloud
regions.
What action should the administrator take to do this?

A. Configure IAM permission in cloud accounts to restrict access to certain regions.
B. Open a support ticket with Nutanix to whitelist the allowed regions for the Finance NC2 organization.
C. Configure RBAC roles on the Finance NC2 organization to allow access to regions.
D. Specify allowed regions when configuring a cloud account for the Finance NC2 organization.

Answer: D

Explanation:
To ensure that the newly created NC2 organization named Finance can only deploy clusters into certain cloud regions, the
administrator should specify the allowed regions during the cloud account configuration.
This action restricts the regions available for cluster deployment, ensuring compliance with organizational policies or regulatory
requirements.
The allowed regions can be set in the cloud account settings associated with the Finance NC2 organization, defining the geographical
scope of operations.
Reference:
Refer to the Nutanix documentation on NC2 cloud account configuration and region restrictions.

NEW QUESTION # 37
......
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