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Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam Sample Questions (Q118-Q123):
NEW QUESTION # 118 
You have been tasked with developing a new response process in a playbook to contain an endpoint. The new process should take
the following actions:
* Send an email to users who do not have a Google Security Operations (SecOps) account to request approval for endpoint
containment.
* Automatically continue executing its logic after the user responds.
You plan to implement this process in the playbook by using the Gmail integration. You want to minimize the effort required by the
SOC analyst. What should you do?

A. Generate an approval link for the containment action and include the placeholder in the body of the
'Send Email' action. Configure additional playbook logic to manage approved or denied containment actions.
B. Set the containment action to 'Manual' and assign the action to the user to execute or skip the containment action.
C. Use the 'Send Email' action to send an email requesting approval to contain the endpoint, and use the
'Wait For Thread Reply' action to receive the result. The analyst manually contains the endpoint.
D. Set the containment action to 'Manual' and assign the action to the appropriate tier. Contact the user by email to request
approval. The analyst chooses to execute or skip the containment action.

Answer: A

Explanation:
Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:
This scenario describes an automated external approval, which is a key feature of Google Security Operations (SecOps) SOAR.
The solution that "minimizes the effort required by the SOC analyst" is one that is fully automated and does not require the analyst to
wait for an email and then manually resume the playbook.
The correct method (Option D) is to use the platform's built-in capabilities (often part of the "Flow" or
"Siemplify" integration) to generate a unique approval link (or "Approve" / "Deny" links). These links are tokenized and tied to the
specific playbook's execution. This link is then inserted as a placeholder into the email that is sent to the non-SecOps user via the
"Send Email" (Gmail integration) action.
The playbook is then configured with conditional logic (e.g., a "Wait for Condition") to pause execution until one of the links is
clicked. When the external user clicks the "Approve" or "Deny" link in their email, it sends a secure signal back to the SOAR
platform. The playbook automatically detects this response and continues down the appropriate conditional path (e.g., "if approved,
execute endpoint containment"). This process is fully automated and requires zero analyst intervention, perfectly meeting the
requirements.
Options A, B, and C all require manual analyst action, which violates the core requirement of minimizing analyst effort.
(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Gmail integration documentation"; "Flow
integration - Wait for Approval")

NEW QUESTION # 119 
You received an IOC from your threat intelligence feed that is identified as a suspicious domain used for command and control (C2).
You want to use Google Security Operations (SecOps) to investigate whether this domain appeared in your environment. You want
to search for this IOC using the most efficient approach.
What should you do?

A. Enable Group by Field in scan view to cluster events by hostname.
B. Enter the IOC into the IOC Search feature, and wait for detections with this domain to appear in the Case view.
C. Configure a UDM search that queries the DNS section of the network noun.
D. Run a raw log search to search for the domain string.
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Answer: C

Explanation:
The most efficient and reliable method to proactively search for a specific indicator (like a domain) in Google Security Operations is
to perform a Universal Data Model (UDM) search. All ingested telemetry, including DNS logs and proxy logs, is parsed and
normalized into the UDM. This allows an analyst to run a single, high- performance query against a specific, indexed field.
To search for a domain, an analyst would query a field such as network.dns.question.name or network.http.
hostname. Option B correctly identifies this as querying the "DNS section of the network noun." This approach is vastly superior to a
raw log search (Option C), which is slow, inefficient, and does not leverage the normalized UDM data.
Option D (IOC Search/Matches) is a passive feature that shows automatic matches between your logs and Google's integrated
threat intelligence. While it's a good place to check, a UDM search is the active, analyst- driven process for hunting for a new IoC
that may have come from an external feed. Option A is a UI feature for grouping search results and is not the search method itself.
(Reference: Google Cloud documentation, "Google SecOps UDM Search overview"; "Universal Data Model noun list - Network")

NEW QUESTION # 120 
You were recently hired as a SOC manager at an organization with an existing Google Security Operations (SecOps)
implementation. You need to understand the current performance by calculating the mean time to respond or remediate (MTTR) for
your cases. What should you do?

A. Create a multi-event detection rule to calculate the response metrics in the outcome section based on the entity graph.
Create a dashboard based on these metrics.
B. Create a playbook block that can be reused in all alert playbooks to write timestamps in the case wall after each change to
the case. Write a job to calculate the case metrics.
C. Create a Looker dashboard that displays case handling times by analyst, case priority, and environment using SecOps
SOAR data.
D. Use the playbooks' case stages to capture metrics for each stage change. Create a dashboard based on these metrics.

Answer: D

Explanation:
Google Security Operations (SecOps) SOAR is designed to natively measure and report on key SOC performance metrics,
including MTTR. This calculation is automatically derived from playbook case stages.
As a case is ingested and processed by a SOAR playbook, it moves through distinct, customizable stages (e.g.,
"Triage," "Investigation," "Remediation," "Closed"). The SOAR platform automatically records a timestamp for each of these stage
transitions. The time deltas between these stages (e.g., the time from when a case entered "Triage" to when it entered "Remediation")
are the raw data used to calculate MTTR and other KPIs.
This data is then aggregated and visualized in the built-in SecOps SOAR reporting and dashboarding features.
This is the standard, out-of-the-box method for capturing these metrics. Option C describes a manual, redundant process of what
case stages do automatically. Option D describes where the data might be viewed (Looker), but Option B describes the underlying
mechanism for how the MTTR data is captured in the first place, which is the core of the question.
(Reference: Google Cloud documentation, "Google SecOps SOAR overview"; "Manage playbooks"; "Get insights from dashboards
and reports")

NEW QUESTION # 121 
Your company uses Security Command Center (SCC) and Google Security Operations (SecOps). Last week, an attacker
attempted to establish persistence by generating a key for an unused service account. You need to confirm that you are receiving
alerts when keys are created for unused service accounts and that newly created keys are automatically deleted. You want to
minimize the amount of manual effort required. What should you do?

A. Generate a YARA-L rule in Google SecOps that detects when a service account key is created.
Using the built-in IDE, create a custom action in Google SecOps SOAR that deletes the service account key.
B. Use the Initial Access: Dormant Service Account Key Created finding from SCC, and ingest this finding into Google
SecOps. Create a custom action in Google SecOps SOAR that is triggered on this finding. Use the built-in IDE to build code
to delete the service account key.
C. Use the Initial Access: Dormant Service Account Key Created finding from SCC, and write this finding to a Pub/Sub
topic. Create a Cloud Run function that subscribes to the Pub/Sub topic and deletes the service account key.
D. Configure a Cloud Logging sink to write logs to a Pub/Sub topic that filters for the methodName:
"google.iam.admin.v1.CreateServiceAccountKey" field. Create a Cloud Run function that subscribes to the Pub/Sub topic
and deletes the service account key.



Answer: B

Explanation:
The most efficient solution is to use the built-in SCC detection "Initial Access: Dormant Service Account Key Created", ingest the
finding into Google SecOps, and automate the response with a custom SOAR action that deletes the key. This leverages existing
SCC findings for accurate detection, integrates directly with Google SecOps for centralized alerting, and minimizes manual effort by
automating remediation.

NEW QUESTION # 122 
You are the SOC manager at a large enterprise that uses Google Security Operations (SecOps).
You need to create a report that shows the Return on Investment (ROI) attributed to analyst activities in Google SecOps SOAR for
the previous month. The report should include the time saved and efficiency gains from using SOAR's features. You need to generate
this report using the most efficient and accurate approach while providing the required level of detail. What should you do?

A. Use the filters and visualizations in the Management - SOC Status report in SOAR Reports to extract case-specific
performance data.
B. Create a custom Google SecOps SOAR search query that filters for all cases handled by specific analysts in the last
month. Export the results to a spreadsheet for analysis and ROI calculation.
C. Develop a Google SecOps SOAR playbook that automatically aggregates analyst performance metrics, incorporates
custom weighted factors for different case types, calculates ROI based on predefined formulas, and generates a PDF report
on a monthly schedule.
D. Use the ROI - Analysts Benchmark report in SOAR Reports. Configure the report to display data for the desired time
period, and filter by individual analysts.

Answer: D

Explanation:
The most efficient and accurate method is to use the ROI - Analysts Benchmark report in SOAR Reports. This built-in report
automatically calculates time saved and efficiency gains from SOAR features, allows filtering by analyst and time period, and avoids
the need for manual queries or custom playbook development while delivering the required ROI insights.

NEW QUESTION # 123
......
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