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NEW QUESTION # 25 
Refer to the exhibits.

What can you conclude from analyzing the data using the threat hunting module?

A. Spearphishing is being used to elicit sensitive information.
B. DNS tunneling is being used to extract confidential data from the local network.
C. Reconnaissance is being used to gather victim identityinformation from the mail server.
D. FTP is being used as command-and-control (C&C) technique to mine for data.

Answer: B

Explanation:
* Understanding the Threat Hunting Data:
* The Threat Hunting Monitor in the provided exhibits shows various application services, their usage counts, and data metrics such
as sent bytes, average sent bytes, and maximum sent bytes.
* The second part of the exhibit lists connection attempts from a specific source IP (10.0.1.10) to a destination IP (8.8.8.8), with
repeated "Connection Failed" messages.
* Analyzing the Application Services:
* DNS is the top application service with a significantly high count (251,400) and notable sent bytes (9.1 MB).
* This large volume of DNS traffic is unusual for regular DNS queries and can indicate the presence of DNS tunneling.
* DNS Tunneling:
* DNS tunneling is a technique used by attackers to bypass security controls by encoding data within DNS queries and responses.
This allows them to extract data from the local network without detection.
* The high volume of DNS traffic, combined with the detailed metrics, suggests that DNS tunneling might be in use.
* Connection Failures to 8.8.8.8:
* The repeated connection attempts from the source IP (10.0.1.10) to the destination IP (8.8.8.8) with connection failures can
indicate an attempt to communicate with an external server.
* Google DNS (8.8.8.8) is often used for DNS tunneling due to its reliability and global reach.
* Conclusion:



* Given the significant DNS traffic and the nature of the connection attempts, it is reasonable to conclude that DNS tunneling is being
used to extract confidential data from the local network.
* Why Other Options are Less Likely:
* Spearphishing (A): There is no evidence from the provided data that points to spearphishing attempts, such as email logs or
phishing indicators.
* Reconnaissance (C): The data does not indicate typical reconnaissance activities, such as scanning or probing mail servers.
* FTP C&C (D): There is no evidence of FTP traffic or command-and-control communications using FTP in the provided data.
References:
* SANS Institute: "DNS Tunneling: How to Detect Data Exfiltration and Tunneling Through DNS Queries" SANS DNS Tunneling
* OWASP: "DNS Tunneling" OWASP DNS Tunneling
By analyzing the provided threat hunting data, it is evident that DNS tunneling is being used to exfiltrate data, indicating a
sophisticated method of extracting confidential information from the network.

NEW QUESTION # 26 
Which of the following are critical when analyzing and managing events and incidents in a SOC?
(Choose Two)

A. Periodic system downtime for maintenance
B. Rapid identification of false positives
C. Immediate escalation for all alerts
D. Immediate escalation for all alerts

Answer: B,C

NEW QUESTION # 27 
Which feature is most important when selecting a connector for integration into a SOC playbook?

A. The size of the connector's installation file
B. The connector's country of origin
C. The ability to display colorful graphics
D. The compatibility with existing security infrastructure

Answer: D

NEW QUESTION # 28 
Which three end user logs does FortiAnalyzer use to identify possible IOC compromised hosts? (Choose three.)

A. Application filter logs
B. IPS logs
C. DNS filter logs
D. Web filter logs
E. Email filter logs

Answer: B,C,D

Explanation:
* Overview of Indicators of Compromise (IoCs): Indicators of Compromise (IoCs) are pieces of evidence that suggest a system
may have been compromised. These can include unusual network traffic patterns, the presence of known malicious files, or other
suspicious activities.
* FortiAnalyzer's Role: FortiAnalyzer aggregates logs from various Fortinet devices to provide comprehensive visibility and analysis
of network events. It uses these logs to identify potential IoCs and compromised hosts.
* Relevant Log Types:
* DNS Filter Logs:
* DNS requests are a common vector for malware communication. Analyzing DNS filter logs helps in identifying suspicious domain
queries, which can indicate malware attempting to communicate with command and control (C2) servers.
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