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A firewall receives an out-of-order packet in a TCP session after the FIN/ACK and the packet is dropped as expected. What
parameter can be changed to prevent such drops?

A. Enable TCP option
B. TCPMSS
C. TCP time-wait timer
D. TCP close-wait timer

Answer: C

Explanation:
Out-of-order packets after FIN/ACK indicate a packet arriving in the TIME_WAIT state, where the session is closing. The TCP
time-wait timer controls how long the firewall keeps the session in the TIME_WAIT state to handle late packets. Increasing this
timer allows the firewall to accept such packets instead of dropping them. Close-wait timer relates to a different state, TCPMSS
affects packet size, and "Enable TCP option" is not a standard parameter. Exact extract: "The TCP time-wait timer determines how
long a session remains in the TIME_WAIT state to handle out-of-order or retransmitted packets after FIN/ACK... Adjusting this
timer can prevent drops of late-arriving packets."

NEW QUESTION # 16 
Which parts of the IKE protocol below are responsible for authenticating the User (username/password) of a dialup IPsec tunnel?
(Check all correct answers)

A. IKEv1 Xauth
B. IKEv2 EAP
C. IKEv1 phase2
D. IKEv2 SA_INIT
E. IKEv1 phase1

Answer: A,B

Explanation:
For user authentication in dialup IPsec, IKEv1 uses XAuth (Extended Authentication) after Phase 1 for username/password. IKEv2
uses EAP (Extensible Authentication Protocol) for similar user auth. Phase 1 and SA_INIT are for peer auth, Phase 2 for child SA
negotiation. Exact extract: XAuth increases security by requiring remote dialup client users to authenticate in a separate exchange at
the end of phase 1. IPsec IKEv2 VPNs now support certificate authentication and EAP authentication at the same time from a
dialup FortiClient. With the eap-cert-auth setting ... IPsec IKEv2 VPNs now support certificate authentication and EAP
authentication at the same time from a dialup FortiClient. IPsec IKEv1 uses XAUTH for user authentication, and IPsec IKEv2 uses
EAP for user authentication. Only EAP-TTLS is interoperable with LDAP. For LDAP based user ... In your scenario, the user
cannot authenticate by providing both a PSK and their credentials (using one of multiple EAP methods).

NEW QUESTION # 17 
Which protocol is used by FortiGate to synchronize session tables in an HA cluster?

A. FGCP
B. OSPF
C. BGP
D. VRRP

Answer: A

Explanation:
The FortiGate Cluster Protocol (FGCP) is used to synchronize session tables, configuration, and state information between HA
cluster members to ensure seamless failover. VRRP (B) is for router redundancy, OSPF (C) and BGP (D) are routing protocols, not
used for HA synchronization. Exact extract: "FGCP synchronizes session tables, configurations, and state information between
FortiGate HA cluster members to ensure continuity during failover."

NEW QUESTION # 18 
What is the role of the FortiGate 'set srcintf' command in a firewall policy?



A. Specifies the source interface for traffic matching
B. Sets the source IP address range
C. Configures the source NAT interface
D. Defines the destination interface for traffic

Answer: A

Explanation:
The 'set srcintf' command in a FortiGate firewall policy specifies the source interface from which traffic originates, helping define the
policy's scope. It does not set the destination interface (B), source IP range (C), or NAT interface (D). Exact extract: "The 'set
srcintf' command in a firewall policy specifies the source interface for incoming traffic, allowing FortiGate to match packets based on
their entry interface."

NEW QUESTION # 19 
Which protocol does FortiGate use for secure management access by default?

A. SNMP
B. HTTP
C. Telnet
D. SSH

Answer: D

Explanation:
FortiGate uses SSH (Secure Shell) by default for secure management access, providing encrypted command- line access. Telnet (A)
and HTTP (C) are insecure, and SNMP (D) is for monitoring, not management. Exact extract: "FortiGate enables SSH by default
for secure management access, providing encrypted CLI access to administrators."
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