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CWNP Certified Wireless Analysis Professional Sample Questions (Q39-
Q44):
NEW QUESTION # 39 
You have been asked to recommend a solution for protocol capture of 802.11 frames consisting of 3x3:3
802.11ac communications. The requirement specifies that you gain a general view of a coverage area and does not require that you
capture from specific user locations. The solution must be the least expensive practical solution possible that does not disrupt user
access to the WLAN and it must be based on enterprise WLAN hardware.
What solution would you recommend so that any coverage area could be monitored on demand?

A. Install Wireshark on the Aps natively to allow dynamic capture while serving clients
B. Install the minimum number of Aps required for coverage and use these Aps for protocol analysis as needed
C. Install laptop-based protocol analyzer near each AP
D. Install sufficient Aps so that an AP can be taken offline to perform protocol analysis as needed

Answer: A

NEW QUESTION # 40 
Given: The Frame Check Sequence (FCS) is a 32 CRC used for error detection.
The CRC is calculated over what?

A. Frame Body only
B. PHY Header, MAC Header and Frame Body
C. PHY Header and Mac Header only
D. Mac Header and Frame Body only

Answer: D

Explanation:
The CRC is calculated over the MAC Header and Frame Body only. The CRC (Cyclic Redundancy Check) is a 32-bit value that is
used for error detection in wireless transmissions. The CRC is calculated over the MAC Header and Frame Body of a PSDU,
which are the parts of the data unit that contain information such as source and destination addresses, frame type, frame control,
sequence number, payload, etc. The CRC is appended to the end of the PSDU as a FCS (Frame Check Sequence) field. The CRC
is not calculated over the PHY Header or PHY Preamble, which are parts of the PPDU that contain information such as modulation,
coding, data rate, etc. The PHY Header and PHY Preamble are added or removed by the PHY layer during the conversion
between PSDU and PPDU. References: [Wireless Analysis Professional Study Guide CWAP-
405], Chapter 4: 802.11 Physical Layer, page 97-98

NEW QUESTION # 41 
You are responsible for troubleshooting and analysis of the WLAN in your organization that supports more than 700 client STAs.
Forty APs are deployed and they are all dual-band APs and are controller-based. You must troubleshoot the wired side in some
scenarios using a protocol analyzer.
Which one of the following problems would warrant wired-side analysis in most situations?

A. High 802.11 CRC rates
B. DHCP problems
C. High 802.11 retry rates
D. WMM QoS issues

Answer: D

NEW QUESTION # 42 
You're the WLAN administrator for a large retailer based at the HQ in New York. The London-based office has been complaining
about WLAN disconnections around lunch time each day. You suspect this might be interference from the staff microwave, how
might you test your theory from the New York office?



A. Place one of the London APs into spectrum analyzer mode and monitor the situation over lunch time
B. Access the microwave remotely and run a diagnostic check
C. Ask a local member of staff to change the frequency of the microwave and see if the disconnections stop
D. Ask a local member of staff to take some pictures of the microwave, including some close-ups of the door seal so that you
can assess it

Answer: A

Explanation:
The best way to test the theory of microwave interference from the New York office is to use a remote spectrum analyzer. By
placing one of the London APs into spectrum analyzer mode, you can capture and analyze the RF spectrum in the London office
over lunch time. You can then look for any signs of microwave interference, such as high duty cycle, high amplitude, or frequency
hopping on the 2.4 GHz band. This method does not require any physical access to the microwave or any changes to its frequency.
References: [Wireless Analysis Professional Study Guide], Chapter 3: Spectrum Analysis, page 64

NEW QUESTION # 43 
Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are configured in the analyzer
software. When performing packet capture (in a non-FT environment) which frames are required in order for PSK frame decryption
to be possible?

A. Authentication
B. Probe Response
C. Reassociation
D. 4-Way Handshake

Answer: D

Explanation:
The 4-way handshake is the process that establishes the pairwise transient key (PTK) between the client and the AP in WPA2-
PSK. The PTK is derived from the PSK, the SSID, and some random numbers exchanged in the handshake frames. The PTK is
used to encrypt and decrypt the data frames between the client and the AP. Therefore, in order to decrypt WPA2-PSK data
packets, a protocol analyzer needs to capture the 4-way handshake frames and have the PSK and SSID configured in the analyzer
software12 References:
* CWAP-405Study Guide, Chapter 3: 802.11 MAC Layer Frame Formats and Technologies, page 87
* CWAP-405Objectives, Section 3.5: Analyze security exchanges

NEW QUESTION # 44
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