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A security engineer needs to create an Amazon S3 bucket policy to grant least privilege read access to JAM user accounts that are
named User=1, User2. and User3. These [AM user accounts are members of the AuthorizedPeople IAM group. The security
engineer drafis the following S3 bucket policy:

amazon

Actions-Authorized-Pecople",
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’
olePol L‘..l.l.l'll

ol ey |
silect™: ALLOW ,

"acticon": |

arn:aws:s3:::aunthorized-people~bucket /*

When the security engineer tries to add the policy to the S3 bucket, the following error message appears:
"Missing required field Principal." The security engineer is adding a Principal element to the policy. The addition nust provide read
access to only Userl. User2, and User3. Which solution meets these requirements?

"Principali™:
“."[Ifi |l. " :
rarn;: aws A AN : 123456 T890;: rooc™
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A security engineer is checking an AWS CloudFormation template for vulnerabilities. The security engineer finds a parameter that
has a default value that exposes an application's API key in plaintext. The parameter is referenced several times throughout the
template. The security engineer must replace the parameter while maintaining the ability to reference the value in the template.
‘Which solution will meet these requirements in the MOST secure way?

e A Store the API key value in a new Amazon S3 bucket. In the template, replace all references to the value with {

¢ B. Store the API key value in AWS Secrets Manager. In the template, replace all references to the value with {
{resolve:secretsmanager:MySecretld:SecretString} } .

e C. Store the API key value in Amazon DynamoDB. In the template, replace all references to the value with
{{resolve:dynamodb:MyTableName:MyPrimaryKey} } .

¢ D. Store the API key value as a SecureString parameter in AWS Systems Manager Parameter Store. In the template, replace
all references to the value with { {resolve:ssmMySSMParameterName:1} }.

Ef#: B

BRI :

{resolve:s3:MyBucketName:MyObjectName} } .

Explanation:

The correct answer is B. Store the API key value in AWS Secrets Manager. In the template, replace all references to the value with
{{resolve:secretsmanager:MySecretld:SecretString} } .

This answer is correct because AWS Secrets Manager is a service that helps you protect secrets that are needed to access your
applications, services, and IT resources. You can store and manage secrets such as database credentials, API keys, and other
sensitive data in Secrets Manager. You can also use Secrets Manager to rotate, manage, and retrieve your secrets throughout their
lifecyclel. Secrets Manager ntegrates with AWS CloudFormation, which allows you to reference secrets from your templates using
the {{resolve:secretsmanager-...} } syntax2. This way, you can avoid exposing your secrets in plaintext and still use them in your
resources.

The other options are incorrect because:

A) Storing the API key value as a SecureString parameter in AWS Systems Manager Parameter Store is not a solution, because
AWS CloudFormation does not support references to SecureString parameters. This means that you cannot use the
{{resolve:ssm...} } syntax to retrieve encrypted parameter values from Parameter Store3. You would have to use a custom resource
or a Lambda function to decrypt the parameter value, which adds complexity and overhead to your template.

C) Storing the API key value in Amazon DynamoDB is not a solution, because AWS CloudFormation does not support references
to DynamoDB itens. This means that you cannot use the {{resolve:dynamodb:....} } syntax to retrieve item values from DynamoDB
tables4. You would have to use a customresource or a Lambda finction to query the DynamoDB table, which adds complexity and
overhead to your template.

D) Storing the API key value in a new Amazon S3 bucket is not a solution, because AWS CloudFormation does not support
references to S3 objects. This means that you cannot use the {{resolve:s3:...} } syntax to retrieve object values from S3 buckets5.
You would have to use a custom resource or a Lambda fimction to download the object from S3, which adds complexity and
overhead to your template.

Reference:

1: What is AWS Secrets Manager? 2: Referencing AWS Secrets Manager secrets from Parameter Store parameters 3: Using
dynamic references to specify template values 4: Amazon DynamoDB 5: Amazon Simple Storage Service (S3)
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A security engineer is troubleshooting an AWS Lambda function that is named MyLambdaFunction. The function is encountering an
error when the function attempts to read the objects in an Amazon S3 bucket that is named DOC-EXAMPLE-BUCKET. The S3
bucket has the following bucket policy:

{

"Effect": "Allow",
"Prineipal": {
"Service": "lambda.amazonaws.com"
}e
"Action™: "s3:GetObject";
"Resource": "arn:aws:s3:::DOC-EXAMPEE-BUCKET",
"Coridation"s {
"ArnLike": {

"aws:SourceRAEn™ "arn:aws:lambda:::function:MyLambdaFunction"

}

Which change should the security engineer make to the policy to ensure that the Lambda function can read the bucket objects?

e A. Remove the Condition element. Change the Principal element to the following;
{
"AWS": "arn "aws" ::: lambda ::: finction:MyLambdaFunction"
}
e B. Change the Resource element to "ar:aws:s3::DOC-EXAMPLE-BUCKET/*".
e (. Change the Resource element to "arn:aws:lambda::function;MyLambdaFunction". Change the Principal element to the
following:
{
"Service": "s3.amazonaws.com'
!
e D. Change the Action element to the following:
"$3:GetObject™"
" $3:GetBucket*"

IEf#: B
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The correct answer is C. Change the Resource element to "arn:aws:s3::DOC-EXAMPLE-BUCKET/*".

The reason is that the Resource element in the bucket policy specifies which objects in the bucket are affected by the policy. In this
case, the policy only applies to the bucket itself, not the objects inside it. Therefore, the Lambda fimction cannot access the objects
with the s3:GetObject permission. To fix this, the Resource element should include a wildcard (*) to match all objects in the bucket.
This way, the policy grants the Lambda fimction permission to read any object in the bucket.

The other options are incorrect for the following reasons:

* A. Removing the Condition element would not help, because it only restricts access based on the source IP address of the request.
The Principal element should not be changed to the Lambda function ARN, because it specifies who is allowed or denied access by
the policy. The policy should allow access to any principal ("*") and rely on IAM roles or policies to control access to the Lambda
function.

* B. Changing the Action element to include s3:GetBucket* would not help, because it would grant additional permissions that are
not needed by the Lambda finction, such as s3:GetBucketAcl or s3:

GetBucketPolicy. The s3:GetObject™ permission is sufficient for reading objects in the bucket.

* D. Changing the Resource element to the Lambda fimction ARN would not make sense, because it would mean that the policy
applies to the Lambda finction itself, not the bucket or its objects. The Principal element should not be changed to
s3.amazonaws.com, because it would grant access to any AWS service that uses S3, not just Lambda.

HR #131

A company deploys a distributed web application on a fleet of Amazon EC2 instances. The fleet is behind an Application Load
Balancer (ALB) that will be configured to terminate the TLS connection. All TLS traffic to the ALB must stay secure, even if the
certificate private key is compromised.

How can a security engineer meet this requirement?




A. Create a TCP listener that uses a custom security policy that allows only cipher suites with perfect forward secrecy (PFS).
B. Create an HTTPS listener that uses a security policy that uses a cipher suite with perfect forward secrecy (PFS).

C. Create an HTTPS listener that uses a certificate that is managed by AWS Certificate Manager (ACM).

D. Create an HTTPS Ilistener that uses the Server Order Preference security feature.

IEf#: B
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A security engineer is setting up an AWS CloudTrail trail for all regions in an AWS account. For added security, the logs are stored
using server-side encryption with AWS KMS-managed keys (SSE-KMS) and have log integrity validation enabled.

While testing the solution, the security engineer discovers that the digest files are readable, but the log files are not. What is the
MOST likely cause?

¢ A. The KMS key policy does not grant the security engineer's 1 AM user or rote permissions to decrypt with it.

¢ B. The log flies fail integrity validation and automatically are marked as unavailable.

e C. The bucket is set up to use server-side encryption with Amazon S3-managed keys (SSE-S3) as the default and does not
allow SSE-KMS-encrypted files.

¢ D. An 1AM policy applicable to the security engineer’'s 1 AM user or role denies access to the "Cloud Traiir prefix in the
Amazon S3 bucket.

Ef: A

R -

* Understanding the Problem:

* Logs are encrypted with a KMS-managed key (SSE-KMS), and the security engineer can read digest files but not the log files.
* This indicates that the issue lies in permissions related to decryption.

* KMS Key Policy:

* The key policy for the KMS-managed key must explicitly allow the security engineer's IAM user or role
thekms:Decryptpermission.

Exanmple Key Policy:

{

"Version'™ "2012-10-17",

"Statement": [

{

"Effect™: "Allow",

"Principal”; {

"AWS": "arn:aws:iam::<account-id>:user/<security-engineer>"

15
"Action™; "kns:Decrypt",

"o

"Resource":

}
]

}
* Verify the IAM Role/Policy:

* Ensure that no conflicting JAM policy denies thekms:Decryptaction for the security engineer's user or role.
* Enable Access to Encrypted Logs:

* Update the KMS key policy to include permissions for reading and decrypting CloudTrail logs.

AWS KMS Key Policy Documentation

Server-Side Encryption with KMS for CloudTrail
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