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Topic 1: Configure network security

- Google Cloud network security controls

1. Cloud Armor and DDoS protection
2. Private Google Access and restricted services
3. VPC firewall rules

Topic 2: Manage operations within a cloud security environment

- Security monitoring and operations

1. Logging and monitoring with Cloud Logging
2. Incident response and alerting
3. Security Command Center usage

Topic 3: Ensure data protection

- Encryption and key management

1. Customer-managed encryption keys (CMEK)
2. Data loss prevention (DLP) concepts
3. Cloud KMS and key lifecycle management

Topic 4: Configure access within a cloud solution environment

- Identity and Access Management (IAM)

1. Manage IAM roles and permissions
2. Implement least privilege access
3. Service accounts and workload identity
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Our company has authoritative experts and experienced team in related industry. To give the customer the best service, all of our
company's Professional-Cloud-Security-Engineer learning materials are designed by experienced experts from various field, so our
Professional-Cloud-Security-Engineer Learning materials will help to better absorb the test sites. One of the great advantages of
buying our product is that can help you master the core knowledge in the shortest time. At the same time, our Professional-Cloud-
Security-Engineer learning materials discard the most traditional rote memorization methods and impart the key points of the
qualifying exam in a way that best suits the user's learning interests, this is the highest level of experience that our most authoritative
think tank brings to our Professional-Cloud-Security-Engineer Learning Materials users. Believe that there is such a powerful expert
help, our users will be able to successfully pass the qualification test to obtain the qualification certificate.

Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q80-Q85):
NEW QUESTION # 80 
You are responsible for protecting highly sensitive data in BigQuery. Your operations teams need access to this data, but given
privacy regulations, you want to ensure that they cannot read the sensitive fields such as email addresses and first names. These
specific sensitive fields should only be available on a need-to-know basis to the HR team. What should you do?

A. Perform tokenization for Pseudonymization with the DLP API and store that data in BigQuery for later use.
B. Perform data inspection with the DLP API and store that data in BigQuery for later use.
C. Perform data masking with the DLP API and store that data in BigQuery for later use.
D. Perform data redaction with the DLP API and store that data in BigQuery for later use.

Answer: B

NEW QUESTION # 81 
You are using Security Command Center (SCC) to protect your workloads and receive alerts for suspected security breaches at
your company. You need to detect cryptocurrency mining software.
Which SCC service should you use?
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A. Web Security Scanner
B. Container Threat Detection
C. Virtual Machine Threat Detection
D. Rapid Vulnerability Detection

Answer: C

Explanation:
* Enable Security Command Center (SCC):
* SCC provides centralized visibility and control over your cloud resources' security status.
* Ensure that SCC is enabled in your Google Cloud environment.
* Configure Virtual Machine Threat Detection (VMTD):
* VMTD is part of SCC and specializes in detecting threats within VM instances, such as cryptocurrency mining malware.
* Navigate to the SCC settings in the Google Cloud Console.
* Activate VMTD:
* Enable VMTD for the projects or resources where you want to monitor and detect potential threats.
* VMTD uses behavioral analysis to identify anomalies indicative of unauthorized mining activities.
* Monitor and Respond to Alerts:
* VMTD generates alerts when it detects suspicious activities, such as unauthorized cryptocurrency mining.
* Set up appropriate response actions, such as notifications, automatic remediation, or manual investigation, to handle these alerts.
References:
* Security Command Center Documentation
* Virtual Machine Threat Detection

NEW QUESTION # 82 
A company is backing up application logs to a Cloud Storage bucket shared with both analysts and the administrator. Analysts
should only have access to logs that do not contain any personally identifiable information (PII). Log files containing PII should be
stored in another bucket that is only accessible by the administrator.
What should you do?

A. Use Cloud Pub/Sub and Cloud Functions to trigger a Data Loss Prevention scan every time a file is uploaded to the
shared bucket. If the scan detects PII, have the function move into a Cloud Storage bucket only accessible by the
administrator.
B. On the bucket shared with both the analysts and the administrator, configure Object Lifecycle Management to delete
objects that contain any PII.
C. On the bucket shared with both the analysts and the administrator, configure a Cloud Storage Trigger that is only triggered
when PII data is uploaded. Use Cloud Functions to capture the trigger and delete such files.
D. Upload the logs to both the shared bucket and the bucket only accessible by the administrator. Create a job trigger using
the Cloud Data Loss Prevention API. Configure the trigger to delete any files from the shared bucket that contain PII.

Answer: A

Explanation:
https://codelabs.developers.google.com/codelabs/cloud-storage-dlp-functions#0 https://www.youtube.com/watch?v=0TmO1f-
Ox40

NEW QUESTION # 83 
You are part of a security team that wants to ensure that a Cloud Storage bucket in Project A can only be readable from Project B.
You also want to ensure that data in the Cloud Storage bucket cannot be accessed from or copied to Cloud Storage buckets
outside the network, even if the user has the correct credentials.
What should you do?

A. Enable VPC Service Controls, create a perimeter with Project A and B, and include Cloud Storage service.
B. Enable Private Access in Project A and B networks with strict firewall rules to allow communication between the
networks.
C. Enable VPC Peering between Project A and B networks with strict firewall rules to allow communication between the
networks.
D. Enable Domain Restricted Sharing Organization Policy and Bucket Policy Only on the Cloud Storage bucket.



Answer: A

Explanation:
* Objective: Ensure that a Cloud Storage bucket in Project A can only be readable from Project B and prevent data access or
copying to Cloud Storage buckets outside the network, even with correct credentials.
* Solution: Use VPC Service Controls to create a security perimeter.
* Steps:
* Step 1: Open the Google Cloud Console.
* Step 2: Navigate to the VPC Service Controls page.
* Step 3: Create a new service perimeter.
* Step 4: Add Project A and Project B to the service perimeter.
* Step 5: Include Cloud Storage service in the perimeter configuration.
* Step 6: Define access levels to ensure that only resources within the perimeter can access the Cloud Storage bucket.
By setting up a VPC Service Controls perimeter, you can enforce security boundaries that restrict data access and movement to
within defined projects, providing an extra layer of protection beyond IAM permissions.
References:
* VPC Service Controls Overview
* Configuring VPC Service Controls

NEW QUESTION # 84 
You need to implement an encryption-at-rest strategy that protects sensitive data and reduces key management complexity for non-
sensitive dat a. Your solution has the following requirements:
Schedule key rotation for sensitive data.
Control which region the encryption keys for sensitive data are stored in.
Minimize the latency to access encryption keys for both sensitive and non-sensitive data.
What should you do?

A. Encrypt non-sensitive data and sensitive data with Cloud External Key Manager.
B. Encrypt non-sensitive data and sensitive data with Cloud Key Management Service.
C. Encrypt non-sensitive data with Google default encryption, and encrypt sensitive data with Cloud External Key Manager.
D. Encrypt non-sensitive data with Google default encryption, and encrypt sensitive data with Cloud Key Management
Service.

Answer: B

NEW QUESTION # 85
......
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