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¢ Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
FH1 members, zones, and performance SLAs to monitor network quality.

¢ SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
FH 2 integration with SD-WAN inftastructure.

¢ Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
=AM 3 security threats, and generate reports.
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¢ Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
A 4 direct traffic flow across different links.

¢ Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
FH 5 security profiles for content inspection and deploying compliance rules to managed endpoints.
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A2 #4

SD-WAN mteracts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements must you configure before FortiGate can steer traffic according to SD- WAN rules? (Choose
three.)

A. Traffic shaping

B. Routing

C. Interfaces

D. Firewall policies
E. Security profiles

HE. B,CD

dE:

According to theSD-WAN 7.6 Core Administratorstudy guide and theFortiOS 7.6 Administration Guide, for the FortiGate SD-
WAN engine to successfllly steer traffic using SD-WAN rules, three fundamental configuration components must be in place. This is
because the SD-WAN rule lookup occurs only after certain initial conditions are met in the packet flow:

* Interfaces (Option C):You must first define the physical or logical interfaces (such as ISP links, LTE, or VPN tunnels) asSD-
WAN members. These members are then typically grouped intoSD-WAN Zones. Without designated member interfaces, there is
no "pool" of links for the SD-WAN rules to select from

* Routing (Option D):For a packet to even be considered by the SD-WAN engine, there must be a matching route in
theForwarding Information Base (FIB). Usually, this is a static route where the destination is the network you want to reach, and the
gateway interface is set to theSD-WAN virtual interface(or a specific SD-WAN zone). If there is no route pointing to SD-WAN,
the FortiGate will use other routing table entries (like a standard static route) and bypass the SD-WAN rule-based steering logic
entirely.

* Firewall Policies (Option A):In FortiOS, no traffic is allowed to pass through the device unless a Firewall Policypermits it. To steer
traffic, you must have a policy where thelncoming Interfaceis the internal network and theOutgoing Interfaceis the SD-WAN zone
(or the virtual-wan-link). The SD- WAN rule selection happens during the "Dirty" session state, which requires a policy match to
proceed with the session creation.

‘Why other options are incorrect:

* Security Profiles (Option B):While mandatory forApplication-levelsteering (to identify L7 signatures), basic SD-WAN steering
based on IP addresses, ports, or ISDB objects does not require security profiles to be active.

* Traffic Shaping (Option E):This is an optimization feature used to manage bandwidth once steering is already determined; it is not a
prerequisite for the steering engine itself to function.

EE #45
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What is the purpose of the on/off-net rule setting in FortiSASE?

A. To enable or disable user authentication for external network access.

B. To configure different access policies for users based on their geographical location.

C. To define different traffic routing rules for on-premises and cloud-based resources.

D. To determine if an endpoint is connecting froma trusted network or untrusted location.

HE: D

MY

The on/off-net rule setting in FortiSASE classifies endpoints as on-net (inside trusted corporate networks, like branch offices) or off-
net (remote or untrusted locations, like home or public Wi-Fi).

Administrators define on-net rules using IP subnets, gateway MACs, or other criteria to trigger behaviors such as exempting on-net
endpoints from FortiSASE auto-connect or applying different profiles.

EHE #46
Which statement is true about FortiSASE supported deployment?

A. FortiSASE supports VPN mode and Agentless mode, based on user requirements.

B. FortiSASE relies on ZTNA-only mode, which replaces SWG and endpoint functions.

C. FortiSASE operates only n SWG mode, where all traffic is forced through FortiSASE POPs.
D. FortiSASE supports both Endpoint mode and SWG mode, depending on deployment.

He: D

MY

According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Admnistrator curriculum, FortiSASE is
designed with a hybrid deployment architecture to support various user and device requirements. It primarily operates in two modes:
* Endpoint Mode (Agent-based): This mode requires the installation ofFortiClienton the user's laptop or device. The agent
establishes an "always-up" secure VPN tunnel to the nearest FortiSASE Point of Presence (PoP), providing full Secure Internet
Access (SIA), Secure Private Access (SPA), and endpoint posture checks (ZTNA).

* Secure Web Gateway (SWG) Mode (Agentless): This mode is used for users or devices where installing an agent is not feasible
(e.g., unmanaged devices or Chromebooks). It relies on explicit web proxy settings or a PAC (Proxy Auto-Configuration) file to
redirect web traffic (HTTP/HTTPS) to the SASE PoP for mspection.

Why other options are incorrect:

* Option A: While it supports VPN, "VPN mode" is not the formal name of the deployment type; it is

"Endpoint mode".

* Option C: FortiSASE is not limited to SWG; 1t is a full SSE (Security Service Edge) solution including FWaaS and ZTNA.

* Option D: ZTNA s a capability within the platform, not a replacement for the overall endpoint or SWG functions.

AR #47
A FortiGate device is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
What must you do as part of this configuration update process?

A. Replace references to interfaces used as SD-WAN members in the firewall policies.

B. Purchase and install the SD-WAN license, and reboot the FortiGate device.

C. Disable the interface that you want to use as an SD-WAN member.

D. Replace references to interfaces used as SD-WAN members in the routing configuration.

HE:. A

Y.

When you enable SD-WAN on a FortiGate, the individual WAN interfaces that you add into the SD-WAN zone are no longer
referenced directly in firewall policies.

Instead, you must update those firewall policies to use the SD-WAN zone as the interface reference.

AE #48
Which two delivery methods are used for installing FortiClient on a user’s laptop? (Choose two.)



A. Configure automatic installation through an API to the user's laptop.

B. Send an invitation email to selected users containing links to FortiClient installers.
C. Download the installer directly from the FortiSASE portal.

D. Use zero-touch installation through a third-party application store.

de: BC

Y.

Download from the FortiSASE portal: Administrators can provide users with access to the FortiSASE portal where they can
directly download a pre-configured installer. This installer is uniquely tied to the organization's SASE instance, ensuring the client
automatically registers to the correct cloud EMS upon installation.

Invitation Email: This is the most common administrative method. The FortiSASE portal (via its integrated EMS) allows
administrators to send an invitation email to specific users or groups. This email contains direct download links for various operating
systems (Windows, macOS, Linux) and the necessary mvitation code for zero-touch registration.

HE #49
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