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NEW QUESTION # 54 
An analyst is looking at Web Server logs, and sees the following entry as the last web request that a server processed before
unexpectedly shutting down:
[51.125.121.100 - [28/01/2006:10:27:10 -0300] "POST /cgi-bin/shurdown/ HTTP/1.0" 200 3304] What kind of attack is most
likely occurring?

A. Distributed denial of service attack.
B. Cross-Site scripting attack.
C. Denial of service attack.
D. Database injection attack.

Answer: C

NEW QUESTION # 55 
In which phase of the Continuous Monitoring cycle are suggestions and improvements typically made?

A. Analyze and Report
B. Implement and Collect
C. Define and Predict
D. Establish and Architect

Answer: A

NEW QUESTION # 56 
As an analyst, tracking unique users is a common occurrence. The Security Operations Center (SOC) manager requested a search
with results in a table format to track the cumulative downloads by distinct IP address. Which example calculates the running total of
distinct users over time?

A. eventtype="download" | bin_time span=1d | stats values(clientip) as ipa dc(clientip) by _time
B. eventtype="download" | bin_time span=1d | table clientip _time user
C. eventtype="download" | bin_time span=1d | stats values(clientip) as ipa dc(clientip) by user | table _time ipa
D. eventtype="download" | bin_time span=1d | stats values(clientip) as ipa dc(clientip) by _time | streamstats dc(ipa) as
"Cumulative total"

Answer: D

NEW QUESTION # 57 
A network security tool that continuously monitors a network for malicious activity and takes action to block it is known as which of
the following?

A. Packet Sniffer
B. SIEM
C. Intrusion Detection System
D. Intrusion Prevention System

Answer: D

NEW QUESTION # 58 
An analyst is attempting to investigate a Notable Event within Enterprise Security. Through the course of their investigation they
determined that the logs and artifacts needed to investigate the alert are not available.
What event disposition should the analyst assign to the Notable Event?

A. True Positive, since there are no logs to prove that the event did not occur.
B. False Negative, since there are no logs to prove the activity actually occurred.
C. Other, since a security engineer needs to ingest the required logs.
D. Benign Positive, since there was no evidence that the event actually occurred.



Answer: C

NEW QUESTION # 59
......
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