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Automation Policy

Automation Policy

Name  Automation

Severity: DLow DMMlum BHigh

Rules: Group:MNetwork i

Time Range: ANY %
Affected Items:  ANY =
Affected Orgs:  Rule: Aviation *

Action: E Send Email /SM5/Webhook to the target users. @
) Run Remediation/Script. m
O Invoke an Integration Policy. Run: no policy [&
[ Create Case when an incident is created. (&
D Send SNMP message to the destination set in Admin > Settings > Analyties,
[ Send XML file aver HTTP(S) to the destination set in Admifi » Settings > Analytics.
[ Open Remedy ticket using the configuration set in Admin 3 Settings > Analytics.

[ 1nveke Fortial and update Comments

Settings: [] Do not notify when andincident is'cleared automatically.
D Do not notify when an incident is cleared manually.

[l p@ et notify when an ingident is cleared by system.

Remediation/Script Options
Automa% cy > Define Script/Remediation M x
==RTINET
- - -
@ Remediation Secript
Seript:  Fortinet FortiOS - Block Source IP FortiOs via API ~
Protocel: HTTPS
Enforce On:  Device:FortiGate50B, Device:FortiGate$00 -
Run On: Supervisor v
VDOM:
£ Seve < Cancel

Ifa rule containing the automation policy shown in the exhibit triggers, what will happen?

A. Associated source [P addresses will be blocked on devices in the Network CMDB group.
B. Associated source IP addresses will be blocked on all FortiGate firewalls.

C. Associated source [P addresses will be blocked on two FortiGate firewalls.

D. Associated source IP addresses will be blocked on devices in the Aviation organization.

EfE: C



fiE L

The automation policy is configured to run a remediation script named "Fortinet FortiOS - Block Source IP FortiOS via API". It
specifies enforcement on two FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will
be blocked on those two FortiGate firewalls only.

2R #11
Refer to the exhibit.

Automation Policy F =-=H I II iE I "

Name SOC Motification

Severity: [ Low [ Medium [ High

Rules:  ANY -

Time Range:  ANY -
Affected Items:  ANY -
Affected Orgs:  ANY -

Action: Send Email/SMS/Webhook to the target users. W

Run Remediation/Script. m

[0 invoke an Integration Policy. Run: n

[ Create Case when an incident is

[ Send SNMP message to 5 i t in Admin > Settings > Analytics.

EI Send XML file over H (S) ¢ destination set in Admin > Sereings > Analytics.
D Open Remedy ticket configuration set in Admin > Setrings > Analyrics.
[ inveke Fo e Comments

when an incident is cleared autematically.

S-etting;:ﬁ Dé

nok ify when an incident is cleared manually.

Do notify when an incident is cleared by system.

Comments:

= -

‘What happens when an analyst clears an incident generated by a rule containing the automation policy shown in the exhibit?

A. No notification is sent.

B. The remediation script is run.

C. An email s sent to the SOC manager.

D. A notification is sent to the SOC manager dashboard.

EfE: A
f#E L

The automation policy has the option "Do not notify when an incident is cleared manually" enabled. Therefore, when an analyst
manually clears an incident, no notification or autormation action is triggered.

R #12




Refer to the exhibit.
Analytics Search

Filter By: Event keywords EventAttribute CMOB Attribute Clear All Load Save
Paren Attribute Operator Value Paren Next Row

e O User IN | DeYice 1P: Server Inventory (-] © AND OR 4+ [

(=] © Event Type IN % Group: Logon Failure @ © AND OR 4 @

Time Range; Real-time Relative Absolutg

F=:RTINET

Last 10 Days «

The analyst is troubleshooting the analytics query shown in the exhibit.
Why is this search not producing any results?

A. The Time Range is set incorrectly.

B. The inner and outer nested query attribute types do not match.

C. The Boolean operator is wrong between the attributes.

D. You cannot reference User and Event Type attributes in the same search.

Ef#: B

fEER:
The issue is that the "User" attribute is incorrectly assigned a Device IP group value, which is a mismatch of attribute types. "User"

expects a user name or identity, not a device IP group. This mismatch between the attribute type and the provided value causes the
search to return no results.

B #13
Refer to the exhibit.



Incident Details

A Server Disk Latency C:\ Critical on THREATSOCDC

-

Search...

Incident ID : 3984
Incident Title : Server Disk Latency C:\ Critical on THREATSOCDC
Rule Name : Server Disk Latency Critical
Event Type : PH_RULE_SERVER_DISK_LATENCY_CRIT
Severity Category : m
First Occurred : 33 Minutes ago (Jan 15 2025, 08:07:15 AM)
Last Occurred : 33 Minutes ago (Jan 15 2025, 08:07:15 AM)
Category : Perfarmance
Subcategory : Impact
Tactics : Impact

Techmigue 1 Endpdint Denialof Service: OS Exhaustion Flood

Organization : "Supér
Reporting : &P WIN-RAQBSNWBOVY
Reporting IP : &) 10.1.1.32
Reporting Device Status : Pending

Target : @EO) 10.1.1.33
THREATSOCDC

Detail : Disk Name: C:\
Disk Read Latency ms: 100.03ms

Disk Write Latency ms: 1ms
Count : 1
Incident Status : Auto Cleared
Cleared Reason : Rule has not been triggered for 20 minutes

Cieared Time : 13 Minutes ago (Jan 15 2025, 08:27:17 AM)

D Q Actions ~

F::RTINET

How was this incident cleared?

¢ A The incident was cleared automatically by the rule.

¢ B. The analyst manually cleared the incident from the incident table.

e C. FortiSIEM cleared the incident automatically after 24 hours.

e D. The endpoint was rebooted and sent an all-clear signal to FortiSIEM.

EM: A
s

The Incident Status shows "Auto Cleared", and the Cleared Reason states: "Rule has not been triggered for 20 minutes." This
idicates that the incident was automatically cleared by the rule logic after a defined period of mactivity.

HPH #14
What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

e A SSH
e B. FortiSIEM worker
e C. FortiSIEM agent



e D. SNMP
EfE: C

A -
The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performing User and Entity Behavior Analytics (UEBA).
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