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HPE Campus Access Switching Expert Written Exam Sample Questions
(Q125-Q130):

NEW QUESTION # 125
You are configuring an HPE Aruba Networking Gateway Cluster with AOS-10. What is true about
802.1X finctionality in combination with gateways? (Choose two.)

A. The gateways act as RADIUS Proxy only in Tunneled and Bridged Mode.

B. Users on L3-connected gateways need to performa full authentication after re-associated on the AP.
C. Regardless of using gateways, the CoA message is always sent to the APs.

D. The gateways are used as a RADIUS proxy, while the AP is the authenticator.

E. The UDG remains fixed on L.2-connected gateways but not on L3-connected gateways.

Answer: B,D

Explanation:
In L3-connected gateway designs, a full 802.1X authentication is required after AP re-association because session state is not
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preserved across gateway re-association.
In AOS-10, the AP is the authenticator, but the gateway functions as the RADIUS proxy, forwarding requests to the RADIUS
server. This ensures centralized control and policy enforcement.

NEW QUESTION # 126
‘Which settings should be checked first when troubleshooting an HPE switch stack with inter- switch latency?

A. MTU configuration
B. Stack cable connections

C. Spanning tree configuration
D. Stack firmware versions

Answer: A,B,D

NEW QUESTION # 127

The customer is experiencing periodic uplink congestion between campus-1's AGG-1 and core. This has boon negativelyaffecting
voice commumnications. The VOIP phones edge mark their packets with DSCP EF. The uplink from AGG-1 to core is LAGI.
The customer has already configured the following class and policy on AGG-1:

class ip voip_class
1# match udp any any dscp @8

exit

policy voip_policy

1% class ip voip_class @ction local-prioritcy &
@xit

spply policy wolip_PBoley in ,".'._'g

Based on this policy, which scrip), when deployed on AGG-1. will improve the reliable forwarding of voice trafficbetween AGG-1
and its uplink to the core?

qos schedule-profile)
dwrr gueue @ weigh
dwrr queue 1 weight
dwrr gueue 2 weight
dwrr queue 3 weight
dwrr queuve 4 weight
dwrr queue, (5 weight 1

strict /guele & max-bandwidth 388888
strict queue 7

exit

o A apply gos schedule-profile BqDwrrsStrict

1
=
1

aod schedule-profile ‘!Dwrr'l!rll:t
dwrr gueve 0 welight

dwrr gqueues 1 weight

dwrr queus 2 weight

dwrr guaues 3 weight

dwrr queue 4 weight

dwrr gueve 5 weight

ETFAET queue § maxs M:ldmh ADaanE
dwrr quas 7 selgnt 5

iag 1
¥ §ds scheduls-profil 850

.;l‘ i 1i
D'ﬂ icy wolp_polic i
{l'll ip voip_class &%

-
"w hedule-profils Babwrrstrice
we & welght L

dwrr guede § weight 1

e a waight 1

Bwrr gusus S welgRE 1

strict gqueve # max-bDandwidth FODBE
dwrr gusus 7 asight 1

apply 408 saheduls-profiles SofwrrsTricr

qos schedule-profile 8qDwrrStrics

dwrr queue @ weight 1
dwrr queue 1 weight 1
dwrr queue 2 weight 1
dwrr queue 3 weight 1
dwrr queue 4 weight 1
dwrr queue 5 utight  §

interface lag 1
apply gos schedule-profile BgDwrrStrict
exit
policy voip_policy
10 class ip voip_class action local-priority 7
e D exit

Answer: D



Explanation:

The problem describes uplink congestion affecting VoIP traffic (marked with DSCP EF, value 46) on AGG-

1's LAGI uplink. The existing configuration classifies this traffic into voip_class and applies voip_policy inbound, setting local-
priority 6. To improve reliable forwarding during congestion, VoIP traffic needs strict priority queuing on the egress interface
(LAGI).

* Analysis of Options:

* Option A applies a QoS schedule profile globally but doesn't modify the policy's local-priority or apply the schedule profile
specifically to the congested LAG.

* Option B modifies voip_policy to set local-priority 7 (mapping DSCP 46 traffic to queue 7) and applies the 8qDwrStrict schedule
profile to the egress interface lag 1. In the 8qDwrStrict profile, queue 7 is configured for strict priority, ensuring voice traffic gets
precedence over lower-priority traffic during congestion. This aligns with best practices for QoS for VoIP.

* Option C also sets local-priority 7 and applies the schedule profile to lag 1, but the profile itself configures queue 7 with DWRR
(Deficit Weighted Round Robin) instead of strict priority, which is less suitable for delay-sensitive voice traffic.

* Option D applies a schedule profile globally and uses DWRR for queue 7.

* Conclusion:Option B is the correct solution because it maps the DSCP EF traffic to the highest local priority (7) and applies a
QoS schedule profile to the specific congested uplink (lag 1) that treats queue

7 with strict priority. This ensures voice traffic is prioritized reliably.

References:AOS-CX QoS Guide (specifically sections on Classification, Queuing, Scheduling Profiles, Strict Priority vs. DWRR,
applying policies to interfaces/LAGs), DSCP to Queue mapping concepts. This relates to the "Performance Optimization” (6%) and
"Comnectivity" (9%) objectives.

NEW QUESTION # 128
Refer to the exhibit.

VSX
Active Gateway IP
10.1.0.1

Agg-1 Agg-2
10.1.0.2/24  10.1.0.3/24

Acc-1
VLANs 1-10

IGMP v3 was enabled on both VSX switches. Which switch becomes the IGMP querier for clients connected to Acc-1 switch?




A Age-1

B. both Agg-1 and Agg-2

C. Agg-2

D. Active gateway IP will be used as IGMP querier.

Answer: A

Explanation:

In an IGMPv3-enabled VLAN, the IGMP querier is elected based on the lowest IP address among the participating routers. In this
topology:

Age-1 has 10.1.0.2/24

Agg-2 has 10.1.0.3/24

The Active Gateway IP (10.1.0.1) is only for end-host default gateway redundancy, not used in

TGMP querier election.
Since 10.1.0.2 < 10.1.0.3, Agg-1 becomes the IGMP querier.

NEW QUESTION # 129
The new CTO has set a standard of using a passphrase TACACS for the switch that is 64 characters long for advanced security.
What is the issue with this policy?

A. This is not technically possible

B. Most organizations use simple words

C. The organization should not be using TACACS for security policy
D. The standard should be 128 characters long

Answer: A

Explanation:
On AOS-CX, the maximum supported TACACS+ key length is 32 characters. A 64-character passphrase cannot be configured,
so the CTO's policy is not technically possible.

NEW QUESTION # 130
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