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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q17-Q22):

NEW QUESTION # 17
Refer to the exhibit.
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An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure the source and
destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure an application as the
destination of the SD-WAN rule Why?

A. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLI.
B. You cannot use applications as the destination when FortiGate is used for a DIA setup.

C. Younust enable the feature on the CLL

D. You must enable the feature first using the GUI menu System > Feature Visibility.

Answer: B

NEW QUESTION # 18
Refer to the exhibits.
Exhibit A
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Exhibit A shows a policy package definition. Exhibit B shows the install log that the admnistrator received when he tried to install the
policy package on FortiGate devices.
Based on the output shown in the exhibits, what can the administrator do to solve the issue?

A. Use a metadata variable instead of a dynamic interface to define the firewall policy.

B. Dynamic mapping should be done automatically. Review the LAN mterface configuration for branch2_fgt.

C. Policies can refer to only one LAN source interface. Keep only the D-LAN, which is the dynamic LAN interface.
D. Create dynamic mapping for the LAN interface for all devices in the installation target list.

Answer: D
NEW QUESTION # 19
Refer to the exhibits.
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You use FortiManager to manage the branch devices and configure the SD-WAN template. You have configured direct internet
access (DIA) for the IT department users. Now. you must configure secure internet access (SIA) for all local LAN users and have
set the firewall policies as shown in the second exhibit.

Then, when you use the install wizard to install the configuration and the policy package on the branch devices, FortiManager reports
an error as shown in the third exhibit.

‘Which statement describes why FortiManager could not install the configuration on the branches?

¢ A. You cannot install firewall policies that reference an SD-WAN zone.



® B. You cannot install firewall policies that reference an SD-WAN member.
e C. Younust direct SIA traffic to a VPN tunnel
* D. You cannot install STA and DIA rules on the same device.

Answer: B

Explanation:

FortiManager enforces a strict distinction:

"Firewall policies must reference SD-WAN zones, not individual SD-WAN members, when used in conjunction with SD-WAN
templates. Attempting to install a policy that references a specific member (interface) will result in a deployment error, as member-
level targeting is not supported in SD-WAN policy abstraction. This enforces centralized policy consistency and proper SD-WAN
operation." Ensuring policies target zones allows FortiGate to dynamically select the optimal member.

NEW QUESTION # 20

The admmnistrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN deployment.

Using information provided through the SD-WAN overlay template wizard, FortiManager creates templates ready to install on the
spoke and hub devices.

What are the three templates created by the SD-WAN overlay template for a spoke device? (Choose three.)

A. TPsec tunnel template
B. CLI template

C. Rules template

D. Static route template
E. BGP tenplate

Answer: A,C,E

Explanation:

Rules template # Defines the SD-WAN rules for traffic steering.

BGP template # Configures dynamic routing for overlay tunnels.

[Psec tumnel template # Builds the IPsec VPN tunnels from the spoke to the hubs.

NEW QUESTION # 21

SD-WAN mteracts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)

A. Interfaces

B. Security profiles
C. Routing

D. Traffic shaping
E. Firewall policies

Answer: A,CE

NEW QUESTION # 22
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