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NEW QUESTION # 51
An organization using Prisma Access has implemented policies to control remote user access. They require granular control over
which users and devices can access specific private applications (e.g., Finance Application) and specific public SaaS applications
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(e.g., HR Cloud Portal), along with deep inspection for threats and data exfiltration on allowed traffic. Which Prisma Access
configuration elements are essential for implementing this granular, application-specific security for both public and private access?
(Select all that apply)

¢ A Security Policy rules matching the source user (User-ID), source zone (e.g., Mobile-Users), destination zone (e.g.,
Service-Connection for private, Public for public), and the specific application (App-ID).

¢ B. Relevant Content-1D profiles (Threat Prevention, Data Filtering, URL Filtering, WildFire) applied to the Security Policy
rules allowing access.

e C. SSL Forward Proxy decryption policy configured to decrypt HTTPS traffic destined for both the private application
servers and public SaaS domains.

¢ D. Host Information Profile (HIP) objects and HIP profiles integrated into the Security Policy rules to enforce device
compliance as a condition for access.

¢ E. Configuring Destination NAT (DNAT) rules for all private application servers to be accessed by remote users.

Answer: A,B,C,D

Explanation:

Granular, secure access for both public and private applications in Prisma Access relies on leveraging the full suite of NGFW
capabilities. - Option A (Correct): Security Policy is where the primary access control decisions are made. Rules matching on source
user/group (User-ID), source zone (representing remote users), destination zone (representing the location of the application), and
specific App-1Ds for the private and public SaaS applications are findamental for allowing or denying access based on who, where,
and what. - Option B (Correct): Both public SaaS and private applications are often accessed over HTTPS. To perform deep
mspection (Threat Prevention, Data Filtering, etc.) on this traffic, it must be decrypted. SSL Forward Proxy is used for outbound
traffic to public destinations (SaaS), and decryption policies are needed for private application access if also over SSL/TLS. -
Option C (Correct): Content-1D profiles provide the deep inspection capabilities. Applying these profiles to the 'allow' security
policy rules ensures that once access is granted, the traffic is scanned for threats (malware, exploits) and checked for sensitive data
exfiltration. - Option D (Correct): In a Zero Trust approach, access can be conditioned not just on user identity but also device
posture. Integrating HIP checks into Security Policy rules allows you to restrict access to sensitive applications only for users
comnecting from compliant devices. - Option E (Incorrect): Destination NAT (DNAT) is used for mbound access to internal servers
from external sources (like the internet or potentially other sites). For remote users connected via GlobalProtect tunnels, the private
IPs of internal servers are typically routable within the Prisma Access network and Service Connection tunnels, so DNAT is not
required for mobile users accessing private apps via the tunnel.

NEW QUESTION # 52
Which action types are typically available for configuration within the Vulnerability Protection profile on a Palo Alto Networks
NGFW to respond to detected exploit attempts? (Select all that apply)

A. Alert

B. Block

C. Allow

D. Quarantine the source endpoint

E. Reset Server (for server-side exploits)

Answer: A,B,E

Explanation:

Vulnerability Protection profile actions define how the firewall responds when an exploit signature is matched. - Option A
(Incorrect): 'Allow' is not a typical action for detected exploit attempts; the goal is to prevent the exploitation. - Option B (Correct):
'Alert' generates a log entry and notification without preventing the traffic. Useful for monitoring or testing. - Option C (Correct):
'Block’ terminates the session and drops the malicious packets, preventing the exploit fiom reaching the target. This is a common
preventative action. - Option D (Correct): 'Reset Server' (or 'Reset Client', 'Reset Both') injects TCP reset packets into the stream
to cleanly terminate the connection. This can be useful for preventing server processes from entering an unstable state after an
attempted exploit. - Option E (Incorrect): While quarantining endpoints is a response capability often integrated via platforns like
Cortex XDR or network access control (NAC), it is not a direct action within the Vulnerability Protection profile itself on the
NGFW.

NEW QUESTION # 53
Ina Palo Alto Networks Strata NGFW or Prisma Access environment, traffic is processed through either the 'slow path' or the 'fast
path’. Which of the following conditions or processing stages most accurately describes an action or requirement that forces the nitial



packet of a new session into the slow path?

A. The packet is the first packet of a flow and requires App-ID identification and security policy lookup to build a session.
B. The packet is dropped due to a security policy deny rule after inspection.

C. The packet is part of an established TCP session that has already been identified and allowed.

D. The packet requires basic routing lookups and interface forwarding,

E. The packet is being forwarded based on an existing hardware-accelerated session lookup.

Answer: A

Explanation:

The slow path (also known as the session setup path or control plane/management plane involverment for specific tasks) is primarily
where the first packet of a new session is processed. This initial processing is required to perform several critical functions: 1.
Session Creation: A stateful session entry must be built. 2. App-ID Identification: The application needs to be identified, which may
require inspecting packet headers and even initial payload data. 3. Security Policy Lookup: The identified application,
source/destination zones, users, etc., are used to find the matching security policy rule. 4. NAT/Routing Decisions: Final routing and
NAT decisions are confirmed based on the policy. 5. Security Profile Assignment: Relevant security profiles (Threat, Antivirus,
Antispyware, Vulnerability Protection, URL Filtering, WildFire) are identified and associated with the session for subsequent
inspection. Once the session is created and the policy is matched, subsequent packets for that session are typically offloaded to the
fast path (data plane) for high-performance processing, unless they trigger specific slow path requirements like decryption, file
mspection, or encountering certain threat types requiring deeper analysis. Option A describes a basic network fimction that might or
might not require deep slow path processing depending on context, but is not the primary defining characteristic forcing the first
packet mto the slow path compared to App-ID/policy lookup. Options C and D describe characteristics of traffic processed by the
fast path (established sessions, hardware lookup). Option E describes an outcome of policy enforcement after processing, not the
mechanism that mitially put the first packet on the slow path.

NEW QUESTION # 54

A security team wants to harden their network by preventing users from downloading potentially dangerous file types from the
internet (e.g., executable files, archive files, batch scripts) while still allowing safe documents like PDFs. They also want to prevent
the upload of encrypted or password-protected archive files (like ' -zip' or .rar’) to external services, as these cannot be inspected
for malware or sensitive dat a. Which Content-ID feature is specifically used to implement these restrictions based on file type and
direction?

A. Data Filtering profile configured to detect file extensions in the data stream

B. Threat Prevention profile with custom vulnerability signatures matching dangerous file headers.

C. WildFire analysis profile configured to block unknown file types.

D. File Blocking profile configured with rules specifying file types and transfer directions (upload/download) to block or alert
on.

e E. URL Filtering profile configured to block websites known to host malicious file types.

Answer: D

Explanation:

The File Blocking profile is the Content-ID component specifically designed to control the transfer of files based on their type and
the direction of the transfer (upload or download). Option D accurately describes this functionality. It allows administrators to create
granular rules, for instance, blocking .exe' downloads, blocking .zip' uploads (especially if encrypted and thus not inspectable), but
allowing .pdf downloads. Option A submits files for analysis but doesn't block based on type. Option B uses data patterns, not file
types. Option C blocks sites but not the file types themselves if downloaded from an allowed site. Option E uses signatures for
vulnerabilities, not file type control.

NEW QUESTION # 55

A conpany uses Palo Alto Networks Prisma Access for its remote workforce. They have a strict policy to prevent the exfiltration of
sensitive customer data, specifically documents containing patterns resembling Social Security Numbers (SSNs) or Credit Card
Numbers (CCNs). Users should be blocked if they attempt to upload such documents to cloud storage or webmail services.
Assuming App-ID correctly identifies the applications and SSL Forward Proxy decryption is successfully enabled for relevant traffic,
which Content-ID feature is used to enforce this policy, and what is a key aspect of its configuration?

e A Data Filtering profile configured with specific patterns (regex or built-in) for SSNs and CCNs, applied to relevant security
policy rules with an action like 'block' or 'alert'.



B. URL Filtering profile configured to block access to all cloud storage and webmail categories.

C. File Blocking profile configured to block document file types (like .doc, .pdf) being uploaded to the internet.

D. Antivirus profile configured to detect data patterns associated with sensitive information.

E. Threat Prevention profile configured with signatures for SSNs and CCNs, which scans the decrypted data stream.

Answer: A

Explanation:

Preventing sensitive data loss based on pattern matching within application traffic is the specific fnction of the Data Filtering profile
(part of Content-ID). Option D correctly identifies this feature and a key aspect of its configuration: defining the patterns to look for
(using regular expressions or built-in data identifiers) and specifying the action (block, alert, etc.) when a match is found within the
traffic flow that the Data Filtering profile is applied to via a security policy. Option A is incorrect; Threat Prevention signatures are
primarily for exploits and malware, not data patterns. Option B is too blunt; it blocks access entirely rather than inspecting the
content being transferred. Option C blocks file types, not specific content within files. Option E is incorrect; Antivirus profiles scan
for malware signatures, not sensitive data patterns.

NEW QUESTION # 56
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