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31. Frage
Refer to the exhibits.

Device blueprint

Edit Device Blueprint - Stores

Name Stores

Device Model FortiGate-51G

Automatically Link to Real Device

Enforce Firmware Version

Enforce Device Configuration @

Add to Device Group

Add to Folder

Fabric Authorization Template

Pre-Run CLI Template 9G-links

Assign Policy Package © | & default

Provisioning Templates & corp_st
B3] LAN-interface
+

@



https://www.zertfragen.com/FCSS_SDW_AR-7.6_prufung.html

CLI script LAN-interface
Edit CLI Template — LAN interface x
Name LAN-interface
Type CLI -
Comments
0/4096
Script details 4+ ¥
1 config systfemvinterface
- ediig Pertl
Fi:RTINET “g)be: noce oo
4 set allowances
5 pext
& edit port2
7 set mode dhcr
8 next
9 edit ports
10 set ip 10.0.5 (bra:
11 set allowaccess ¢
i2 end
13 end

The admmnistrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for onboarding FortiGate
devices in the company's stores. Later, a technician prepares a FortiGate 51G with a basic configuration and connects it to the
network. The basic configuration contains the port1 configuration and the minimal configuration required to allow the device to
comnect to FortiManager.

After the device first connects to FortiManager, FortiManager updates the device configuration.

Based on the exhibits, which actions does FortiManager perform?

¢ A FortiManager updates the device configuration according to the selected templates. It applies the corp st template first.

¢ B. FortiManager updates access rights only for port1. FortiManager cannot update the IP address because it was already set
manually.

¢ C. FortiManager updates the configuration of portl, port2, and portS. The three ports might get new IP addresses.

¢ D. FortiManager does not update the portl configuration because FortiManager does not change the configuration of
mnterfaces with fgfim access.

Antwort: C

Begriindung;

Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI tenmplates. The LAN-interface script sets
portl and port2 to DHCP and assigns a static IP to port5 (using the branch _id variable). Therefore, when FortiManager pushes the
blueprint, it updates the configurations of port1, port2, and port5 - and their [P addresses may change accordingly.

32. Frage

Refer to the exhibits. The exhibits show the source NAT (SNAT) global setting, port2 interface settings, and the routing table on
FortiGate.

The administrator increases the member priority on port2 to 20. Upon configuration changes and the receipt of new packets, which
two actions does FortiGate perform on existing sessions established over port2? (Choose two.)



Global System configuration

config system global
set snat-route-change enable
end

Interface port2 configuration

config system interface
[..]
edit “port2”
set vdom “root”
set mode dhcp
set type physical
set snmp-index 2

Routing Table on FortiGate

branch1_fgt # get router info routing-table all
Codes: K — kemel, C — connected, S — static, R —RIP, B- BGP
O - OSPF, IA - OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
E1- OSPF external type 1, E2 — QSPF extermnal type 2
i—IS4S8, L1 - 18-S level-1;,L2 - 1SS level-2, ia — IS-IS inter area
* — candidate default

Routing table for VRF=0
S*  0.0.0.0/0 [1/0] via 192.2.0.2, port2, [1/0]
[1/0] via 192.2.0.10, port1, [10/0]

A. FortiGate flags the sessions as dirty.

B. FortiGate updates the gateway information of the sessions with SNAT so that they use port] mnstead of port2.

C. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.

D. FortiGate routes only new sessions over port2.

E. FortiGate continues routing all existing sessions over port2.

Antwort: A,.B

With set snat-route-change enable, FortiGate updates SNAT sessions' egress interface and gateway if a better route becomes
available (e.g., portl after priority change).
The sessions are flagged as dirty, meaning their routing and SNAT details are refreshed upon new traffic matching the session.

33. Frage
Refer to the exhibit that shows an SD-WAN zone configuration on the FortiManager GUL



Edit SLI-WHNLOI’IG—HLIF HTIr‘IET ]

Name

Interface Members

& HUB2-VPN1 x
& HUB2-VPNZ2 X
& HUB2-VPN3 ®
Click to select 3 entries selected
Advanced Options
advpn-health-check @ = HUB1_HC X -
advpn-select o «

minimum-sia-meet-memberse 3

service-sla-tie-break o cfg-order ® =

Based on the exhibit, how will the FortiGate device behave after it receives this configuration?

A. The configuration instructs FortiGate to allow ADVPN shortcuts for the tunnels of this SD-WAN zone.

B. The configuration instructs FortiGate to establish shortcuts only when at least two members meet the SLA target.
C. The configuration instructs FortiGate to choose an ADVPN shortcut based on SD-WAN information.

D. The configuration instructs FortiGate to establish shortcuts only for overlay interfaces that meet the SLA target
HUB1_HC.

Antwort: B

Begrindung;

This is because the setting minimum-sla-meet-members = 2 requires at least two SD-WAN zone members (in this case, HUB2-
VPN1, HUB2-VPN2, and HUB2-VPN3) to pass the defined SLA health check (HUB1 HC) before the FortiGate will establish
ADVPN shortcuts. If fewer than two members meet the SLLA, shortcuts will not be created.

34. Frage

An SD-WAN member is no longer used to steer SD-WAN traffic. The administrator updated the SD-WAN configuration and
deleted the unused member. After the configuration update, users report that some destinations are unreachable. You confirm that
the affected flow does not match an SD-WAN rule.

What could be a possible cause of the traffic interruption?

A. FortiGate admnistratively brings down interfaces when they are removed from the SD-WAN configuration.

B. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN configuration.

C. FortiGate can remove some static routes associated with an interface when the member is removed from SD-WAN.
D. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN members.

Antwort: C

Begriindung;

When an SD-WAN member is deleted, FortiGate can also remove static routes that were tied to that interface. Ifthose routes are
needed for destinations not covered by SD-WAN rules, traffic to those networks becomes unreachable. This explains why flows not
matching SD-WAN rules are interrupted after the member was removed.

35. Frage

Refer to the exhibit. An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl _fgt generates traffic to
the 10.0.0.0/8 network.

The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPN1.

However, the traffic is routed over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)



Diagnose output

fgt_A # diagnose sys sdwan serviced

Service(l) : Address Mode(IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(8), TOS(0x0/0x0), Protocol(0): src(1->65535), Mode(sla), sla-compare-order
Members(3) :
1: Seg_num(4 HUB1-VPN1 HUB1l), alive, sla(0x1), gid(0), cfg_order(0), local cost(0), selected
2: Seq num(é HUB1-VEN3 HUB1l), alive, sla(0xl), gid(0), cfg_order (1) local cost(0), selected
3: Seq_num(5S HUB1-VPN2 HUBl), alive, sla(0xl), gid(0), cfg_order (@), \loecal cost(0), selected
Src address(l):
10.0.1.0-10.0.1.255

fgt_A # diagnose sys sdwan member | grep HUBL
Member (4) : transport-group: 0, interface: HUBL-WEBN1, flags=0xd may_chilpm HTIﬁET'
192.168.1.29, source 192.168.1.1, priogfity: 1W5V1024 gweight: 0 . v

Member (5): transport-group: 0, intexface: WUB1-VPN2, flags=0Oxd may child, gateway: 100.64.1.9, peer:
192.168.1.61, source 192.168.1433; Pfiprity: 10 1024, weight: 0

Member (6) : transport-group: 0, interface: HUB1-VPN3, flags=0Oxd may child, gateway: 172.16.1.5, peer:
192.168.1.93, source 192,186:1.65, priority: 1 1024, weight: 0

fgt_A # get router info routing-table all | grep HUB1

s 10.0.0.0/8 [10/0] via HUB1-VPN3 tunnel 172.16.1.5, [1/0]

B 10.0.3.0/24 [200/0] wvia 192.168.1.2 [3] (recursive is directly connected, HUB1-VPN1), 04:11:41,

[1/0]
[200/0) wia 192.168.1.34 [3] (recursive is directly connected, HUB1-VEN2), 04:11:41,

[1/0]

B 10.1.0.0/24 [200/0) wia 192.168.1.29 (recursive via HUB1-VPN1 tunnel 100.64.1.1), 04:11:42. [1/0]
[200/0] wia 192.168.1.61 (recursive via HUB1-VPNZ tunnel 100.64.1.9), 04:11:42. [1/0]
[200/0] wia 192.168.1.93 (recursive via HUB1-VPN3 tunnel 172.16.1.5), 04:11:42. [1/0)

¢ A HUBI-VPNS3 has a lower route priority value (higher priority) than HUB1-VPNI.

¢ B. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device

e C. HUBI-VPNI does not have a valid route to the destination

e D. HUBI-VPN3 has a higher member configuration priority than HUB1-VPN1

Antwort: B,C

Key Routing Principles

1. SD-WAN rules are policy routes
2. Regular policy routes have precedence over SD-WAN rules

3. Route lookup is done for new and dirty sessions
+ For original and reply traffic
* Includes policy route lookup
4. SD-WAN rules are skipped if:
+ Best route to destination isn't an SD-WAN member
* None of the members have a valid route to destination
« Ifthe preferred member doesn't have a valid route to destination, the next membean;Wsﬁ
5. Implicit SD-WAN rule equals standard forwarding information bas (Fl§j-5 k TI n E.Ir

+ If lookup matches ECMP routes, traffic is load balanced using the configured algorithm
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36. Frage
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