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Fortinet FCSS_SDW_AR-7.6 Prüfungsplan:

Thema Einzelheiten

Thema 1
Rules and Routing: This section focuses on configuring SD-WAN rules for traffic steering and routing
policies for path selection and failover.

Thema 2
Centralized Management: This domain addresses FortiManager-based SD-WAN deployment, branch
configuration implementation, and overlay orchestration using SD-WAN Manager.

Thema 3
Advanced IPsec: This section covers hub-and-spoke topologies, ADVPN configuration, and scalable
multihub and multiregion IPsec deployments.

Thema 4
SD-WAN Basic Setup: This domain covers initial SD-WAN configuration, member and zone setup, and
Performance SLA creation for link monitoring.

Thema 5
SD-WAN Troubleshooting: This domain focuses on diagnosing SD-WAN rule behavior, routing issues,
and ADVPN tunnel problems.
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31. Frage 
Refer to the exhibits.

https://www.zertfragen.com/FCSS_SDW_AR-7.6_prufung.html


The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for onboarding FortiGate
devices in the company's stores. Later, a technician prepares a FortiGate 51G with a basic configuration and connects it to the
network. The basic configuration contains the port1 configuration and the minimal configuration required to allow the device to
connect to FortiManager.
After the device first connects to FortiManager, FortiManager updates the device configuration.
Based on the exhibits, which actions does FortiManager perform?

A. FortiManager updates the device configuration according to the selected templates. It applies the corp_st template first.
B. FortiManager updates access rights only for port1. FortiManager cannot update the IP address because it was already set
manually.
C. FortiManager updates the configuration of port1, port2, and port5. The three ports might get new IP addresses.
D. FortiManager does not update the port1 configuration because FortiManager does not change the configuration of
interfaces with fgfm access.

Antwort: C

Begründung:
Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates. The LAN-interface script sets
port1 and port2 to DHCP and assigns a static IP to port5 (using the branch_id variable). Therefore, when FortiManager pushes the
blueprint, it updates the configurations of port1, port2, and port5 - and their IP addresses may change accordingly.

32. Frage 
Refer to the exhibits. The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on
FortiGate.
The administrator increases the member priority on port2 to 20. Upon configuration changes and the receipt of new packets, which
two actions does FortiGate perform on existing sessions established over port2? (Choose two.)



A. FortiGate flags the sessions as dirty.
B. FortiGate updates the gateway information of the sessions with SNAT so that they use port1 instead of port2.
C. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.
D. FortiGate routes only new sessions over port2.
E. FortiGate continues routing all existing sessions over port2.

Antwort: A,B

Begründung:
With set snat-route-change enable, FortiGate updates SNAT sessions' egress interface and gateway if a better route becomes
available (e.g., port1 after priority change).
The sessions are flagged as dirty, meaning their routing and SNAT details are refreshed upon new traffic matching the session.

33. Frage 
Refer to the exhibit that shows an SD-WAN zone configuration on the FortiManager GUI.



Based on the exhibit, how will the FortiGate device behave after it receives this configuration?

A. The configuration instructs FortiGate to allow ADVPN shortcuts for the tunnels of this SD-WAN zone.
B. The configuration instructs FortiGate to establish shortcuts only when at least two members meet the SLA target.
C. The configuration instructs FortiGate to choose an ADVPN shortcut based on SD-WAN information.
D. The configuration instructs FortiGate to establish shortcuts only for overlay interfaces that meet the SLA target
HUB1_HC.

Antwort: B

Begründung:
This is because the setting minimum-sla-meet-members = 2 requires at least two SD-WAN zone members (in this case, HUB2-
VPN1, HUB2-VPN2, and HUB2-VPN3) to pass the defined SLA health check (HUB1_HC) before the FortiGate will establish
ADVPN shortcuts. If fewer than two members meet the SLA, shortcuts will not be created.

34. Frage 
An SD-WAN member is no longer used to steer SD-WAN traffic. The administrator updated the SD-WAN configuration and
deleted the unused member. After the configuration update, users report that some destinations are unreachable. You confirm that
the affected flow does not match an SD-WAN rule.
What could be a possible cause of the traffic interruption?

A. FortiGate administratively brings down interfaces when they are removed from the SD-WAN configuration.
B. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN configuration.
C. FortiGate can remove some static routes associated with an interface when the member is removed from SD-WAN.
D. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN members.

Antwort: C

Begründung:
When an SD-WAN member is deleted, FortiGate can also remove static routes that were tied to that interface. If those routes are
needed for destinations not covered by SD-WAN rules, traffic to those networks becomes unreachable. This explains why flows not
matching SD-WAN rules are interrupted after the member was removed.

35. Frage 
Refer to the exhibit. An administrator is troubleshooting SD-WAN on FortiGate. A device behind branch1_fgt generates traffic to
the 10.0.0.0/8 network.
The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPN1.
However, the traffic is routed over HUB1-VPN3.
Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)



A. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPN1.
B. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
C. HUB1-VPN1 does not have a valid route to the destination
D. HUB1-VPN3 has a higher member configuration priority than HUB1-VPN1

Antwort: B,C

Begründung:

36. Frage
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