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FS FSCAB2 Priifungsplan:

Thema Einzelheiten
¢ Explain the relationship between interfaces, trunks, VLANS, self-IPs, routes and their status
Therma 1 o statistics: This domain covers BIG-IP networking components including interfaces, trunks, VLANSs, self-

IPs, and routes, their dependencies and status, plus predicting traffic paths and egress IPs.

¢ Define ADC application objects: This domain covers ADC basics including application objects, load

Thema 2 balancing methods, server selection, and key ADC features and benefits.

o Explain high availability (HA) concepts: This domain addresses HA concepts including integrity methods,
Thema 3 implementation approaches, and advantages of high availability configurations.

¢ Determine expected traffic behavior based on configuration: This domain focuses on predicting traffic
Therma 4 behavior based on persistence, processing order, object status, egress IPs, and connection

e rate limits.

o Identify the different virtual server types: This domain covers BIG-IP virtual server types: Standard,
Thema 5 Forwarding, Stateless, Reject, Performance Layer 4, and Performance HTTP.
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F5 BIG-IP Administration Data Plane Concepts (FSCAB2) FSCAB2
Priifungsfragen mit Losungen (Q18-Q23):

18. Frage
A BIG-IP systemreceives a client connection destined to 1.0.0.10:8080. Multiple virtual servers are configured on the system.
Which virtual server will process the connection? (Choose one answer)

A. A virtual server configured with 0.0.0.0:8080

B. A forwarding virtual server configured with 0.0.0.0:any

C. A virtual server configured with destination 1.0.0.10:8080 and is available (green)
D. A forwarding virtual server configured with 1.0.0.10:any (port 0)

Antwort: C

Begriindung;

BIG-IP uses a virtual server matching and precedence algorithm to determine which virtual server processes an incoming connection.
This decision is made entirely in the data plane and is based on how specifically a virtual server matches the destination IP address
and port.

BIG-IP Virtual Server Selection Rules (Simplified):

‘When multiple virtual servers could match a packet, BIG-IP selects the most specific match, using the following precedence:
* Exact [P address and exact port

* Exact [P address with wildcard port (port 0 / any)

* Wildcard IP address with exact port

* Wildcard IP address and wildcard port

Applying the Rules to This Scenario:

Incoming traffic destmation: 1.0.0.10:3080

* Option C: 1.0.0.10:8080

* Exact IP match

* Exact port match

* Highest possible specificity

* Ifthe virtual server is available (green), it wins the match

* Option B: 1.0.0.10:any

* Exact IP match, but wildcard port

* Lower priority than an exact IP + exact port match

* Option D: 0.0.0.0:8080

* Wildcard IP, exact port

* Lower priority than an exact [P match

* Option A: 0.0.0.0:any

* Wildcard IP and wildcard port

* Lowest priority, used only if no more specific virtual server exists

Final Determmation:

Because a virtual server configured with destination 1.0.0.10:8080 exactly matches both the IP address and port of the incoming
connection-and is available-it will always be selected to process the traffic.

Key Data Plane Concept Reinforced:

BIG-IP always processes traffic using the most specific matching virtual server. Exact destination IP and port matches take
precedence over any wildcard or forwarding virtual server definitions.

19. Frage
What type of virtual server has a destination of 0.0.0.0 and listens on a specific VLAN? (Choose one answer)

A. Forwarding (IP)

B. Forwarding (Layer 2)
C. Standard

D. Wildcard

Antwort: D

Begrindung;
In the F5 BIG-IP system, virtual servers are categorized based on their destination address and mask. The system distinguishes
between three primary destination scopes:



* Host Virtual Server: A virtual server that has a specific IP address (e.g., 10.10.10.50) and a /32 mask.

* Network Virtual Server: A virtual server that has a destination address representing a subnet (e.g.,

192.168.10.0) and a specific mask (e.g,, /24).

* Wildcard Virtual Server: A virtual server that has a destination address 0f 0.0.0.0 (or :: for IPv6) and a mask of 0.0.0.0 (or /0).
While a "Forwarding (IP)" virtual server (Option D) is the Type (behavioral configuration) often used to route traffic without load
balancing, the term Wildcard (Option C) is the specific administrative termused to define the "type" of virtual server based on the
0.0.0.0 destination address.

A common architectural use case is to create a Wildcard Virtual Server that listens only on an internal VLAN to act as a default
gateway for outbound traffic (Internet access) for back-end servers. This ensures the BIG-IP system can process and forward traffic
that does not match any other specific virtual server configuration.

20. Frage

Active connections to pool members are unevenly distributed. The load balancing method is Least Connections (imember). Priority
Group Activation is disabled.

What is a potential cause of the uneven distribution? (Choose one answer)

A. Incorrect load balancing method

B. SSL Profile Server is applied

C. Priority Group Activation is disabled
D. A persistence profile is applied

Antwort: D

Begrindung;

Comprehensive and Detailed Explanation (BIG-IP Administration - Data Plane Concepts):

With Least Connections (member), BIG-IP attempts to send new connections to the pool member with the fewest current
connections. In a perfectly "stateless" scenario (no affinity), this often trends toward a fairly even distribution over time.

However, persistence overrides load balancing:

When a persistence profile is applied, BIG-IP will continue sending a client (or client group) to the same pool member based on the
persistence record (cookie / source address / SSL session ID, etc.).

This means even if another pool member has fewer connections, BIG-IP may still select the persisted member to honor session
affinity.

The result can be uneven active connection counts, even though the configured load balancing method is Least Connections.

Why the other options are not the best cause:

A . Priority Group Activation is disabled

Priority Group Activation only affects selection when priority groups are configured; disabling it does not inherently create uneven
distribution under Least Connections.

B. SSL Profile Server is applied

A server-side SSL profile affects encryption to pool members, but it does not by itself cause skewed selection across pool
members. (Skew could happen indirectly if members have different performance/latency, but that's not the primary, expected exam
answer.) D . Incorrect load balancing method Least Connections is a valid method and does not itself explain unevenness unless
something is overriding it (like persistence) or pool members are not all eligible.

Conclusion:

A persistence profile is the most common and expected reason that active connections become unevenly distributed, because
persistence takes precedence over the Least Connections load-balancing decision.

21. Frage
Which statement is true concerning the default commumication between a redundant pair of BIG-IP devices?

A. Regardless of the configuration, some data is communicated between the systems at regular intervals.
B. Connection mirroring data is shared through the serial fail over cable unless network failover is enabled.
C. Data for both connection and persistence mirroring are shared through the same TCP connection.

D. Commumication between the systems cannot be effected by port lockdown settings.

Antwort: C

22. Frage



What is the result when a BIG-IP Administrator manually disables a pool member? (Choose one answer)

A. The disabled pool member stops processing persistent connections.
B. All pool members continue to process persistent connections.

C. All pool members stop accepting new connections.

D. The disabled pool member stops processing existing connections.

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:

In BIG-IP LTM, a pool member state directly affects how traffic is handled at the data plane level. When a pool member is manually
disabled, BIG-IP changes the member’s availability state to disabled, which has specific and predictable traffic-handling
consequences.

According to BIG-IP Administration Data Plane Concepts:

A disabled pool member:

Does not accept new connections

Continues to process existing non-persistent connections until they naturally close Is removed from load-balancing decisions,
including persistence lookups Most importantly for this question:

Persistent connections

(such as those created using source-address persistence, cookie persistence, or SSL persistence) are not honored for a disabled
pool member BIG-IP will not send new persistent traffic to a disabled member, even if persistence records exist Therefore, when a
pool member is manually disabled, it stops processing persistent connections, while allowing existing non-persistent flows to drain
gracefully.

Why the Other Options Are Incorrect:

B - Persistent connections are not honored for a disabled pool member

C - Existing connections are not immediately terminated when a pool member is disabled D - Only the disabled pool member stops
accepting new connections, not all pool members Key Data Plane Concept Reinforced:

Manually disabling a pool member is a graceful administrative action that prevents new and persistent traffic from reaching the
member while allowing existing connections to complete, which is critical for maintenance and troubleshooting scenarios.
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