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AR #18
A new admmistrator is configuring FSSO authentication on FortiGate using DC Agent Mode.
Which step is NOT part of the expected process?

A. The DC agent sends login event data directly to FortiGate.

B. The user logs into the windows domain.

C. The collector agent forwards login event data to FortiGate.

D. FortiGate determines user identity based on the IP address in the FSSO list.
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HE: A

Y.

In DC Agent mode, the DC agent installed on the Domain Controller captures the logon events (e.g., Event ID 4624) in real-time. It
then pushes this information to the Collector Agent. The Collector Agent, which runs as a service on a dedicated machine, is
responsible for consolidating this information and then forwarding it to the FortiGate firewall. The FortiGate receives this data and
uses the user's [P address to apply appropriate security policies.

EE#19
An administrator has configured a dialup IPsec VPN on FortiGate with add-route enabled. However, the static route is not showing
in the routing table. Which two statements about this scenario are correct? (Choose two.)

A. The administrator must enable a dynamic routing protocol on the dialup interface.

B. The administrator must use a policy route instead of a static route for add-route to work properly.
C. The administrator must ensure phase 2 is successfully established

D. The administrator must define the remote network correctly in the phase 2 selectors.

dH: CD

MEH.

With a dialup IPsec VPN on FortiGate, when add-route is enabled, FortiGate will only install the corresponding route when it has
enough negotiated information from the tunnel. In FortiOS 7.6, that means the route is tied to the Phase 2 (Quick Mode) selectors
and is created dynamically when the [Psec SA is actually up.

B . The admmistrator must ensure phase 2 is successfully established

This is required. FortiGate does not install the add-route route just because Phase 1 exists or because the configuration is present.
The route is added when the tunnel is effectively usable, which requires Phase 2 (IPsec SA) to be up. If Phase 2 is not established,
there is no active SA and FortiGate will not inject the related route into the routing table.

So, if the static route is not showing, one correct explanation is that Phase 2 is not up.

C . The administrator must define the remote network correctly in the phase 2 selectors This is also required. For dialup tunnels,
FortiGate derives what route to add from the remote subnet(s) defined in the Phase 2 selector (proxy ID). If the remote network in
Phase 2 is missing, incorrect, or too broad/too narrow in a way that prevents negotiation, the tunnel either won't come up (so no
route), or the route that would be installed won't match what the administrator expects.

So, another correct explanation is that the Phase 2 remote network is not correctly defined, preventing the correct route from being
created.

Why the other options are incorrect

A . Policy route instead of a static route

Add-route does not require policy routes. It is specifically a feature that injects a route (route-table entry) associated with the IPsec
tunnel/SA and the Phase 2 selector networks.

D). Enable a dynamic routing protocol

Dynamic routing protocols (OSPF/BGP/RIP) are not required for add-route. Add-route is independent of dynamic routing and
works by installing routes locally based on the negotiated selectors.

EE #20

FortiGate is ntegrated with FortiAnalyzer and FortiManager.

When creating a firewall policy, which attribute must an administrator include to enhance functionality and enable log recording on
FortiAnalyzer and FortiManager?

A. Policy ID

B. Universally Unique Identifier
C.LogID

D. Sequence ID

He:. B

Y.

In FortiOS 7.6, when FortiGate is integrated with FortiAnalyzer and FortiManager, firewall policies rely on a Universally Unique
Identifier (UUID) to ensure proper policy tracking, synchronization, and log correlation across devices.

Why the UUID is required

Every firewall policy in FortiOS has a UUID.



FortiManager uses the UUID to:

Track policies across managed FortiGate devices

Maintain policy consistency during installs and revisions

FortiAnalyzer uses the UUID to:

Correlate logs accurately to the correct firewall policy

Preserve log association even if policy order or policy ID changes

Without a UUID:

Policy-to-log mapping can break

FortiManager cannot reliably manage or synchronize policies

FortiAnalyzer log analysis becomes inconsistent

This is explicitly documented in Fortinet administration and logging architecture references.
Why the other options are incorrect

B). Policy IDPolicy ID can change when policies are moved and is not reliable for long-term correlation across FortiManager and
FortiAnalyzer.

C). Sequence IDSequence ID reflects GUI ordering only and has no role in log correlation.
D). Log IDLog ID is generated per log event, not per firewall policy.

HE #21
Which two statements describe characteristics of automation stitches? (Choose two answers)

A. Triggers can involve external connectors.

B. Multiple actions can run in parallel.

C. An automation stitch can have muiltiple triggers.

D. Actions involve only devices included in the Security Fabric.

HE: AB

MH.

According to the FortiOS 7.6 Administration Guide and Security Fabric documentation, automation stitches are designed to
automate responses to security and system events across the network. A core characteristic of these stitches is their flexibility in
action execution; specifically, multiple actions can run in parallel (Statement C). While the system allows for sequential execution with
configurable delays between actions, the default behavior or configuration option allows for simultaneous responses, such as sending
an email notification while simultaneously triggering a webhook or quarantining a host.

Furthermore, triggers can involve external connectors (Statement D). While many triggers are local to the FortiGate (such as reboots
or log events), the Security Fabric allows the FortiGate to monitor and react to events from external components like FortiAnalyzer,
FortiSIEM, or FortiClient EMS. For exanple, a FortiAnalyzer event handler can act as the trigger for a stitch on the root FortiGate.
Statement A is incorrect because actions can target external systems like AWS Lambda or Slack which are not internal Fabric
devices.

Statement B is incorrect because each automation stitch is typically defined by a single trigger, though that trigger itself can be broad

(e.g, "Any Security Rating Notification”).

A2 #22
What are two features of FortiGate FSSO agentless polling mode? (Choose two.)

A. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.
B. FortiGate does not support workstation check.

C. FortiGate directs the collector agent to use a remote LDAP server.

D. FortiGate uses the AD server as the collector agent.

Y. AB

Y.

FortiGate FSSO agentless polling mode uses the SMB protocol to directly read event viewer logs from domain controllers (DCs),
eliminating the need for external collector agents.

Workstation checks are not supported in this mode, as FortiGate polls only DC logs and lacks the additional verification features of
agent-based modes.
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