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EHE #165

A developer is creating an ecommerce workflow in an AWS Step Functions state machine that includes a HTTP Task state. The
task passes shipping information and order details to an endpoint.

The developer needs to test the workflow to confirm that the HTTP headers and body are correct and that the responses meet
expectations.

A. Use the data flow simulator to invoke only the HTTP Task. View the request and response data.
B. Use the TestState API to nvoke the state machine. Set the nspection level to DEBUG.

C. Change the log level of the state machine to ALL. Run the state machine.

D. Use the TestState API to invoke only the HTTP Task. Set the inspection level to TRACE.

g: D
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Comprehensive and Detailed Step-by-Step Explanation:

To confirm that the HTTP headers, body, and responses meet expectations, you need to test the specific HITP Task state in
isolation and inspect the details.

* Option A: TestState APT with TRACE:

* The TestState API allows developers to test individual states in a state machine without executing the entire workflow.

* Setting the inspection level to TRACE provides detailed information about the HTTP request and response, including headers,
body, and status codes.

* This option provides the precise and granular testing required to verify the HTTP Task functionality.

* Why Other Options Are Incorrect:

* Option B: The DEBUG inspection level provides less detailed information than TRACE and focuses on general debugging, not a
detailed view of HTTP interactions.

* Option C: Step Functions does not have a "data flow simulator" to test individual tasks; this option is not valid.

* Option D: Changing the state machine's log level to ALL increases logging granularity for the entire state machine but does not
allow isolated testing of a specific HTTP Task.

References:

AWS Step Functions: Testing State Machines

AR #166

A company is building a serverless application on AWS. The application uses an AWS Lambda fimction to process customer orders
24 hours a day, 7 days a week. The Lambda function calls an external vendor's HTTP API to process payments.

During load tests, a developer discovers that the external vendor payment processing API occasionally times out and returns errors.
The company expects that some payment processing API calls will return errors.

The company wants the support team to receive notifications in near real time only when the payment processing external API error
rate exceed 5% of the total number of transactions in an hour. Developers need to use an existing Amazon Simple Notification
Service (Amazon SNS) topic that is configured to notify the support team.

‘Which solution will meet these requirements?

e A Publish the results of the external payment processing API calls to a new Amazon SNS topic.
Subscribe the support team members to the new SNS topic.

¢ B. Publish custom metrics to CloudWatch that record the failures of the external payment processing API calls. Configure a
CloudWatch alarm to notify the existing SNS topic when error rate exceeds the specified rate.

e C. Write the results of payment processing API calls to Amazon CloudWatch. Use Amazon CloudWatch Logs Insights to
query the CloudWatch logs. Schedule the Lambda function to check the CloudWatch logs and notify the existing SNS topic.

e D. Write the results of the external payment processing API calls to Amazon S3. Schedule an Amazon Athena query to run at
regular intervals. Configure Athena to send notifications to the existing SNS topic when the error rate exceeds the specified
rate.

e B

ME:

You can use the Embedded Metrics format to embed custom metrics alongside detailed log event data. CloudWatch automatically
extracts the custom metrics so you can visualize and alarm on them, for real-time incident detection.
https/docs.aws.amazon.convlambda/latest/operatorguide/custom-metrics. html

EAE #167

An online sales company is developing a serverless application that runs on AWS. The application uses an AWS Lambda function
that calculates order success rates and stores the data in an Amazon DynamoDB table. A developer wants an efficient way to
mvoke the Lambda function every 15 minutes.

Which solution will meet this requirement with the LEAST development effort?

e A Create an Amazon EventBridge rule that has a rate expression that will run the rule every 15 minutes. Add the Lambda
function as the target of the EventBridge rule.

e B. Create an AWS Step Functions state machine. Configure the state machine to invoke the Lambda finction execution role
at a specified interval by using a Wait state. Set the interval to 15 minutes.

e (. Create an AWS Systerms Manager document that has a script that will invoke the Lambda function on Amazon EC2. Use
a Systems Manager Run Command task to run the shell script every 15 minutes.

e D. Provision a small Amazon EC2 instance. Set up a cron job that invokes the Lambda function every 15 minutes.
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EE #168

A developer is creating an AWS Lambda finction that needs credentials to connect to an Amazon RDS for MySQL database. An
Amazon S3 bucket currently stores the credentials. The developer needs to improve the existing solution by implementing credential
rotation and secure storage. The developer also needs to provide integration with the Lambda function.

‘Which solution should the developer use to store and retrieve the credentials with the LEAST management overhead?

¢ A Store the credentials in AWS Systems Manager Parameter Store. Select the database that the parameter will access. Use
the default AWS Key Management Service (AWS KMS) key to encrypt the parameter. Enable automatic rotation for the
parameter. Use the parameter from Parameter Store on the Lambda finction to connect to the database.

¢ B. Encrypt the credentials with the default AWS Key Management Service (AWS KMS) key. Store the credentials as
environment variables for the Lambda function. Create a second Lambda function to generate new credentials and to rotate
the credentials by updating the environment variables of the first Lambda finction. Invoke the second Lambda function by
using an Amazon EventBridge rule that runs on a schedule. Update the database to use the new credentials. On the first
Lambda function, retrieve the credentials from the environment variables. Decrypt the credentials by using AWS KMS,
Comnect to the database.

e C. Encrypt the credentials by using AWS Key Management Service (AWS KMS). Store the credentials in an Amazon
DynamoDB table. Create a second Lambda function to rotate the credentials. Invoke the second Lambda function by using
an Amazon EventBridge rule that runs on a schedule. Update the DynamoDB table. Update the database to use the generated
credentials. Retrieve the credentials from DynamoDB with the first Lambda fimction. Connect to the database.

¢ D. Store the credentials in AWS Secrets Manager. Set the secret type to Credentials for Amazon RDS database. Select the
database that the secret will access. Use the default AWS Key Management Service (AWS KMS) key to encrypt the secret.
Enable automatic rotation for the secret. Use the secret from Secrets Manager on the Lambda function to connect to the
database.

He. D

MH.

AWS Secrets Manager is a service that helps you protect secrets needed to access your applications, services, and IT resources.
Secrets Manager enables you to store, retrieve, and rotate secrets such as database credentials, API keys, and passwords. Secrets
Manager supports a secret type for RDS databases, which allows you to select an existing RDS database instance and generate
credentials for it. Secrets Manager encrypts the secret using AWS Key Management Service (AWS KMS) keys and enables
automatic rotation of the secret at a specified interval. A Lambda function can use the AWS SDK or CLI to retrieve the secret from
Secrets Manager and use it to connect to the database. Reference: Rotating your AWS Secrets Manager secrets

EE #169

A company is planning to securely manage one-time fixed license keys n AWS. The company's development team needs to access
the license keys in automaton scripts that run in Amazon EC2 instances and in AWS CloudFormation stacks.

‘Which solution will meet these requirements MOST cost-effectively?

A. CloudFormation NoEcho parameters

B. AWS Secrets Manager secrets with a tag that is named SecretString
C. AWS Systenms Manager Parameter Store SecureString parameters
D. Amazon S3 with encrypted files prefixed with "config"

He. C

=R

Explanation

AWS Systems Manager Parameter Store is a service that provides secure, hierarchical storage for configuration data and secrets.
Parameter Store supports SecureString parameters, which are encrypted using AWS Key Management Service (AWS KMS) keys.
SecureString parameters can be used to store license keys in AWS and retrieve them securely from automation scripts that run in
EC2 instances or CloudFormation stacks. Parameter Store is a cost-effective solution because it does not charge for storing
parameters or API calls. Reference: Working with Systerns Manager parameters

HEE #170
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