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ISC Certified Cloud Security Professional Sample Questions (Q316-Q321):

NEW QUESTION # 316
Which cloud service category most commonly uses client-side key management systens?

A. Platformas a Service
B. Software as a Service
C. Desktop as a Service
D. Infrastructure as a Service

Answer: B

Explanation:

Explanation

SaaS most commonly uses client-side key management. With this type of implementation, the software for doing key management is
supplied by the cloud provider, but is hosted and run by the cloud customer. This allows for full integration with the SaaS
implementation, but also provides full control to the cloud customer.

Although the cloud provider may offer software for performing key management to the cloud customers, with the Infrastructure,
Platform, and Desktop as a Service categories, the customers would largely be responsible for their own options and
implementations and would not be bound by the offerings from the cloud provider.

NEW QUESTION # 317
Setting thermostat controls by measuring the temperature will result in the highest energy costs.
Response:

A. External ambient
B. Under-floor

C. Server mlet

D. Return air

Answer: D

NEW QUESTION # 318
Ifa company needed to guarantee through contract and SLAs that a cloud provider would always have available sufficient resources
to start their services and provide a certain level of provisioning, what would the contract need to refer to?

A. Guarantee
B. Limit

C. Reservation
D. Assurance

Answer: C

Explanation:

Explanation

A reservation guarantees to a cloud customer that they will have access to a minimal level of resources to run their systems, which
will help mitigate against DoS attacks or systems that consume high levels of resources.

A Timit refers to the enforcement of a maximum level of resources that can be consumed by or allocated to a cloud customer,
service, or system. Both guarantee and assurance are terms that sound similar to reservation, but they are not correct choices.

NEW QUESTION # 319
What is the biggest benefit to leasing space in a data center versus building or maintain your own?

e A, Control
e B. Certification



e C. Costs
¢ D. Regulation

Answer: C

Explanation:
When leasing space in a data center, an organization can avoid the enormous startup and building costs associated with a data
center, and can instead leverage economies of scale by grouping with other organizations and sharing costs.

NEW QUESTION # 320

IRM solutions allow an organization to place different restrictions on data usage than would otherwise be possible through traditional
security controls.

Which of'the following controls would be possible with IRM that would not with traditional security controls?

A. Delete
B. Print
C. Copy
D. Read

Answer: B

Explanation:

Explanation

Traditional security controls would not be able to restrict a user from printing something that they have the ability to access and read,
but IRM solutions would allow for such a restriction. Ifa user has permissions to read a file, he can also copy the file or print it under
traditional controls, and the ability to modify or write will give the user the ability to delete.

NEW QUESTION # 321
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