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o Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
FEY 2 1 environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking
prerequisites.

¢ Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
FEw 22 deployment, cloud provider network configuration, and your skills in addressing cluster deployment
challenges.

¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
hEY 73 networking and security measures, as well as addressing connectivity issues.

¢ Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
ey 74 cluster management tasks, along with your ability to oversee cluster and cloud resource health.
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‘When configuring an alert email in Prism Central deployed within an NC2 environment, what is required in order for the emails to be

sent properly?

¢ A Cluster Super Admin permissions

¢ B. A whitelisted public cloud console endpoint

e (. Nane servers configured in Prism Central

e D. SMTP server configured in Prism Central settings

IEf#: D
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To ensure that alert emails are sent properly from Prism Central withn an NC2 environment, configuring an SMTP server in the
Prism Central settings is required. The SMTP server facilitates the sending of email notifications for alerts and other communications.
SMTP Configuration:

Prism Central requires an SMTP server to send email alerts. This involves specifying the SMTP server address, port, and
authentication details if needed.

The configuration must include the email address from which the alerts will be sent and the recipient addresses.

Steps to Configure SMTP Server in Prism Central:

Log in to Prism Central.

Navigate to the "Settings" menu.

Select "Email Server" under the "Alerts" section.

Enter the SMTP server details, including the server address, port, and authentication credentials.

Test the configuration to ensure emails are sent correctly.

Reference:

Nutanix Prism Central Admimnistration Guide

Nutanix Support Documentation on Email Alert Configuration

Best Practices for Configuring SMTP Servers in Cloud Environments
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What is the purpose of an organization in the NC2 console?

e A To link with NC2 subscription plans
¢ B. To segregate clusters based on specific requirements
e C. To map the on-premises Prism Central environment
e D. To Link with a Public Cloud account
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In the NC2 console, an organization is used to segregate clusters based on specific requirements. This segregation allows
administrators to manage clusters more effectively by grouping them according to business units, projects, or other criteria. This
organizational structure helps in maintaining clear boundaries and applying specific policies or permissions to different clusters within
the same NC2 environment.

Reference:

Nutanix Cloud Clusters on AWS Administration

Nutanix Certified Professional - Cloud Integration - AWS
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An administrator has deployed NC2 on AWS. The cluster deployment completed successfully.

After deployment, the administrator created a subnet in AWS, added it as a network in Prism Element, deployed Prism Central
using the newly-configured network, and registered the cloud cluster with it.

The on-premises network and AWS are connected via a Site-to-Site VPN. Cluster nodes, CVM, and Prism Central can
commumnicate with each other, but cannot be accessed from the on-premises network.

What two issues might be the cause of this problem? (Choose two.)

e A Traffic fromthe on-premises network is not permitted by VM and Management security groups.



¢ B. AWS Direct Connect must be used to establish connection between AWS and on-premises
e (. The AWS VPC traffic is blocked by a firewall in the on-premises network.
e D. The AHV firewall is blocking traffic from the on-premises network.

Eﬁ: A\ C
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Traffic from the on-premises network is not permitted by VM and Management security groups:

Ensure that the security groups assigned to the VMs and management interfaces in AWS allow inbound traffic from the on-premises
network. Without appropriate security group rules, the traffic will be blocked.

The AWS VPC traffic is blocked by a firewall in the on-premises network:

Check if the firewall on the on-premises network is configured to allow traffic from the AWS VPC. Firewalls may have restrictive
rules that block incoming traffic, preventing commumnication.

Reference:

Refer to AWS documentation on security groups and firewalls and Nutanix documentation on configuring networking for NC2
clusters.

B #47
An administrator wants to route the outbound and inbound traffic from the NC2 cluster through a proxy server. Which two
statements are correct about using a proxy server? (Choose two.)

e A, NC2 clusters using Flow Virtual Networking do not support a proxy server.

¢ B. The proxy server must be configured only while creating a cluster because the proxy server settings cannot be configured
after the cluster is deployed.

e C. A proxy server is only supported with AOS 6.7.1.6 or higher versions and only with user-created VPCs.

¢ D. The proxy configuration can be changed while tasks for adding or removing nodes are in progress.

Ef: A C
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An admmnistrator needs to backup Prism Central configuration data to an Amazon S3 bucket.
Which pedr-cli command parameters is needed to satisfy this task?

e A recover
¢ B. deployment-info
e (. list-protection-targets

e D. protect
Ef#: D
AR

To backup Prism Central configuration data to an Amazon S3 bucket, the pcdr-cli command with the protect parameter is used.
This parameter is specifically designed for creating protection policies and backing up Prism Central data.

Reference:

Nutanix Prism Central Documentation

Nutanix pcdr-cli Command Reference
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