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I #29
Which product is essential to level 3 of the SOC automation model?

e A FortiAnalyzer

e B. FortiAuthenticator
¢ C. FortiManager

e D. FortiSOAR
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Select two statements that are true about FortiSOAR themes.

(Choose two.)
¢ A FortiSOAR theme can be configured to apply to all users on the system.
¢ B. Non-administrator users can change the theme by editing their user profile.
o (. Selecting Revert Theme allows the user to revert the user profile theme.
¢ D. There are three theme options available: Dark, Light, and Sky.
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Refer to the exhibit.
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Which two statements about the recommendation engine are true? (Choose two.)

e A. The dataset is trained to predict the Severity and Type fields.

¢ B. The recommendation engine is set to automatically accept suggestions.

e C. The alert severity is High, but the recommendation is for it to be set to Medium

e D. There are no playbooks that can be run on the recommended alerts using the recommendation panel
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The Recommendation Engine in FortiSOAR is designed to assist in alert triage by suggesting values for certain fields based on
historical data and machine learning models. In this case, the engine is trained to predict both the Severity and Type fields, suggesting
values that align with past incidents and threat intelligence. Although the current alert severity is High, the recommendation engine has
suggested adjusting it to Medium based on the pattern of similar past alerts, indicating a less critical threat level than nitially
perceived. This functionality helps analysts by providing data-driven insights, which can optimize alert handling and resource
allocation.
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An administrator is issuing the following command on a node trying to join a FortiSOAR duster as a standby:

csadm ha join-cluster --status active -role secondary --primary-node 10.0.1.160 The node fails to join the cluster. What is the
issue?

A. The role value should be worker.

B. The status value should be passive.

C. The primary node needs to be resolvable via FQDN.

D. The IP address should be for secondary-node Instead of primary-node.
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‘When joining a FortiSOAR cluster as a standby node, the correct status value should be passive. Using active would imply that the
node is trying to join as an active node, which could cause conflicts in the cluster setup.



In FortiSOAR, standby nodes must be set as passive to ensure they are recognized correctly and to avoid conflicts with the primary
node or other active nodes within the cluster. Therefore, setting the status to passive will resolve the issue and allow the node to join
the cluster as intended.

HP#33
Which three actions can be performed from within the war room? (Choose three)

A. Use the Task Manager tab to create, manage, assign, and track tasks.

B. Change the roon's status to Escalated to enforce hourly updates.

C. View graphical representation of all records linked to an incident in the Artifacts lab
D. Investigate issues by tagging results as evidence.

E. Integrate a third-party instant messenger directly into the collaboration workspace.
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In FortiSOAR's War Room, users can perform several actions to manage incidents effectively. They can view a graphical
representation of records linked to an incident in the Artifacts lab, which helps visualize connections and dependencies. Additionally,
the War Room supports tagging investigation results as evidence, allowing for a structured approach to incident documentation.
Users can also manage tasks via the Task Manager tab, facilitating task creation, assignment, and tracking within the incident
response workflow.
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