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= A. Participant D

= B, First and Last Namas
= C. Position Name

= In. Title
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A 270
e Manage a security operations environment: This topic of the exam covers how to configure settings in
=1 Microsoft Defender XDR, Manage assets and environments, Design and configure a Microsoft Sentinel

workspace, and Ingest data sources in Microsoft Sentinel.

¢ Manage security threats: In this topic, students learn about hunting threats by using Microsoft Defender
=x 2 XDR and Microsoft Sentinel. Moreover, the topic focuses on creating and configuring Microsoft Sentinel
workbooks.
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¢ Configure protections and detections: This section deals with configuring protections in Microsoft Defender
=x 3 security technologies, configuring detection in Microsoft Defender XDR, and configuring detections in
Microsoft Sentinel

¢ Manage incident response: This section is about responding to alerts and incidents in Microsoft Defender
- XDR, it also covers responding to alerts and incidents identified by Microsoft Defender for Endpoint as
=X 4 well as configuring security orchestration, autormation, and response (SOAR) in Microsoft Sentinel.
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EE #104

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

* Enable and disable advanced features of Microsoft Defender for Cloud.

* Apply security recommendations to a resource.

The solution must use the principle of least privilege.

‘Which Microsoft Defender for Cloud role should you use for each requirement? To answer, drag the appropriate roles to the
correct requirements. Each role may be used once, mote than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area

Enable and disable advanced features of Microsoft Defender for Clogd

Apply security recommendations to a resource



https://www.itexamdump.com/SC-200.html
https://www.koreadumps.com/SC-200-practice-test.html

Bes_ou_rciGiolip _Ow_ne: e _: Enable and disable advanced fcat\v

= Seals 60 M lcrosoft
f Migro; féhder fi loud: | Security Admin

Subscrlpuon Contributor ]

Iy ecur ecommendations to a resource:

i G ] m
o P -te*

Roles Answer Area
|

Resource Group Owner Enable and disable advanced fealfifes of Microsoft Defender for Cloud: | Security Admin

Security Admin
Apply security recommendations to a resource: = Subscription Contributor

Subscription Contributor

Subscription Owner =: IVI i C ros Oft

EE #105

You have a Microsoft 365 ES subscription.

You plan to perform cross-domain investigations by using Microsoft 365 Defender.

You need to create an advanced hunting query to identify devices affected by a malicious email attachment.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

| where isnotempty (SHA256)

DeviceFileEvents

l v FileName, SHA256

extend
join =
project
union

) on SHA256

s Microsaft

Iv Timestamp, FileName, SHAZ256, E-:Lce

extend
join
prolect
union

NetworkMessageld, SenderFromAddress, RecipientEmailAddress




Answer Area
EmailattachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

| where isnotempty (SHAZ256)

project
union

DeviceFileEvents

| | W FileName, SHA256
extend
join
project
union

) on SHAZ256

|v Timestamp, FileName, SHAZ56, DeviceName, DeviceId,

Networ }:Hassagw}cl,ﬁém%ﬂaddress , RecipientEmailAddress

Reference:
https:/docs.microsoft.com/en-us/microsoft- 365/security/mtp/advanced- hunting-query-emails-devices?view=0365-worldwide

EAE #1006

You have a Microsoft Sentinel workspace that contains the following incident.
Brute force attack against Azure Portal analytics rule has been triggered.
Youneed to identify the geolocation information that corresponds to the incident.
‘What should you do?

A. From Investigation, review insights on the incident entity.

B. From Incidents, review the details of the AccouncCuscomEntity entity associated with the incident.
C. From Incidents, review the details of the iPCustomEntity entity associated with the incident.

D. From Overview, review the Potential malicious events map.

He:. D

3.

Explanation

Potential malicious events: When traffic is detected from sources that are known to be malicious, Microsoft Sentinel alerts you on the
map. If you see orange, it is inbound traffic: someone is trying to access your organization from a known malicious IP address. If you
see Outbound (red) activity, it means that data from your network is being streamed out of your organization to a known malicious
IP address.



AE #107
You need to use an Azure Resource Manager template to create a workflow autormation that will trigger an automatic remediation

when specific security alerts are received by Azure Security Center.
How should you complete the portion of the template that will provision the required Azure resources? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

“resources”: [

{
= |v /automations”,

Microsoft Automation
Microsoft Logic
Microsoft. Security
“apiVersion”: “2019-01-0l-preview”,
“name”: “[parameters(‘name’)]”,
“location”: “[parameters(‘location’)]”,

“ty.peﬂ -

“properties”: {
“description”: “[format (variables(‘description’); Y0}’', parameters
(‘subscriptionId’)) 1%,
“isEnabled”: true,
“actions”: [
{
MactionType®t “LogicApp”,
“legicAppResourceId”: “[resourceld(‘'ITEM2/workflows’, parameters

(‘appName’))]”,
“uri”:
parameters ( ‘resourceGroupName’ ) ,

“[listCallbackURL (resourceld (parameters ( ‘subscriptionId’),
) W /workflows/triggers’,
Microsoft. Automation

Microsoft.Logic
Microsoft Security

1? ), ‘2019-05-01’') .value)”

parafiders (‘a yame'), ‘man
! ¥
1]

s Microso




“resources”: [
{

"

“type”: W /automations”,

Microsoft Automation
Microsoft.Logic
Microsoft Secunty

“apiVersion”: “2019-01-0l-preview”,
“name”: “[parameters(‘name’)]”,
“location”: “[parameters(‘location’)]1”,
“properties”: {
“description”: “[format(variables(‘description’), ‘{0}’, parameters
(*subscriptionId’)) 1",
“isEnabled”: true,
“actions”: [
{
“actionType”: “LogicApp”,
“logicAppResoutcelId”: “[resourceld(‘ITEM2/workflows’, parameters
(‘appName’)) 1",
“uri®: “ilistCallbackURL (resourceld(parameters(‘subscriptionId’)

parameters ( ‘resourceGroupName’), * W /workflows/triggers’
e d r

Microsoft. Automation
Microsoft. Logic
Microsoft Secunty

parameters ( ‘appName’), FMmanush’ ) - 12019-05-01f 4. value]”
}

] i
Reference:

https:/docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

EE #108

Your company uses Microsoft Defender for Endpomt.

The company has Microsoft Word documents that contain macros. The documents are used frequently on the devices of the
company's accounting team.

You need to hide false positive in the Alerts queue, while maintaining the existing security posture. Which three actions should you
perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Resolve the alert automatically.

B. Generate the alert.

C. Hide the alert.

D. Create a suppression rule scoped to a device group.
E. Create a suppression rule scoped to any device.

Y. B,CD

MY

‘When dealing with frequent false positives in Microsoft Defender for Endpoint alerts, such as those triggered by legitimate Office
macros, the best practice is to hide false alerts while maintaining overall protection.

Microsoft Defender documentation prescribes the following approach:

* Generate the alert (E): The alert must first appear in the queue so it can be reviewed and correctly classified.

* Hide the alert (B): Analysts can hide individual alerts to clean up the queue without disabling detections or reducing coverage.
* Create a suppression rule scoped to a device group (D): To prevent recurrence, suppression rules should be scoped narrowly
(such as to a device group like the accounting team's devices), maintaining the principle of least privilege and minimal impact.
Options A (Resolve automatically) and C (Suppress any device) would reduce visibility or broaden suppression excessively,
potentially missing real threats.

This combination of actions aligns with Defender XDR's alert management best practices, ensuring a balance between reducing noise

and preserving security posture.
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