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i 8 #1571

You work as a project manager for BlueWell Inc. You are involved with the project team on the different risk issues in your project.
You are using the applications of IRGC model to facilitate the understanding and managing the rising of the overall risks that have
impacts on the economy and society. One of your team members wants to know that what the need to use the IRGC is. What will
be your reply?

¢ A. Explanation:
IRGC is aimed at building robust, integrative inter-disciplinary governance models for emerging and existing risks. The
International Risk Governance Council (IRGC) is a self-governing organization whose principle is to facilitate the
understanding and managing the rising overall risks that have impacts on the economy and society, human health and safety,
the environment at large. IRGC's effort is to build and develop concepts of risk governance, predict main risk issues and
present risk governance policy recommendations for the chief decision makers. IRGC mainly emphasizes on rising, universal
risks for which governance deficits exist. Its goal is to present recommendations for how policy makers can correct them
IRGC models at constructing strong, integrative interdisciplinary governance models for up-coming and existing risks.

¢ B. IRGC addresses understanding of the secondary impacts of a risk.

¢ C. IRGC models aim at building robust, integrative inter-disciplinary governance models for emerging and existing risks.


https://drive.google.com/open?id=1jA2tLj00-N7KgeU4IrapeJlK5X60OArj
https://www.pdfexamdumps.com/CRISC-practice-test.html
https://www.pdfexamdumps.com/CRISC_valid-braindumps.html
https://www.vcesoft.com/CRISC-exam-questions.html

e D. IRGC addresses the development of resilience and the capacity of organizations and people to face unavoidable risks.
¢ E. IRGC is both a concept and a tool.

ER: C

it B B -

is incorrect. As IRGC is aimed at building robust, integrative inter-disciplinary governance models for emerging and existing risks, so
it is the best answer for this options D and C are incorrect. Risk governance addresses understanding of the secondary impacts of a
risk, the development of resilience and the capacity of organizations and people to face unavoidable risks.

i 8 #1572
A risk practitioner is developing a set of bottom-up IT risk scenarios. The MOST important time to involve business stakeholders is
when:

A. updating the risk register

B. identifying risk migration controls
C. documenting the risk scenarios
D. validating the risk scenarios

ZX: B

IR #1573
Which of the following would be a risk practitioner'$ BEST recommendation to help ensure cyber risk is assessed and reflected in
the enterprise-level risk profile?

A. Tmplement a cyber risk program based on industry best practices

B. Define cyber roles and responsibilities across the organization

C. Manage cyber risk according to the organization's risk management framework.
D. Conduct cyber risk awareness training tailored specifically for senior management

ER: C

BB -

Managing cyber risk according to the organization's risk management framework is the best recommendation to help ensure cyber
risk is assessed and reflected in the enterprise-level risk profile, as it helps to integrate and align the cybersecurity risk management
(CSRM) and the enterprise risk management (ERM) processes. A risk management framework is a set of principles, policies, and
practices that guide and support the risk management activities within an organization. A risk management framework helps to
establish a consistent, comprehensive, and coordinated approach to risk management across the organization and to the external
stakeholders.

Managing cyber risk according to the organization's risk management framework helps to ensure cyber risk is assessed and reflected
in the enterprise-level risk profile by providing the following benefits:

* It enables a holistic and comprehensive view of the cyber risk landscape and its interdependencies with the business processes and
functions.

* It facilitates the communication and collaboration among the business and IT stakeholders and enhances their understanding and
awareness of the cyber risk exposure and control environment.

* It supports the development and implementation of effective and efficient cyber risk response and mitigation strategies and actions
that are aligned with the business risk appetite and objectives.

* It provides feedback and learning opportunities for the cyber risk management and control processes and helps to foster a culture
of continuous improvement and nnovation.

The other options are not the best recommendations to help ensure cyber risk is assessed and reflected in the enterprise-level risk
profile. Defining cyber roles and responsibilities across the organization is a good practice to clarify and assign the duties and
accountabilities for the cyber risk management and control processes, but it does not directly address the cyber risk assessment and
ntegration with the enterprise-level risk profile.

Conducting cyber risk awareness training tailored specifically for senior management is a useful method to educate and engage the
senior management in the cyber risk management and control processes, but it does not provide a systematic or consistent way to
assess and reflect the cyber risk in the enterprise-level risk profile. Implementing a cyber risk program based on industry best
practices is a possible action to improve and enhance the cyber risk management and control processes, but it does not ensure the
alignment or integration with the organization's risk management framework or the enterprise-level risk profile. References

= Integrating Cybersecurity and Enterprise Risk Management (ERM) - NIST, IT Risk Resources | ISACA, Identifying and



Estimating Cybersecurity Risk for Enterprise Risk ...

i /8 #1574
You work as a project manager for Bluewell Inc. You have identified a project risk. You have then implemented the risk action plan
and it turn out to be non-effective. What type of plan you should implement in such case?

A. Risk avoidance

B. Risk mitigation

C. Risk fallback plan
D. Risk response plan

E&R:. C

R -

Section: Volume B

Explanation:

A risk fallback plan is a proper plan devised to identify definite action to be taken if the risk action plan (Risk Mitigation Plan) is not
helpful. Fallback plan is important in Risk Response Planning, If the contingency plan for a risk is not successful, then the project
team implements the fallback plan. Fall-back planning is intended for a known and specific activity that may perhaps fail to produce
desired outcome. It is related with technical procedures and with the responsibility of the technical lead.

Incorrect Answers:

A, C, D: These all choices itself comes under risk action plan. As in the described scenario, risk action plan is not turned to be
effective, these should not be implemented again.

R #1575

An IT department originally planned to outsource the hosting of its data center at an overseas location to
reduce operational expenses. After a risk assessment, the department has decided to keep the data center in-
house. How should the risk treatment response be reflected in the risk register?

A. Risk transfer

B. Risk mitigation
C. Risk acceptance
D. Risk avoidance

ZX: D

fRRERR A

The risk treatment response that should be reflected in the risk register when an IT department decides to
keep the data center in-house instead of outsourcing it to an overseas location is risk avoidance. Risk
avoidance is a risk response strategy that mvolves elimnating the source of the risk, or changing the plan or
scope of the activity, to avoid the risk altogether. Risk avoidance can help to reduce the risk exposure and
impact to zero, by removing the possibility of the risk occurrence. In this case, the IT department avoids the
risk of outsourcing the data center to an overseas location, which could mvolve various threats,
wvulnerabilities, and uncertainties, such as data security, legal compliance, service quality, communication, or
cultural issues. By keeping the data center in-house, the IT department maintains the control and ownership of
the data center, and elimnates the potential risk associated with the outsourcing, Risk mitigation, risk
acceptance, and risk transfer are not the correct risk treatment responses, as they do not reflect the actual
decision and action taken by the IT departiment, and they do not eliminate the risk source or

occurrence. References = CRISC Review Manual, 6th Edition, ISACA, 2015, page 51.
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