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¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
Topic 1 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

Topic 2
P WAN members and zones effectively, ensuring foundational network segmentation and management.
¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
Topic 3 managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing

branch configurations and utilizing overlay templates to streamline network management.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q42-Q47):

NEW QUESTION # 42

Refer to the exhibits. The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for
onboarding FortiGate devices in the company's stores. Later, a technician prepares a FortiGate 51G with a basic configuration and
connects it to the network.

The basic configuration contains the port1 configuration and the minimal configuration required to allow the device to connect to
FortiManager.

After the device first connects to FortiManager, FortiManager updates the device configuration.

Based on the exhibits, which actions does FortiManager perform?
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CLI script LAN-interfacé&= = "SI T I E T

Edit CLI Template — LAN interface x
Name LAN-interface
Type cu -
Comments
0/4096
Script details [N 4+ ¥
[ 1 config system)interface '
2 edi® portl
3 set mode dhcp
4 set allowances ping https ssh fgfm
5 next
6 edit port2
) set mode dhcp
8 next
S edit port5S
10 set ip 10.0.8 (branch id) .254 255.255.255.0
11 set allowaccess ping
12 end
13 end

A. FortiManager does not update the port] configuration because FortiManager does not change the configuration of
interfaces with fgfin access.

B. FortiManager updates the configuration of portl, port2, and portS. The three ports might get new IP addresses.

C. FortiManager updates the device configuration according to the selected templates. It applies the corp_st template first.

D. FortiManager updates access rights only for port1. FortiManager cannot update the IP address because it was already set
manually.

Answer: B

Explanation:

Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates.

The LAN-nterface script sets portl and port2 to DHCP and assigns a static IP to port5 (using the branch id variable). Therefore,
when FortiManager pushes the blueprint, it updates the configurations of port1, port2, and port5 - and their IP addresses may

change accordingly.

NEW QUESTION # 43
Refer to the exhibits.
Exhibit A
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Exhibit B

View Install Log
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Exhibit A shows a policy package definition. Exhibit B shows the install log that the administrator received when he tried to install the
policy package on FortiGate devices.
Based on the output shown in the exhibits, what can the administrator do to solve the issue?

A. Use a metadata variable instead of a dynamic interface to define the firewall policy.

B. Policies can refer to only one LAN source interface. Keep only the D-LAN, which is the dynamic LAN interface.
C. Create dynamic mapping for the LAN interface for all devices in the installation target list.

D. Dynamic mapping should be done automatically. Review the LAN mterface configuration for branch2 _fgt.

Answer: C

NEW QUESTION # 44
Refer to the exhibit. How does FortiGate handle the trafic with the source IP 10.0.1.130 and the destination IP 128.66.0 125?



FortiGate router policy and diagnose output

branchl_fgt # show router policy
config router policy
edit 1
set src *10.0.1.128/255.255.255.128"
set dst “128.66.0.0/255.255.255.0"
set action deny
next
end

branchl fgt # diagnose sys sdwan serviced

Service(l): Rddress Mode (IPV4) flags=0x4200 use-shortcut-sla
use-shortcut
Tia break: cfg
Shortcut priority: 2
Gen{l), TOS(0x0/0x0), Protocol(0): src(l->§5535) :dst
(1->65535) , Mode (priority),
link-cost-factor(latency); link-cost-threshold(10),
health-check (Corp_HC)
Members (2) :
1: Seq num(2 portZ underlay), alive, latency:
0.76%, selected
2: Seq num{l portl underlay), aliwve, latency:
71.022, selected
Application Contrel(3): Microsoft.Portal (41469,0)
Salesforce (16820, 0) ‘Collaboration (0,28) amn |-
Erc address(l): E“::JHTInE-I
10.0.1.0-10.0.1.255

Service(4) : Address Mode (IPV4) £flags=0x24200 use-shortcut-sla
use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen({l), TOS(0x0/0x0), Protocol(0): src(l-»>E5535):dst
(1-»65535), Mode(sla hash-mode=round-robin),
Membears (2) :
1: seq num(l portl underlay), alive sla(0x1),
gid{2), num of pass(l), selected
2: Segq_num(2 portZ underlay), alive sla(0xl1),
gid(2), num of pass{l), selected
Src address(1):
10.0.1.0-10.0.1.255

Dat address(l):
128.66.0.0-128.66.255.255

e A FortiGate load balances the traffic flow through port1 and port2.
e B. FortiGate steers the traffic flow through port2.

e C. FortiGate routes the traffic flow according to the FIB.

¢ D. FortiGate drops the traffic flow.

Answer: D

Explanation:

The router policy explicitly denies traftic with source 10.0.1.128/25 (which includes 10.0.1.130) and destination 128.66.0.0/24
(which includes 128.66.0.125). Even though SD-WAN service 4 shows members (portl and port2) alive and available for this
traffic, the router policy is evaluated first and blocks it. Therefore, FortiGate drops the traffic flow.

NEW QUESTION # 45
You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

e A. Update the DHCP server configuration.
e B. Create model devices.
e (. Define metadata variables value for each device.



e D. Create a ZTP tenplate.
¢ E. Create policy blueprint.

Answer: B,D.E

NEW QUESTION # 46
Refer to the exhibits.

Device blueprint

Edit Device Blueprint - Stores
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CLI script LAN-interface

Edit CLI Template — LAN interface x
MName LAN-interface
Type cL -
Comments
0/4096

Script details A
cenfig system interface I - ?-I 'I lI IET

2 edit portl

3 set mode dhcr

4 set allowances ping http:
5 next

6 edit port2

7 set mode

8 next

9 edit port5s

10 set ip 10.0.5 (branch_id) .254 255.255.255.0
11 set allowaccess ping

12 end

13 ena

The admmistrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for onboarding FortiGate
devices in the company's stores. Later, a technician prepares a FortiGate 51G with a basic configuration and connects it to the
network. The basic configuration contains the portl configuration and the minimal configuration required to allow the device to
connect to FortiManager.

After the device first connects to FortiManager, FortiManager updates the device configuration.

Based on the exhibits, which actions does FortiManager perform?

¢ A FortiManager does not update the portl configuration because FortiManager does not change the configuration of
interfaces with fgfin access.

¢ B. FortiManager updates the configuration of port1, port2, and port5. The three ports might get new IP addresses.

¢ C. FortiManager updates the device configuration according to the selected templates. It applies the corp_st template first.

¢ D. FortiManager updates access rights only for portl. FortiManager cannot update the [P address because it was already set
manually.

Answer: B

Explanation:

Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates. The LAN- mterface script sets
portl and port2 to DHCP and assigps a static IP to port5 (using the branch id variable).

Therefore, when FortiManager pushes the blueprint, it updates the configurations of portl, port2, and port5 - and their IP addresses

may change accordingly.

NEW QUESTION # 47
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