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HE#T1

Before Making any changes build the Dockerfile with tag base:v1
Now Analyze and edit the given Dockerfile(based on ubuntu 16:04)
Fixing two instructions present in the file, Check from Security Aspect and Reduce Size point of view.
Dockerfile:

FROM ubuntulatest

RUN apt-get update -y

RUN apt install nginx -y

COPY entrypomt.sh /

RUN useradd ubuntu

ENTRYPOINT ["/entrypoint.sh"]

USER ubuntu

entrypoint.sh

#!/bm/bash

echo "Hello from CKS"

After fixing the Dockerfile, build the docker-image with the tag base:v2

e A. To Verify: Check the size of the image before and after the build.
EfE: A
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SIMULATION

A container image scanner is set up on the cluster.

Given an incomplete configuration in the directory

/etc/kubernetes/confcontrol and a functional container image scanner with HTTPS endpoint https/test-
server.local.8081/image policy

1. Enable the admission plugin.

2. Validate the control configuration and change it to implicit deny.

Finally, test the configuration by deploying the pod having the image tag as latest.

e A. Send us the Feedback on it.

IEf#: A

R #73

You nust complete this task on the following cluster/nodes: Cluster: immutable-cluster Master node: master] Worker node:
workerl You can switch the cluster/configuration context using the following command:

[desk@cli] $ kubectl config use-context immutable-cluster

Context: It is best practice to design containers to be stateless and immutable.

Task:

Inspect Pods running in namespace prod and delete any Pod that is either not stateless or not immutable.

Use the following strict interpretation of stateless and immutable:

1. Pods being able to store data inside containers must be treated as not stateless.

Note: You don't have to worry whether data is actually stored inside containers or not already.

2. Pods being configured to be privileged in any way must be treated as potentially not stateless or not imnmutable.


https://www.it-passports.com/CKS.html

Ef#:

fiE it

k get pods -n prod

k get pod <pod-name> -n prod -o yaml | grep -E "privilegedReadOnlyRootFileSystem Delete the pods which do have any of these
2 properties privileged:true or ReadOnlyRootFileSystem: false

[desk@cli]$ k get pods -n prod

NAME READY STATUS RESTARTS AGE

cis 1/1 Running 0 68m

db 1/1 Running 0 4m

nginx 1/1 Running 0 23m

[desk@cli]$ k get pod nginx -n prod -o yaml | grep -E 'privileged/RootFileSystem!
{"apiVersion™"v1","kind""Pod","metadata":{"annotations":{} ,"creationTimestamp"null, "labels":

{"run""nginx"},"name":"nginx", "namespace":"prod"}, "spec":{"containers"{ {"image": nginx","name":"nginx","resources":
{},"securityContext":{"privileged"true} } ],"dnsPolicy":"ClusterFirst", "restartPolicy"Always"} ,"status™:{} } fprivileged: {} privileged:
true

[desk@cli]$ k delete pod nginx -n prod
[desk@cli]$ k get pod db -n prod -o yaml | grep -E 'privileged|RootFilesystem

5 k get pod db —-n prod —o yaml | grep —-E ‘privileged | RoctFileSysatan”

[desk@cli]$ k delete pod cns -n prod Reference: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
https/cloud.google.convarchitecture/best-practices-for-operating-containers Reference:

[desk@cli]$ k delete pod cns -n prod Reference: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
https/cloud.google.convarchitecture/best-practices-for-operating-containers

HH #74

Context

A container image scanner is set up on the cluster, but it's not yet fully integrated into the cluster s configuration. When complete, the
container image scanner shall scan for and reject the use of vulnerable images.

Task

You have to complete the entire task oftthe cluster's master node,

where all services and files have béen prepared and placed.
LINUX

Given an incomplete configuration in directory /etc/kubernetes/epconfig and a functional container image scanner with HTTPS
endpoint https’//wakanda.local:8081 /image policy :

1. Enable the necessary plugins to create an image policy

2. Validate the control configuration and change it to an implicit deny

3. Edit the configuration to point to the provided HTTPS endpoint correctly Finally, test if the configuration is working by trying to
deploy the vulnerable resource /root/KSSC00202/vulnerable-resource.yml.

LINUXC
You can find the container image SCaHRB™s log file at

varflog/imagepolicy/acme.log .
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HE#75
You're in charge of enforcing a secure supply chain in your Kubernetes environment. You need to ensure that all container images
deployed to your cluster are scanned for known vulnerabilities before being deployed. How would you achieve this?

Ef#:

fEE N -

Solution (Step by Step) :

1. Choose a Vulnerability Scanner:

- Select a reputable container image vulnerability scanner. Popular options include:

- Aqua Security: A comprehensive platform that offers image scanning, runtime security, and policy enforcement.

- JFrog Xray: A vulnerability scanner that integrates with JFrog Artifactory, providing deep scanning capabilities.

- Ancnore Engine: An open-source scanner that can be deployed on-premises or in the Cloud.

2. Integrate with Your Registry (if applicable):

- If your vulnerability scanner support integration with your registry (e.g., Docker Hub, Harbor), configure it to scan images
automatically as they are pushed.

- This approach provides real-time vulnerability scanning, ensuring that only secure images are available for deployment.

3. Implement a Scanning Pipeline (if needed):

- If your chosen scanner doesn't integrate with your registry, build a scanning pipeline using a CI/CD tool like Jenkins, GitLab CI, or
CircleCL

- The pipeline should:

- Pull the image from the registry.

- Run the vulnerability scanner against the image.

- Fail the build if any critical vulnerabilities are found.

- Ifno critical vulnerabilities are found, push the scanned image to the registry with a tag indicating its scan status.

4. Configure Kubernetes Policies:

- Use Kubernetes policies (like Pod Security Policies or Admission Controllers) to enforce the following;

- Restrict deployments to images with a "scanned" tag: This ensures only images that have undergone vulnerability scanning are
deployed.

- Block deployments of images with known critical vulnerabilities: This prevents deployment of images with unacceptable risks.
5. Monitor Scanning Resuilts:

- Continuously monitor vulnerability scanning results.

- Keep track of vulnerabilities found and their severity.

- Update your policies to reflect changes in vulnerability scanning results.

6. Remediation and Patching:

- Have a process in place to remediate and patch vulnerabilities found in images.

- Work with developers and security teams to address vulnerabilities promptly.
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