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Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions
(Q50-QS55):

NEW QUESTION # 50
Which two capabilities does FortiAuthenticator offer when acting as a self-signed or local CA? (Choose two.)

A. Merging local and remote CRLs using SCEP

B. Validating other CA CRLs using OCSP

C. Creating, signing, and revoking of X.509 certificates
D. Importing other CA certificates and CRLs
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Answer: C,D

Explanation:
FortiAuthenticator can import other CA certificates and CRLs for trust and validation purposes.
It can create, sign, and revoke X.509 certificates when acting as a self-signed or local CA.

NEW QUESTION # 51
What is the recommended strategy to ensure high availability for FortiAuthenticator?

A. Keep the system in standby mode at all times

B. Use muiltiple authentication methods for each user

C. Implement a clustered configuration with multiple FortiAuthenticator units
D. Configure all users to have duplicate accounts

Answer: C

NEW QUESTION # 52
Which two statements about asymiretric cryptography are true? (Choose two.)

A. Tt distributes key pairs to both the client and the server

B. Private keys are distributed in the server's digital certificates
C. The public key can be openly distributed

D. It uses a mathematically linked public and private key pair

Answer: C,D

Explanation:
In asymmetric cryptography, the public key can be openly shared without compromising security.
It relies on a mathematically linked public and private key pair, where one key encrypts and the other decrypts.

NEW QUESTION # 53
What is the purpose of a Certificate Signing Request (CSR)?

A. To request a digital certificate froma Certificate Authority (CA)
B. To request a software update for a server

C. To request a new network IP address

D. To request access to a restricted website

Answer: A

NEW QUESTION # 54
Why would you configure an OCSP responder URL in an end-entity certificate?

A. To identify the end point that a certificate has been assigned to

B. To provide the CRL location for the certificate

C. To designate a server for certificate status checking

D. To designate the SCEP server to use for CRL updates for that certificate

Answer: C

NEW QUESTION # 55
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