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A CTO is nvestigating a catastrophic outage. A TKG Worker Node containing several critical database First Class Disks (FCDs)
suffered data corruption.

The node was running on a host experiencing high load, and standard VMDK backup routines (via VADP) were disabled to save
CPU cycles. The storage team attempted to restore the FCDs using low- level API commands.

The engineer uses vimrcmd to inspect the FCD state:

[root@esx-08:~] vim-cmd virsve/get.tasklist

Task: ReconcileFCD_Task

Status: Failed

Error: "VStorageObjectNotFound"

[root@esx-08:~] vim-cmd vimsve/device. diskaddexisting 20
/vmfs/volumes/vsan/fcd/88bl....

Error: "The disk object requires a CryptoKeyID which was not found in
the current KMS provider."

How do the concepts of FCD independence and vSAN Encryption interact to create this restoration failure? (Select all that apply.)

¢ A. CNS volues inherently use "Self-Encrypting Drives" (SEDs) where the FCD keys are stored on the physical NVMe
firmware, bypassing the KMS.
¢ B. Converting the FCD back to a traditional VMDK using standard storage vIMotion will strip the encryption and restore
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access.

¢ C. First Class Disks (FCDs) retain their SPBM-assigned capabilities (including Encryption Key IDs) independent of the
worker node VM.

e D. The ESXi host lost connection to the Key Management Server (KMS) or the specific Key Encryption Key (KEK)
associated with this FCD was rotated and lost.

¢ E. The FCD cannot be attached to a rescue VM or the original worker node because the hypervisor cannot decrypt the
VSAN object without the matching CryptoKeylD.
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P& #49
What is the purpose of Object Space Reservation (OSR)?

A. Increase cache size
B. Reserve CPU
C. Guarantee storage capacity

D. Improve networking
ER: C
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An admnistrator is responsible for managing a VMware Cloud Foundation (VCF) Private Cloud.

The following information has been provided about the environment:

* There are 3 customer datacenters, Site A, Site B and Site C.

* The datacenter at Site A runs all Production Services.

* The datacenter at Site B has reached capacity and there is no space for additional physical hardware.

* The datacenter at Site C has been commissioned to replace Site B, because there is more rack space and power capacity to cater
for future demand.

The administrator has been tasked with identifying the networking requirements for a new VMware vSAN Stretched Cluster with
the following requirements:

* The solution will deploy a total of 10 new ESX host servers to create a VMware vSAN Stretched Cluster.

* The solution must deploy appropriate networking to ensure minimal disruption from issues with Spanning Tree Protocol (STP).
Drag and drop the correct vSAN Site Type, Networking Type and Round Trip Latency (RTT) within the boxes provided to
complete the high-level diagram.
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Explanation:

Site A = Data Site; Site B = Witness Site; Site C = Data Site; Site A # Site C = Layer 3, RTT < 5 ns; Site A # Site B = Layer 3,
RTT <200 ms; Site B# Site C = Layer 3, RTT <200 ms Site A and Site C should be the data sites because Site A hosts
production services and Site C has been commissioned to replace the capacity-constrained Site B. Site B should be used as the
witness site because it has no space for additional physical hosts, and a vSAN witness appliance does not run workload VMs. A
VSAN Stretched Cluster requires two availability zones for data nodes and a third site for the witness appliance. The data-site-to-
data-site connection carries synchronous vSAN data traffic and must meet less than 5 ms RTT. The witness site carries metadata
traffic only, so the data- site-to-witness links support higher latency, with less than 200 ms RTT for up to 10 hosts per site.
Because the requirement specifically calls out minimizing disruption from STP, Layer 3 is the preferred network type between sites.
VMware states that Layer 3 helps avoid STP redirecting traffic across undesirable links, such as constrained witness links.
Reference topics: vVSAN Stretched Cluster Network Design, Data Site and Witness Site Placement, Layer 3 Recommendation, RTT
Requirerments.

FIRE #51
‘Which statement accurately defines the fundamental architectural difference between Local Protection and Remote Protection within
the vSAN Data Protection (VSAN DP) framework?

¢ A Local protection is limited to capturing the virtual machine's RAM state, while remote protection only captures persistent
storage blocks.

¢ B. Local protection creates immutable snapshots that reside on the same vSAN datastore as the production VM, whereas
remote protection replicates these snapshots to an isolated secondary vSAN cluster.

¢ (. Local protection utilizes standard VMFS-L redo-log snapshots, whereas remote protection utilizes the vSphere
Replication appliance to stream writes to the remote site.

¢ D. Local protection operates at the hypervisor kernel level to intercept I/O, whereas remote protection requires guest OS
agents to perform file-level backups.

EX: B

i RE #52

An admmistrator is presented with the following scenario:

* 20 TB of additional storage is being requested by a VM application owner.

* The application has high CPU/Memory requirements that can only be satisfied by the current cluster the application runs in.
* The application has high IOPS and bandwidth requirements to run properly.

* The existing VSAN cluster only has 10 TB of unused capacity.

* The hosts i the cluster have no additional NVMe slots left.

* The administrator does not have permission to purchase additional hosts or re-assign hosts from other vVSAN clusters.

* Other vSAN clusters exist in the environment that can satisfy the requirement.

Which VSAN feature should be used to fulfill this scenario?

A. vSAN Data Protection
B. vSAN HCI Mesh

C. vSAN Stretched Clusters
D. vSAN File Services

0¥
M

: B



i RE S «

VSAN HCI Mesh is the correct feature because the application must continue running on the existing compute cluster, but that
cluster lacks enough unused vVSAN capacity and has no available NVMe slots for expansion.

HCI Mesh, also known as vSAN datastore sharing, allows independent VSAN clusters to share remote datastore capacity with
other compatible vVSAN clusters. The remote datastore can be mounted and used as if it were local storage, allowing VMs running
on the current cluster to consume storage from another vSAN cluster that has sufficient capacity and performance. This satisfies the
requirement without purchasing hosts, reassigning hosts, or moving the application away from the cluster that provides the required
CPU and memory. vSAN Data Protection addresses snapshots and recovery, not capacity expansion. VSAN File Services provides
SMB/NEFS file shares, not additional VM datastore capacity. VSAN Stretched Clusters provide availability-zone resilience, not
cross-cluster capacity borrowing, VCF documentation describes HCI Mesh as cross-cluster capacity sharing that enables multiple
independent vSAN HCI clusters to consume storage from adjacent vSAN storage resources. Reference topics: vSAN HCI Mesh,
VSAN Datastore Sharing, Cross-Cluster Capacity Sharing, Remote VSAN Datastore.
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