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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q54-
Q59):
NEW QUESTION # 54 
Refer to the exhibit.

You attempted to access the Linux1 EC2 instance directly from the internet using its public IP address in AWS. However, your
connection is not successful.
Given the network topology, what can be the issue?

A. There is no connection between VPC A and VPC B.
B. The Transit Gateway BGP IP address is incorrect.
C. There is no elastic IP address attached to FortiGate in the Security VPC.
D. There is no internet gateway attached to the Spoke VPC A.

Answer: D

Explanation:
The Fortinet documentation states: "An IGW in AWS is a VPC component that allows communication between instances in your
VPC and the internet... AWS users with less experience may face connectivity issues if they create a new VPC, add EC2 instances
to it, but forget that they need an IGW for internet connectivity."

NEW QUESTION # 55 
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Your organization has several FortiGate VMs deployed in Azure. You need to implement a solution with Azure native tools that
allows you to determine whether packets are being permitted or blocked by the FortiGate VMs.
Which solution can you use to meet these requirements?

A. Install the Azure Monitor agent in all VMs.
B. Configure Azure Advisor to analyze the network traffic.
C. Insert the VM traffic logs in Azure Sentinel.
D. Use IP flow verify for each of the VMs.

Answer: D

Explanation:
Azure IP flow verify is part of Network Watcher and lets you check if traffic is allowed or denied for a specific VM by analyzing its
effective security rules and routing. This provides visibility into whether packets are being permitted or blocked for the FortiGate
VMs.

NEW QUESTION # 56 
Exhibit.
In which type of FortiCNP insights can an administrator examine the findings triggered by this policy?

A. User activity
B. Data
C. Threat
D. Risk

Answer: D

NEW QUESTION # 57 
Exhibit.

In which type of FortiCNP insights can an administrator examine the findings triggered by this policy?

A. User activity
B. Data
C. Threat
D. Risk

Answer: D

NEW QUESTION # 58 
Refer to the exhibit.



What is the purpose of this section of an Azure Bicep file?

A. To document the FortiOS versions in the resulting topology
B. To restrict which FortiOS versions are accepted for deployment
C. To add a comment with the permitted FortiOS versions that can be deployed
D. To indicate the correct FortiOS upgrade path after deployment

Answer: B
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......
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