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HE#11

‘When configuring a service in ClearPass, which component is responsible for defining the access privileges after successful
authentication?

Response:

¢ A. Enforcement Policy

¢ B. Authentication Method
e C. Service Rule

¢ D. Role Mapping Policy
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EfE: A

B #12

An organization needs to configure a secure 802.1X wired service in ClearPass to manage access on their network. They want to
ensure that different device types have different security profiles. Which feature of ClearPass should they use to achieve this?

¢ A. Enforcement profiles with profiling
¢ B. MAC Authentication without profiling
e C. Port security with MAC address tracking

EfE: A

TR

To differentiate security levels based on device type (e.g., giving a VoIP phone different access than a laptop), ClearPass must use
Profiling . The service first identifies the device type using various collectors and then evaluates this information in the Enforcement
Policy . This allows the administrator to select specific Enforcement Profiles (VLANs/ACLs) that are dynamically assigned based on
the high-fidelity profile data gathered at connection time.

HM #13
An T specialist is trying to create a reliable profile for a new endpoint device using ClearPass. They want to ensure the profiling is as

accurate as possible. What approach should they take?

¢ A Interface multiple profiling collectors between the client device and ClearPass.
¢ B. Rely solely on the DHCP network finction for profiling,
¢ C. Only the HTTP network finction is used to detect device fingerprints.

Ef: A

R :

Accuracy in profiling is cumulative. Relying solely on one method (like DHCP) can result in "Generic" profiles. By enabling multiple
collectors -such as DHCP (for OS discovery), HTTP (for browser/version info), and SNMP (for system description/OID)-
ClearPass can correlate data points to provide a 100% certain classification. The more "context” ClearPass receives, the more
reliable the final enforcement decision becomes.

HH #14

An event is being hosted by an organization, and ClearPass is used to provide guest Wi-Fi access. The IT team wants to allow
guests to self-register through a captive portal, require sponsor approval, and send credentials via SMS.

Which three configurations should be included in the ClearPass Guest setup?

(Choose three)

Response:

A. Posture check service with health enforcement

B. Sponsor approval workflow with email notifications

C. Self-registration page with form customization

D. Role Mapping policy based on device operating system
E. SMS gateway integration for credential delivery

IEf@#: B. C. E

HE #15
A network engineer is troubleshooting an issue where a user is receiving unexpected access rights. They decide to use the LDAP

browser in ClearPass. What feature of the LDAP browser should they use to determine why the user is getting a certain type of
access?

¢ A. Browse the directory tree and look at the user's attributes.
e B. Modify the configuration of the ClearPass User Role in the enforcement profile.



e C. Edit the list of pre-built filters to include more attributes.
EE: A

R -
The LDAP browser allows administrators to view the user's directory attributes directly. By examining these attributes, the engineer
can determine which values are being evaluated by ClearPass policies and understand why the user is being granted specific access

rights.
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