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HE #97
You have a ConfigMap named 'my-app-config' that stores environment variables for your application. You want to dynamically
update tne values in the ConfigMap without restarting the pods. How would you achieve this using a Kubernetes Patch?

Y-

MY

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Get the Existing ConfigMap Data:

bash

kubectl get configmap my-app-config -o yaml > my-app-config.yaml

2. Modify the YAML File:

- Open "my-app-config.yaml and update the values in the 'data’ section as required- For example, if you want to change the value of
'DATABASE HOST to Sdb.new.example.comns:

data:

DATABASE_ HOST: di new.example.com
# Othgg data wvalues remain unchanged.

3. Patch the ConfigMap: bash kubectl patch configmap my-app-config -p "S(cat my-app-config_yaml)" 4. Verify the Changes: bash
kubectl get configmap my-app-config -o yaml 5. Observe the Updated Values: - The pods will automatically pick up the updated
values without the need for restarting, - You can confirm this by checking the environment variables within the pod using 'kubectl
exec -it - bash -¢ 'env" This method allows for dynamic updates to the ConfigMap without restarting the pods, making it a
convenient way to manage environment variables in your Kubernetes applications.

EE #98

You have a custom resource definition (CRD) named that represents a database resource in your Kubernetes cluster. You want to
create a custom operator that automates the creation and management of these database instances. The operator should handle the
following:

- Creation: When a new 'database.example.com resource is created, the operator should provision a new PostgreSQL database
instance on the cluster-

- Deletion: When a 'database.example com resource is deleted, the operator should clean up the corresponding PostgreSQL
database instance.

- Scaling: Ifthe 'spec-replicas' field of the 'database-example.com resource is updated, the operator should scale the number of
database instances accordingly.

Provide the necessary Kubernetes resources, custom operator code, and steps to implement this operator. You should use the
'Operator Framework' to build and deploy this operator

Y-

MY

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create the CRD:



apiVersion: apiextensions.k8s.io/v1l
kind: CustomResourceDefinition
metadata:

name: databases.example.com

spec:
group: example.com (j(c\
names:

kind: Databas \?'((\Q

LIND: dat
singul @atabase

scope espaccd

i

served. true

storage: true
subresources:

status: {}

- Apply this YAML file to your cluster using ' kubectl apply -f database-crd.yanr. 2. Create the Operator Project: - Jse the
Operator Framework' to initialize a new operator project bash operator-sdk init -domain example.com -repo
example.com/database-operator --version VO.O. I -license apache? - Replace 'example_com with your desired domain name. 3.
Define the Custom Resource: - Create a 'database_types.go' file in the 'api/vl' directory of your project. - Define the 'Database’
resource as a custom resource struct Go package v1 import ( metavl "k8s.iofapimachinery/pkg/apis/meta/v1" // DatabaseSpec
defines the desired state of Database type DatabaseSpec struct { If Replicas specifies the number of database instances to run.

Replicas int32 "json:"replicas™
// Password is the password for the database users.

nstances runmng,

I/ +kubebuilder:.object:root=true
I +kubebuilder:subresource:status

/I Database is the Schema for the databases API
type Database struct {

metav1.TypeMeta “json:" inline™

metav1 ObjectMeta "json:"metadata, omitempty™

Spec DatabaseSpec ‘json: spe-: omitempty™

Status DatabaseStatus “json:"status, omltemplyj 1
: LINU>

Il +kubebuilder:object:root=true

/I Databasellist contains a list of Database
type Databaselist struct {

metav1.TypeMeta “json:",inline™

metav1 ListMeta ‘json:"metadata,omitempty™
Items [|Database “json:"items™

}

func init() {
SchemeBuilder. Register(&Database{}, &DatabaseList{})
H

4. Tmplement the Controller Logic: - Create a 'database _controller.go' file in the 'controllers' directory- - Implement the logic for




creating, deleting, and scaling database instances.

go
package controllers

import (

"context"

"fmt"

appsv1 "k8s.io/api/apps/v1"

corev1 "k8s.io/api/core/v1"
"k8s.io/apimachinery/pkg/api/errors"

metav1 "k8s.io/apimachinery/pkg/apis/meta/v1"
"k8s.io/apimachinery/pkg/runtime"
"k8s.io/apimachinery/pkg/types”
"sigs.k8s.io/controller-runtime/pkg/client”
"sigs.k8s.io/controller-runtime/pkg/controlier”
"sigs.k8s.io/controller-runtime/pkg/handler”
"sigs.k8s io/controller-runtime/pkg/manager”
"sigs.k8s.io/controller-runtime/pkg/reconcile”
"sigs.k8s.io/controller-runtime/pkg/source”
"sigs.k8s.io/controller-runtime/pkg/webhook/admission”
)

// DatabaseReconciler reconciles a Database object
type DatabaseReconciler struct {

client.Client

Scheme runtime.Scheme

}

I/ +kubebuilder:rbac:groups=example.com, resources=databases, verbs=get;list,watch;create;update;patch;delete
I/ +kubebuilder:rbac:groups=example.com resources=databases/status verbs=get,update;patch

I/ +kubebuilder:rbac:groups=apps,resources=deployments, verbs=get;list;watch;create;update;patch;delete

I/ +kubebuilder:rbac:groups=core resources=services,verbs=get;list;watch;create;update patch delete

func (r DatabaseReconciler) Reconcile(ctx context. Context, req reconcile.Request) (reconcile.Result, error) {
log := r.Log WithValues("database”, req NamespacedName)

/I Fetch the Database instance

instance := &v1.Database{}

err = r.Get(ctx, req.NamespacedName, instance)

if err 1= nil {

if errors_IsNotFound(err) {

I/ Request object not found, could have been deleted after reconcile request.
// Owned objects are automatically garbage collected. For additional cleanup logic use finalizers.
/l Return and don't requeue

return reconcile.Result{}, nil

}

/I Error reading the object - requeue the request.

return reconcile. Result{}, err

!

{I Check if the number of replicas needs to be updated

if instance.Spec.Replicas = instance.Status.Replicas {

/f Scale the deployment to match the desired number of replicas
err = r.scaleDeployment(ctx, instance)

if err 1= nil {

return reconcile.Result{}, err

instance Status.Replicas = instance Spec.Replicas

}

// Set the status of the database instance
instance.Status.Ready = true

/l Update the database instance status
err = r.Status() Update(ctx, instance)
if err 1= nil {

return reconcile.Result{}, err

}

return reconcile.Result{}, nil

}

func (r DatabaseReconciler) scaleDeployment(ctx context. Context, instance v1.Database) error {
/{ Create or update the Deployment

deployment := &appsv1.Deployment{

ObjecthMeta: metavi.ObjectMetaf

Name: fmt.Sprintf("database-%s", instance.Name),

Namespace: instance.Namespace,

)

Spec: appsv1.DeploymentSpec{
Replicas: &instance.Spec.Replicas,
Selector: &metav1.LabelSelector{
MatchLabels: map][string]string{
"app": "database",

3

b

Template: corev1 PodTemplateSpec{
ObjectMeta: metavi ObjectMetaf




Labels: map[string]string{
"app": "database”,

h
Spec: corev1.PodSpec{
Containers: [Jcorevi.Container{

{

Name: "database”,
Image: "postgres:latest”, // Use your desired PostgreSQL image
Env: [Jcorevi:EnvVar{

{
Name: "POSTGRES .USER",
Value: "postgres”,

L

{
Name: "POSTGRES_PASSWORD",
Value: instance.Spec.Password,

2

{

Name: "POSTGRES_DB",
Value: instance.Name,

b

%

Ports: [Jcorev1.ContainerPort{

{
ContainerPort: 5432,
Name: "database”,

// Create or update the deployment
if err := r.CreateOrUpdate(ctx, deployment, func() error {
return r.Client. Get(ctx, types.NamespacedName{Name: deployment.Name, Namespace: deployment.Namespace}, deployment)

}; err 1= nil {
return err
}

THE
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Namespace: instance.Namespace,
b

Spec: corev1.ServiceSpec{
Selector: map[string]string{

"app": "database",

Pons: [lcorev1.ServicePort{

{

Port: 5432,

TargetPort: intstr Fromint(5432),
Name: "database”,

5
2
}
}

{/ Create or update the service

if err := r.CreateOrUpdate(ctx, service, func() error {

return r.Client. Get(ctx, types. NamespacedName{Name: service. Name, Namespace: service.Namespace}, service)
B; err 1= nil {

return err

}

return nil

}

func (r DatabaseReconciler) SetupWithManager(mgr manager.Manager) error {
return ctrl. NewControllerManagedBy(mgr).

For(&v1.Database{}).

Owns(&appsv1.Deploymentf}).

Owns(&corev1.Service(}).

Complete(r)

5. Build and Deploy the Operator: - Build the operator using the 'operator-sdk build' command: bash operator-sdk build
example.convdatabase-operator:vO.O.I --local - Deploy the operator to your Kubernetes cluster: bash kubectl apply -f
deploy/operator.yaml 6. Test the Operator: - Create a new 'database-example-com resource:



apiVersion? E%aﬁbie.écﬁfvl
kind: Database
metadata:

name: my-databags

namespace: default
spec:

replicad’ ™

passward: "mypassword”

- Apply the YAML file to your cluster: bash kubectl apply -f my-database.yaml - Verify that the operator creates a PostgreSQL
database instance. - Test scaling the database by updating the 'spec.replicas’ field of the 'database.example.com resource. - Delete
the 'database.example.com resource and verify that the operator cleans up the database instance. This step-by-step guide
demonstrates a basic example of a custom operator using the Operator Framework. You can Kustomize this operator further to
handle more complex operations and integrate with other Kubernetes resources. ,

A2 #99
Exhibit:

Set configuration context:

Context

You sometimes need to observe a pod's logs, and write those logs to a file for firther analysis.

Task

Please conplete the following;

* Deploy the counter pod to the cluster using the provided YAMLspec file at /opt/KDOB00201/counter.yaml

* Retrieve all currently available application logs from the running pod and store them in the file /opt/KDOB0020Vlog Output.txt,
which has already been created

01/counter.yaml

output.txt
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EAE #100

You have a microservice application that relies on a Redis cacne for data retrieval. Design a multi-container Pod that incorporates a
Redis sidecar container to provide local caching within the Pod. Ensure that the main application container can access the Redis
sidecar container within the same Pod Namespace Without needing to communicate with an external Redis cluster.

He:

MH.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define the Pod YAML.: Create a Pod YAML file that includes both the main application container and the Redis sidecar
container.

rm i anre v
tind: Pod
ietadata:
name: my-app-pod
ipec:
containers:
- name: my-app
image: my-app-image:latest
ports:
- containerPort: 880
env:
- name: REDIS_HOST
value: redis
- name: redis
image: redis:latest
ports:
- containerPort: 6379
2. Configure Environment Variables: Set an environment variable 'REDIS HOST within the main application container to point to the

Redis sidecar containers hostname- In Kubernetes, containers within the same Pod can commumicate with each other using their
container names. 3. Connect Application to Redis: Modifry' the application code to connect to the Redis instance using the 'REDIS
HOST environment variable. For example, using a Python application with the 'redis-py' library: python import redis r = redis-



Redis(host=os.environ.get('REDIS_ HOST'), port=6379) # Perform Redis operations (e.g., r.set('key', 'value')) 4. Deploy the Pod:
Apply the Pod YAML using 'kubectl apply -f my-app-pod.yamr 5. Verify Connectivity: Check the logs of the main application
container to ensure it's successfully connecting to the Redis sidecar container Note: This approach provides local caching within the
Pod, reducing external network calls and improving performance. It's important to consider potential data consistency issues if
multiple Pods share the same Redis instance.

HAE #101

You are running a web application with multiple services exposed via Kubernetes Ingress. The application has two distinct
environments: 'staging’ and "production’ , each with its own set of services and domain names. You need to configure Ingress rules to
route traffic to the appropriate services based on the requested hostname and environment. For example, requests to
'staging.example.com should be directed to the staging environment, while requests to 'example.com should go to the production
environment. Implement this configuration using Ingress rules.

HE-:

Y.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a Service for Each Environment:

- Define services for both 'staging’ and 'production’ environments, ensuring that the services for each environment are named
appropriately. For example, 'staging-service' and .



apiVersio :
kind: Servieé’ UNDATION
metadata:
name: staging-service
labels:
app: my-app
environment: staging
spec:
ports:
- port: 80
targetPort: 8080
selector:

app: my-app
environment® &taging

apiVersion: vl.
kind: Service
metadata: '\
name: production-service
‘Yabels:
app: my-app
environment: production
spec:
ports:
- port: 80
targetPort: 8080
selector:
app: my-app
environment: production

2. Create an Ingress Resource: - Define an Ingress resource that maps the hostnames to the corresponding services.



dPALVEI'SLUI. HELWUI'KLIIE. RO . LUF VL
kind: Ingress

metadata:
name: my-app-ingress
spec:
rules:
- host: staging.example.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: sfaging-service
ports
number: 88
- host: eXample.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: production-service
Bory;

| ks s R0

3. Apply the Configuration: - Apply the service and ingress definitions using 'kubectl apply -f'services.yam!' and 'kubectl apply -f
ingress.yaml' respectively. 4. Test the Configuration: - Access 'staging.example.com’ and 'example.com’ in your browser to ensure
that the traffic is directed to the correct services and environments. ,
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