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Cyber AB CMMC-CCA Exam Syllabus Topics:

Topic Details

Topic 1

Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and multi-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.
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Topic 2

Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.

Topic 3

CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systems fall within
assessment boundaries.

Topic 4

CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report on a CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.

Cyber AB Certified CMMC Assessor (CCA) Exam Sample Questions (Q28-
Q33):
NEW QUESTION # 28 
During a readiness assessment for CoolPlanes Inc., Liz, a CCA, discovers a folder of technical drawings and illustrations of the
aircraft that CoolPlanes produces. Liz has a younger brother, J.D., who loves airplanes. She thinks a large printed copy of one of the
illustrations would make an excellent gift for J.D.'s birthday next month. She copies the drawing and sends it to be printed on a large
canvas when she gets home. Which of the following principles of the CMMC Code of Professional Conduct did Liz most likely
violate?

A. Professionalism
B. Objectivity
C. Confidentiality
D. Ethical Practices

Answer: C

Explanation:
Comprehensive and Detailed in Depth Explanation:
Using OSC proprietary data personally breaches Confidentiality (Option D). Options A, B, and C are less directly applicable.
Extract from Official Document (CoPC):
* Paragraph 3.5 - Respect for Intellectual Property (pg. 8):"Do not use OSC confidential information for personal purposes."
References:
CMMC Code of Professional Conduct, Paragraph 3.5.

NEW QUESTION # 29 
A CCA was part of an Assessment Team tasked with conducting a CMMC assessment for an OSC. Happy to have been part of
the team that completed the assessment, the CCA posted the OSC's assessment results on their Twitter/X account. Which CMMC
Code of Professional Conduct (CoPC) principle has the CCA violated?

A. Availability
B. Objectivity
C. Proper Use of Methods
D. Confidentiality

Answer: D

Explanation:
Comprehensive and Detailed in Depth Explanation:
Posting results publicly breaches Confidentiality (Option C), not Availability (Option A), Methods (Option B), or Objectivity
(Option D).
Extract from Official Document (CoPC):



* Paragraph 2.3 - Confidentiality (pg. 5):"Maintain confidentiality of all information learned during the assessment." References:
CMMC Code of Professional Conduct, Paragraph 2.3.

NEW QUESTION # 30 
An OSC plans to bid for a DoD contract to supply laser welding services to repair a fleet of unmanned aerial vehicles (UAVs). This
requires them to be CMMC Level 2 certified since the information they will receive from the DoD is Controlled Technical
Information (CTI). However, their repair and welding services require a Computer Numerical Control (CNC) machine to fabricate
some crucial parts. Since the welding is mainly automated using robots, the OSC has intelligently integrated its SCADA system with
Programmable Logic Controllers (PLCs) for increased accuracy, improved safety and efficiency, and enhanced flexibility. If the
OSC wins the contract, how will the banner marking on documents containing CUI from the DoD be structured?

A. CUI-SP//CTI
B. CUI/SP-CTI
C. CUI//SP-CTI
D. CUI//CTI

Answer: C

Explanation:
Comprehensive and Detailed Explanation:
Controlled Technical Information (CTI), per the NARA CUI Registry, is a CUI-specified category requiring the banner marking
"CUI//SP-CTI." The double forward slash (//) separates the base CUI designation from the specified category (SP-CTI), per CUI
marking guidelines. Option B lacks the specified designation, Option C uses an incorrect single slash, and Option D reverses the
structure. A is correct.
Reference:
NARA CUI Registry: CTI Category -https://www.archives.gov/cui/registry/category-detail/export-control.
html: "CTI is marked CUI//SP-CTI."

NEW QUESTION # 31 
An OSC has produced two assessment scopes. When the Lead Assessor questioned the OSC PoC why, they detailed that they
process, store, or transmit FCI within one assessment scope and CUI in another. Which scope will the OSC obtain a CMMC Level
2 certification for?

A. For both assessment scopes
B. The scope that transmits, processes, or stores CUI
C. The scope that processes, transmits, or stores FCI
D. The OSC cannot be certified at Level 2 because they haven't met Level 1 requirements

Answer: B

Explanation:
Comprehensive and Detailed Explanation:
The CMMC framework allows separate scopes for FCI (Level 1) and CUI (Level 2). Level 2 certification applies only to
environments handling CUI, as it requires all 110 practices, whereas Level 1 (17 practices) suffices for FCI alone. The OSC's CUI
scope qualifies for Level 2, while the FCI scope aligns with Level 1 (or a self-assessment). Option C is incorrect, as Level 2 doesn't
apply to FCI-only scopes. Option D lacks evidence of Level 1 non-compliance. B is correct per the scoping guide.
Reference:
CMMC Assessment Scope - Level 2, Section 1.1 (Level Applicability), p. 2: "Level 2 certification applies to CUI-handling
environments."

NEW QUESTION # 32 
A CCA is assessing the concept of least functionality in accordance with CM.L2-3.4.6: Least Functionality.
Which method is the LEAST LIKELY to be useful as an assessment technique?

A. Interview personnel with security configuration management responsibilities.
B. Interview personnel with information security responsibilities.
C. Interview personnel who wrote the configuration management policy.



D. Interview personnel with application development responsibilities.

Answer: C

Explanation:
To validate least functionality, the assessor must evaluate implementation (via security staff, admins, developers). Interviewing the
policy author provides limited value since it does not confirm whether the policy is implemented in practice.
Extract:
"Assessors should confirm least functionality through interviews with individuals responsible for system configuration, security, and
implementation. Policy documentation authors alone are not sufficient evidence." Thus, interviewing the policy writer is least useful.
Reference: CMMC Assessment Guide - Level 2, CM.L2-3.4.6.

NEW QUESTION # 33
......

If you also need to take the CMMC-CCA exam and want to get the related certification, you can directly select our study materials.
We can promise that our CMMC-CCA study question has a higher quality than other study materials in the market. If you want to
keep making progress and transcending yourself, we believe that you will harvest happiness and growth. So if you buy and use the
CMMC-CCA test dump from our company, we believe that our study materials will make study more interesting and colorful, and it
will be very easy for a lot of people to pass their exam and get the related certification if they choose our CMMC-CCA Test Dump
and take it into consideration seriously. Now we are willing to introduce the CMMC-CCA exam reference guide from our company
to you in order to let you have a deep understanding of our study materials. We believe that you will benefit a lot from our CMMC-
CCA study question.
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